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Purpose of this document

A Data Protection Impact Assessment (DPIA) is a useful tool to help NHS England
demonstrate how we comply with data protection law.

DPIAs are also a legal requirement where the Processing of Personal Data is “likely to result
in a high risk to the rights and freedoms of individuals”. If you are unsure whether a DPIA is
necessary, you should complete a DPIA screening questionnaire to assess whether the
Processing you are carrying out is regarded as high risk.

Generally, a DPIA will not be required when Processing Operational Data which is not about
individuals. However, a DPIA may be required when Processing Aggregated Data which has
been produced from Personal Data, in order to provide assurance that the Aggregated Data
is no longer Personal Data.

By completing a DPIA you can systematically analyse your Processing to demonstrate how
you will comply with data protection law and in doing so identify and minimise data protection
risks.

Defined Terms used in this DPIA

Defined terms are used in this DPIA where they are capitalised. When drafting the DPIA,
those defined terms should be used for consistency and clarity. The defined terms and their
meanings are set out in Annex 1. Not all terms in Annex 1 may be used in the DPIA.

Standard wording in this DPIA

Standard wording has been suggested in certain parts of this DPIA and highlighted yellow
with square brackets around the text. You should select the wording that reflects the
Processing of Data for the specific Product you are assessing and remove the square
brackets, highlighting and wording you do not need to use eg:

e [For Data ingested into the Product to create the Product]
e [For Data ingested into the Product to create the Product]

You would amend this where Data is ingested into the Product as follows:

o For Data ingested into the FDP to create the Product

The aims of the Federated Data Platform (FDP)

Every day, NHS staff and clinicians are delivering care in new and innovative ways,
achieving better outcomes for patients, and driving efficiency. Scaling and sharing these
innovations across the health and care system in England is a key challenge for the NHS.

Harnessing the power of digital, Data and technology is the key to recovering from the
pandemic, addressing longer-term challenges, and delivering services in new and more
sustainable ways.

The future of our NHS depends on improving how we use Data to:

care for our patients;

improve population health;

plan and improve services; and
find new ways to deliver services.
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The Federated Data Platform (FDP)

A ‘Data platform’ refers to software which will enable NHS organisations to bring together
Data — currently stored in separate systems — to support staff to access the information they
need in one safe and secure environment so that they are better able to coordinate, plan and
deliver high quality care.

A ‘federated’ Data platform means that every hospital trust and integrated care board (ICB)
(on behalf of the integrated care system (ICS)) will have their own platform which can
connect and collaborate with other Data platforms as a “federation” making it easier for
health and care organisations to work together.

A digitised, connected NHS can deliver services more effectively and efficiently, with people
at the centre, leading to:

1. Better outcomes and experience for people

A more efficient NHS ultimately means a better service for patients, reduced waiting times
and more timely treatment. The platform will provide ICBs with the insights they need to
understand the current and future needs of their populations so they can tailor early
preventative interventions and target health and care support. Patients will have more
flexibility and choice about how and where they access services and receive care, helping
them to stay healthy for longer.

2. Better experience for staff

NHS staff will be able to access the information they need in one secure place. This reduces
the time they spend chasing referrals, scheduling appointments, and waiting for test results
and allows them to work more flexibly to deliver high quality care for their patients.

3. Connecting the NHS

The connectivity of the platforms is extremely important as it will enable us to rapidly scale
and share tools and applications that have been developed at a local level — in a secure way
— supporting levelling up and reducing variation across England.

Federation means that each Trust and ICB has a separate Instance of the platform for which
they are the Controller. Access for each Instance will be governed and managed by each
individual organisation.

We want the NHS to be the best insight-driven health and care system in the world. This
software will provide the foundation to improve the way that Data is managed and used
across the NHS in England to transform services and save lives.

The FDP will not only provide the cutting-edge software to Trusts and ICBs to continue to
innovate but the connectivity will enable NHS England (NHSE) to rapidly scale and share
innovative solutions that directly addresses the challenges most pressing for the NHS. This
will transform the way the NHS delivers its services enabling organisations to communicate
and collaborate more effectively and provide better care for patients.

The ‘Product’ Data Protection Impact Assessment (DPIA)

As part of the roll out of FDP, NHS England wants to enable Trusts and ICBs to use standard
FDP Products as this will reduce burden for those organisations in creating their own
analytical tools and will provide a consistent approach to how Data is used in relation to the
five use cases and capabilities as shown in the diagram below.
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A Product DPIA is part of a suite of DPIAs for FDP that sit under the overarching FDP DPIA
and provide a mechanism for assessing data protection compliance at a detailed Product
level. NHS England teams have created template Product DPIAs to help NHS England, NHS
Trusts and ICBs comply with UK GDPR and the FDP |G Framework.

Products developed on FDP will provide discrete user features to utilise data
and capabilities

USE CASE

These are 5 high level themes that reflect the NHS key FDP will provide some foundational functions. Each use
prictities. The FDP programme will deliver solutions for each | case will build applications that make use of these.

of the five initial national use cases. These are: The 13 core funcional cagablites identified include-

CAPABILITY PRODUCT

A& preduct creates direct business value through improved experiences for
users. Products are business applications / tools that provide discrete user
features to utilise FOP data and capabilities

Bamples of current products on the incumbent platform {including
dashboards and tools) indude:

Ctzars Load Key Features of a product-
Elective Recovery | b e Cotening Sabincig «  Producss business
value toffrom its
user
Gare Coordination e oumtes obE *  Meets a business or
Samara Manon v itk Conims Pahuay e e T
Imartaca atartac Maragamint (Teent 03 Calyr s vl user need / desire
o Includes Journeys,
Population Health Managerent features, customer-
facing services, and
o Lol Supph Chain is Clusterad into
immunisation and Vacdination | oy M product lines
o Provides input to the
= ] platiorm strategy &
Supply Chain Managerment Fomeming. L Db backlog

Key information about the Product

Purpose of the Product - Overview

The Product will establish an improved national cost collection of Patient Level Information and
Costing Systems (PLICS) Data to align with NHS England’s Future of Costing vision. The Future of
Costing aims to improve the collection of PLICS data by reducing the burden on local Costing
Teams, reducing turnaround times and improving the quality of insight that PLICS provides.

This Product has two elements to it;
National

National team utilise the information provided to align to the Future of Costing vision, implement
new standards for patient level costing and ensure that cost for patient care is appropriate. The
Data is collected under mandate. This ensure that the cost for patient treatment is appropriately
provided. This is viewed in an Aggregated format.

Local

Local Trust Teams utilise the information to support improvements for inpatient care for individual
patients. This also allows them to drive value by linking cost and outcomes together and identify
the relationship between patient characteristics and cost. This ensure patients are provided with
the most appropriate treatment. This is Directly Identifiable Person Data that is viewed by the local
Trust who are providing treatment to the patient and held in their own systems.

Trusts are able access to the national benchmarking datasets in aggregate format both for their
data and other Trusts.

ICBs will receive information in an Aggregated format to enable an understanding of patient needs
and the cost of care across their ICS.

This DPIA describes both processes throughout the document.




Using the Costing collection products, Trusts will share their local costing models seamlessly with
NHSE, on a regular basis. Automated systems will enrich this Data through linkage to other
Datasets and benchmarking to other Trusts. The benchmarked national dataset and analytics will
be shared back to Trust, ICB, and members of the public within days. Trusts will also have access
to this Product through their local Tenancies, enabling them to validate the Data prior to submitting
the Data to NHSE as well as being able to use the Data within their own costing system, this will be
Directly Identifiable Personal Data. There is also the ability to view Aggregate Data regarding other
NHS Trusts to assist with benchmarking.

Trusts will use this Data to continually and iteratively assess the effectiveness and productivity of
their services, supporting them to provide direct care to patients, as well as support the planning
and delivery of targeted service transformations to improve productivity.

There is a requirement to process Confidential Patient Information (CPI) to enable the PLICS Team
to link this Dataset with other mandatory collections to provide the system with the most up to date
information to inform the costing process.

Costings data is used in many ways both at individual provider, ICB and national level. Local uses
cover Care Co-ordination, Elective Recovery, Population Health Management and Supply Chain.

Costing data is part of the information used in care co-ordination and elective recovery work to
access new care pathways; e.g. moving away from hip replacement surgery being admitted care
(typically for 5 days) to become day-case surgery.

Better efficiency can be achieved through standardising care; costing data highlights variation that
can be investigated. Standardisation of care can lead to savings being realised that enable
providers to treat more patients and better value for money. The effectiveness of the treatment will
also be monitored to ensure this is maintained and managed.

Population health management benchmarking work by ICBs uses health expenditure derived from
costing data; using costing data grouped by conditions along with prescribing data from the NHS
Business Services Authority (BSA) enables ICBs to see how they are spending money. Providing
streamlined care delivers better productivity and efficiency for providers and better outcomes for
patients.

Using costing data to examine variation in Supply Chain procurement costs can highlight where
variation exists that can be investigated to potentially realise efficiencies. Cost is an outcome that
providers monitor in their efforts to achieve best value for money.

National uses of costing data include economic analyses and use in the Getting it Right First Time
(GIRFT) programme which feeds back to providers to help them further improve their services.

The Product is also designed for clinical deep dives to look at service delivery; therefore, the
Trust's on their local instance of FDP which holds Directly Identifiable Patient Data are able to look
at use of high-cost items to see where they can improve this to help manage expenditure and
achieve cost saving targets. The way that Trusts use costing Data varies greatly, based on how
well resourced they are to use cost Data. However, this is Data that is already held and is simply
moving to a different system. Trusts are able to complete analysis locally but will only have access
to their own Data in their instance of FDP.

Trusts may use the National Data which is Aggregated for benchmarking in order to compare their
own activity to other Trusts.

Local or National Product

Local National

Product falls under the following Use Case(s)




Care co-
ordination

To ensure that health and care organisations all have access to
the information they need to support the patient, enabling care to
be coordinated across NHS services.

Elective Recovery

To get patients treated as quickly as possible, reducing the
backlog of people waiting for appointments or treatments,
including maximising capacity, supporting patient readiness and
using innovation to streamline care.

Vaccination and ]
Immunisation:

To ensure that there is fair and equal access, and uptake of
vaccinations across different communities.

Population Health

To help local trusts, Integrated Care Boards (on behalf of the

Management integrated care systems) and NHS England proactively plan
services that meet the needs of their population.
Supply Chain To help the NHS put resources where they are needed most and

buy smarter so that we get the best value for money.

Categorisation of the
Data used to create
the Product

How the different Categories of Data are used in relation to
the Product

Directly Identifiable
Personal Data

For Data ingested into the FDP to create the Product

For Data ingested into the Product to create the Product

Pseudonymised
Data

For Data ingested into the FDP to create the Product
For Data ingested into the Product to create the Product

For Data displayed or shared with users of the Product

Anonymised Data | (J

Aggregated Data

For Data displayed or shared with users of the Product

Operational Data

For Data ingested into the FDP to create the Product
For Data ingested into the Product to create the Product

For Data displayed or shared with users of the Product

Type of Data used in the Product

No Personal Data ]

Personal Data

For Data ingested into the FDP to create the Product

For Data ingested into the Product to create the Product




For Data displayed or shared with users of the Product

Special Category For Data ingested into the FDP to create the Product

Personal Data For Data ingested into the Product to create the Product

For Data displayed or shared with users of the Product

The Product DPIAs describe:
¢ the purpose for the creation of the Product;

o the Data which has been processed to create the Product. Where Aggregated Data is
ingested into FDP, a DPIA is still carried out to provide assurance that the Aggregated
Data is not Personal Data;

¢ the supporting legal basis for the collection, analysis and sharing of that Data;

o the Data flows which support the creation of the Product, and;

¢ the risks associated with the Processing of the Data and how they have been mitigated.
National Product DPIAs

The Products described in the national Product DPIAs relate to NHS England’s use of the
Product and related Data in the national Instance of the platform, and therefore all risks and
mitigations of those risks contained within the DPIA are only applicable to NHS England.

Local Product DPIAs

The Products described in the template local Product DPIAs relate to an NHS Trust or ICB
use of the Product and related Data in a local Instance of the platform, and therefore all
risks, and mitigations of those risks, contained within the DPIA are only applicable to Trusts
and ICBs.

NHS Trusts and ICBs who use the Products made available to them are responsible for
adopting and updating the template local Product DPIA or producing their own DPIA to
reflect their specific use of the Product and to assess any specific risks relating to their
organisation’s use of the Product.

1. Consultation with Stakeholders about the Product

Prior to the FDP product development being commissioned, work was carried out to
consult NHS organisational stakeholders and undertake a proof-of-concept exercise.

A design workshop was held involving participants from the following teams/ organisations:

- Costings Team, NHS England

- Arange of staff from Costing and Finance teams in the following organisations:
University Hospitals of Derby and Burton NHS Foundation Trust; Blackpool
Teaching Hospitals NHS Foundation Trust, County Durham and Darlington NHS
Foundation Trust, Wirral University Teaching Hospital NHS Foundation Trust, North
Central London ICS.

As part of the transition project work the data flows were mapped and user stories were
developed to support the case for change to modernise the Patient Level Costings
Collection by transitioning to a local collection model integrated with the FDP programme.
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A pilot was run with Chelsea and Westminster FT, findings from that work have been used
to guide the wider roll-out plans and roadmap for transitioning to a locally led cost
collection for all data providers.

The feedback listed from stakeholders above, has been used to inform the Statement of
Works for the development of the Product. The Statement of Works is the document that
defines the scope of the product to be built by Palantir (the contractor developing the
product on FDP). Feedback gathered via consultation and the pilot work has been fed into
that scope document.

Stakeholder engagement will continue throughout the development and implementation of
the Product via the Future of Costing Advisory Group; this includes representatives from
60 NHS Trusts who help advise on key aspects, for example they have been engaged in
agreeing the dataset for the collection. This Product and the outcomes will not change the
services provided to patients, therefore patient consultation has not been completed at this
time.

2. Data Flow Diagram

NHS Trusts
Trust Level #1 (FDF APl method)
(data controller)

(identifiable, Sensitive data

S259 HSCA 2012

NHS England
Data captured in costing system

o cover the services provided
by the Trust:

APC

opP
EC Trust Level #2 (FDP local tenant method)

SWC
MHPS -
MHCC

IAPT

csce

AMB

The processing complete through PET and the National Identifiable Data Collection Instance
(NIDCI) is covered through the National Identifiable Data Collection Instance DPIA.

3. Description of the Processing

This Product has two elements to it;
National

National team utilise the information provided to align to the Future of Costing vision,
implement new standards for patient level costing and ensure that cost for patient care is
appropriate. The Data is collected under mandate. This ensure that the cost for patient
treatment is appropriately provided. This is viewed in an Aggregated format.

Local

Local Trust Teams utilise the information to support improvements for inpatient care for
individual patients. This also allows them to drive value by linking cost and outcomes
together and identify the relationship between patient characteristics and cost. This ensure
patients are provided with the most appropriate treatment. Directly Identifiable Person
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Data in viewed by the local Trust who are providing treatment to the patient. This is
detailed in the Data Flow diagram under the Trust Level section, which will be completed
through their own systems or instance of FDP.

ICBs will receive information in an Aggregated format to enable an understanding of
patient needs and the cost of care across their ICS.

This DPIA describes both processes throughout the document.

Within each Trust, the costing practitioners will draw information from their local systems
(inc. PAS and financial ledger system) to create the PLICS Data which will be held in their
costing system.

Data from the costing system will be extracted into the Product via the local FDP tenant or
the FDF API; at this point it is Directly Identifiable Patient Data. Data will flow into the data
collection tenant before PET is applied.

PET will be applied to the Data before passing into the national FDP tenant in
pseudonymised form.

NHS England PLICS Data will be linked to other datasets by the PLICS Team, such as
HES before being stored on UDAL for analytical purposes.
3 of the 13 core platform capabilities will be used

e Forecasting monitoring & evaluation

e Data cleansing

e Data enrichment
Linkage happens once Data has been submitted to the national tenant, this is to enrich the
Dataset without asking providers to submit duplicates of Data already collected in other
national Datasets. This is carried out using key identifiers e.g. Pseudonymised NHS
number, Episode ID.
Data is consistently Pseudonymised to enable linkage to other activity Datasets (such as
MHSDS), this supports further analysis in UDAL and allows other stakeholders such as the
Model Health Programme and Getting it Right First Time (GIRFT) to use the Data in their
analysis.
Linked Data is only visible on the FDP national tenant in Aggregate format, this is
Aggregated in FDP to create the dashboard.

A full list of datasets that will be used for linkage can be found in section 10 of this DPIA.

4. Purpose of Processing Personal Data for this Product

The key objectives of the Product and associated dashboards are to:

e Enable Trusts to share their local costing models seamlessly with NHSE, on a
regular basis.

e Automated systems will enrich this Data through linkage to other datasets and
benchmarking to other Trusts.

e The benchmarked national dataset and analytics which will be in Aggregated format
will be shared back to Trust and ICB within days, to Trusts and ICBs who do not
have an instance of FDP, organisations with an FDP instance will access this
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through FDP, this will allow those organisations to make use of a greater breadth of
Data for the purposes of costings.

Trusts will use this data to iteratively assess the effectiveness and productivity of
their services, supporting them to plan and deliver targeted service transformations
to improve productivity.

Screenshots are not currently available as the Product is yet to be built

5. Identification of risks

Risk | Describe source of the risk and nature of potential impact on individuals
No The highlighted text are the most identified risks in the programme. Please amend
and delete as appropriate and add Product specific risks.

1 There is a risk that Personal Data may be accidently misused by those with
access.

2 There is a risk that Personal Data will be processed beyond the appropriate
retention period.

3 There is a risk that insufficient organisational measures are in place to ensure
appropriate security of the Personal Data (e.g. policies, procedures, disciplinary
controls).

4 There is a risk that insufficient technical measures are in place to ensure
appropriate security of the Personal Data (e.g. encryption, access controls).

5 There is a risk that Pseudonymised Data could be deliberately manipulated by an
internal bad actor in some way to re-identify individuals

6 There is a risk that insufficient testing has taken place to assess and improve the
effectiveness of technical and organisational measures.

7 There is a risk that Subject Access Requests will not include a search of FDP or
the Product, preventing individuals from having access to all Personal Data held
about them by the Trust or NHS England.

8 There is a risk of failure to provide appropriate transparency information to the
data subject by the Trust.

9 There is a risk that increased access to Special Category Personal Data is given
to Trust staff who would not normally access that Data within their role.

10 | There is a risk that the platform becomes inaccessible to users which could cause
delays in the management of patient care and availability of Data.

11 | There is a risk that users will attempt to access FDP and the Product from outside

the UK, increasing the data security risk.
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12 | There is a risk that users will not have their permissions revoked when they leave
their role/organisation.

13 | There is a risk that the move to a new production mechanism from that previously
existing may introduce differences in outputs from that previously seen.

6. Compliance with the Data Protection Principles - for
Processing Personal Data only

Compliance with the Data Protection Principles in relation to the Processing of Personal
Data, as set out in Article 5 of the UK General Data Protection Regulation, are addressed in
this DPIA in the following sections:

Data Protection Principle | Section addressed in this DPIA

Lawfulness, fairness and Section 7 (Lawfulness); Section 8 (Fairness); Section 9
transparency (Transparency) and 11 (Processors)

Purpose limitation Section 4

Data minimisation Section 10

Accuracy Section 14

Storage limitation Section 13

Integrity and confidentiality | Section 12 & 16

(security)

Accountability Accountability is addressed throughout the DPIA. In

particular, section 2S includes approval of the residual risks
by the Information Asset Owner and on behalf of the SIRO.

7. Describe the legal basis for the Processing (collection,
analysis or disclosure) of Data?

National — NHS England

Statutory Authority

The legal basis for the Patient Level Information and Costing Systems (PLICS) collections
is a Direction from the Secretary of State for Health and Social Care to NHS England
under section 254 of the Health and Social Care Act 2012 (HSCA)

Patient Level Information and Costing Systems (PLICS) Mandatory Collections continued
implementation Mandatory Request Information System - NHS England Digital

This is the legal basis for NHS England to process the Data

Name of Source Statutory Authority for | Statutory Authority Statutory Authority

Dataset(s) and collection of Source for Processing for sharing Data
System Source Datasets Dataset within the through the Product
Product
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Admitted Patient
Care (APC),
Outpatients (OP),
Emergency Care
(EC), Specialist
Ward Care (SWC)
Supplementary
Information

Source: Trust
costing system

Trust: S259 HSCA
2012

NHSE: S254 HSCA
2012

S254 HSCA 2012

S254 HSCA 2012

Mental Health
Provider Spells
(MHPS), Mental
Health Care
Contacts (MHCC)

Source: Trust
costing system

Trust: S259 HSCA
2012

NHSE: S254 HSCA
2012

S254 HSCA 2012

S254 HSCA 2012

IAPT - Talking
Therapies for
Anxiety and
Depression

Source: Trust
costing system

Trust: S259 HSCA
2012

NHSE: S254 HSCA
2012

S254 HSCA 2012

S254 HSCA 2012

Community
Services Care
Contacts (CSCC)

Source: Trust
costing system

Trust: S259 HSCA
2012

NHSE: S254 HSCA
2012

S254 HSCA 2012

S254 HSCA 2012

Ambulance (AMB)

Source: Trust
costing system

Trust: S259 HSCA
2012

NHSE: S254 HSCA
2012

S254 HSCA 2012

S254 HSCA 2012

Legal basis under UK GDPR & Data Protection Act 2018 (DPA 2018):

Article 6 — Personal Data

- Atrticle 6(1)(c) Processing is necessary for compliance with a legal obligation listed
above (Legal Obligation).

Article 9 — Special Category Personal Data

- Atrticle 9 (2) (h) processing is necessary for medical diagnosis, the provision of health
care, or the treatment or management of health care services and system (Health
Care) plus Schedule 1, Part 1, Paragraph 2 ‘Health or social care purposes’ of DPA

2018




Common Law Duty of Confidentiality

- Legal obligation — NHSE is required by law to process Confidential Patient Data it
collects, Pseudonymises and analyses to create the Pseudonymised Data and
Aggregated Data input and Aggregated Data output for the Product. This is required
under legal directions referred to above and issued by the Secretary of State for Health
and Social Care to NHSE under section 254 of the Health and Social Care Act 2012.

Local Trust

Legal basis under UK GDPR & Data Protection Act 2018 (DPA 2018):

Article 6 — Personal Data

[Article 6 (1) (e) Processing is necessary for the performance of a task carried out in
the public interest or in the exercise of official authority vested in the Controller by
virtue of the statutory functions referred to above (Public Task)].

Article 9 — Special Category Personal Data

[Article 9 (2) (h) processing is necessary for medical diagnosis, the provision of health
care, or the treatment or management of health care services and system (Health
Care) plus Schedule 1, Part 1, Paragraph 2 ‘Health or social care purposes’ of DPA
2018.].

Common Law Duty of Confidentiality

For identifiable information a legal basis other than consent is relied upon for processing
this information.

e legal obligation - statutory requirement to process or disclose the information

For anonymised information the Common Law Duty of Confidentiality does not apply.

8. Demonstrate the fairness of the Processing

Fairness means that we should handle Personal Data in ways that people would
reasonably expect and not use it in ways that have an unjustified adverse impact on
them.

The Product will have its own transparency information which sets out why the Processing
is fair in what it is intended to achieve to improve the care of patients. Further information is
set out in section 9 below.

Regarding the impact on individuals, the purpose of the Product is to collect data to
improve the quality of costing information in the NHS, with patient level costing supporting
providers to deliver better, more efficient outcomes. Understanding the cost of patient care
aims to help providers to improve the efficiency of their services which falls within the
identified use cases.

PLICS Data is used to inform new costing methods for NHS services and enables provider
organisations to receive information back that they can use to maximise their resources
and improve efficiencies. The expected benefits of PLICS to patients include improving




patient outcomes and allowing commissioners and providers to better understand costs
and activity flows, thus enabling them to maximise the use of public funding.

Potential adverse impact to individuals is also mitigated by the Data being rendered
Anonymous Aggregated Data or Operational Data in the National PLICS product
dashboards.

9. What steps have you taken to ensure individuals are
informed about the ways in which their Personal Data is being
used?

There is a range of information available on the NHS England website about FDP and how it
works. This is Level 1 Transparency information.

There is a general FDP Privacy Notice which has been published via the NHS England
webpages which also explains what FDP is and how it works in more detail. This is Level 2.
It has a layered approach which has further detail in Level 3.

NHS England » NHS Federated Data Platform privacy notice

There is also a privacy notice specifically for this Product at Level 4 published on the NHSE
website available via this link:

NHS England » FDP products and product privacy notices

FDP Programme — Privacy Notice and Transparency Information
Suggested Approach based on User Research

FDP Transparency Information for Public
Public transparency information landing page for FDP aimed at the Public to explain in simple
language what FDP & PET are, National and Local Instances, National and Local Products- can link
to FAQs etc. Will link to Privacy Notices in Level 2 and 4 below

Level 1

FDP Programme UK GDPR compliant Privacy Notice
Stand alone FDP Privacy Notice (to cover FDP, PET, National and Local) to link out to
Level 3 and Level 4

Level 2 & 3

Level — 3 -Supplementary FDP Programme Privacy Notice Information
More detailed information to support aspects of Level 2 Privacy Notice

FDP Product Privacy Notices
Description of Data, the Product, the Processors, the specific Legal
Basis, Purposes for processing and Individuals Rights for each local
and national Product listed in Level 2 Privacy Notice

Level 4

V1.0 19/03/24

Trust Specific Transparency Information

In addition to the above, we have also published the following information about FDP and the
Product on our website:

Rcht Fair Processing Notice
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10. Is it necessary to collect and process all Data items?

Local Trust

Data Categories
[Information relating to the individual's]

Personal Data

Yes/No

Justify [there must be justification for Processing the Data items.
Consider which items you could remove, without compromising
the purpose for Processing

Name Yes This is required to identify the patient and provide care.

IAddress Yes IThis is required to contact the patient.

Postcode Yes This is required to contact the patient.

Date of Birth Yes This Data is required to provide Direct Care to patients, as well as
Data verification.

Age Yes This Data is required to provide Direct Care to patients.

Sex Yes This is held as part of the Trust's record.

Marital Status No

Gender Yes This is held as part of the Trust's record.

Living Habits No

Professional Training / Awards / No

Education

Email Address - Patient No

Email Address - Staff Yes For access to the Product

Physical Description Yes Data relating to certain activity/treatments, which may identify or
infer certain aspects of physical description, are included.
Refer to the justification against ‘Physical / Mental Health or
Condition’, below.

General Identifier e.g. NHS No Yes This Data is used by the Trusts to identify and treat individuals.

Home Phone Number No

Online Identifier e.g. IP Address/Event No

Logs

Mobile Phone No — Patient No

Mobile Phone / Device No / IMEI No - No

Staff

Location Data (Travel / GPS / GSM Data) |No

Device MAC Address (Wireless Network [No

Interface)

Special Category Data

Physical / Mental Health or Condition, Yes In order to understand patient-level costs, Data relating to activity

Diagnosis/Treatment and treatments an individual has received for specific diagnoses
and conditions in most cases, need to be present in the Data.
In relation to PLICS Data — Data relating to activity and treatments
are collected, processed and made available as outputs. Data is
included in the dataset for drugs, devices issued, blood products
and imaging. Activity relating to Critical Care is included.

Sexual Life / Orientation No

Religion or Other Beliefs No

Racial / Ethnic Origin No

Biometric Data (Fingerprints / Facial No

Recognition)

Genetic Data No

Criminal Conviction Data

Criminal convictions / alleged offences / [No

loutcomes / proceedings / sentences




NHS England

Data Categories
[Information relating to the individual's]

'Yes/No [Justify [there must be justification for Processing the Data items.
Consider which items you could remove, without compromising the
purpose for Processing]

Interface)

Name No

IAddress No

Postcode Yes Postcode is used as part of the matching logic, when
matching PLICS Data, to HES activity Data.

Date of Birth Yes DOB is used as part of the matching logic, when matching
PLICS Data, to HES activity Data.

Age Yes Age is not included in the PLICS Data collected as a Data
field. However, in relation to PLICS Data, age is calculated
from DOB in order to understand patient level costs.

Sex Yes Sex is not included as a Data field in the PLICS Dataset.
However, Data relating to certain activity/treatments
collected in the Dataset will allow Sex to be determined.
Also see ‘Gender’.

Marital Status Yes Not collected in PLICS but may be available through linkage
of PLICS to MHSDS. Marital Status is a Required field in the
MHSDS, which means it should be recorded in MHSDS (but
is not mandatory therefore won’t appear in all MHSDS
records). When PLICS LCC data is linked to MHSDS the
patient details may include the marital status of the person,
if it was recorded in MHSDS.

Gender Yes  |Gender is used as part of the matching logic, when matching
PLICS Data, to HES activity Data.

Gender also enables understanding of how demographic
factors of the patient might influence variation in costs of
NHS delivered treatments.

Living Habits Yes Data relating to certain activity/treatments/drugs/devices
may infer certain aspects relating to living habits.

Professional Training / Awards / No

Education

Email Address - Patient No

Email Address - Staff Yes For access to the Product

Physical Description Yes Data relating to certain activity/treatments, which may
identify or infer certain aspects of physical description, are
included.

Refer to the justification against ‘Physical / Mental Health or
Condition’, below.

General Identifier e.g. NHS No Yes NHS England provide pseudonymised PLICS Data for
onward processing and analysis. This Data is used by the
Trusts to identify and treat individuals.

Home Phone Number No

Online Identifier e.g. IP Address/Event  [No

Logs

Mobile Phone No — Patient No

Mobile Phone / Device No / IMEI No - No

Staff

Location Data (Travel / GPS / GSM No

Data)

Device MAC Address (Wireless Network [No




Data Categories 'Yes/No [Justify [there must be justification for Processing the Data items.
[Information relating to the individual's] Consider which items you could remove, without compromising the
urpose for Processing]

Employment Status No

Safeguarding / Child Protection Yes Not collected in PLICS but available through linkage of
PLICS to CSDS. The processing of this data in PLICS
including whether these Data are included will be aligned to
the processing of these data in CSDS when issued to NHS
England for FY23/24 Data.

Special Category Data \
Physical / Mental Health or Condition,  |[Yes  [In order to understand patient-level costs, Data relating to
Diagnosis/Treatment activity and treatments an individual has received for specific
diagnoses and conditions in most cases, need to be present
in the Data.

In relation to PLICS Data — Data relating to activity and
treatments are collected, processed and made available as
outputs. Data is included in the dataset for drugs, devices
issued, blood products and imaging. Activity relating to
Critical Care is included.

Sexual Life / Orientation No

Religion or Other Beliefs No

Racial / Ethnic Origin Yes Racial/Ethnic Origin is not included as a Data field in PLICS.
Data relating to certain activity/treatments may infer race or
ethnic origin.
In the activity Data (HES) and therefore may be available
through linkage of PLICS to this activity Dataset.

Biometric Data (Fingerprints / Facial No

Recognition)

Genetic Data No

Criminal Conviction Data

Criminal convictions / alleged offences /  |No Not collected in PLICS but through use of postcode field

outcomes / proceedings / sentences place of residence may potentially be inferred to relate to a

place of detention.

Please see the detailed Data Specification below which identifies the source Datasets and
specific Data items for this Product:

ificionva(
i<

11. Provide details of Processors who are Processing
Personal Data in relation to this Product

e The Platform Contractor is a Processor acting on behalf of NHS England as a
Controller in relation to Processing Pseudonymised Data held on the Platform, and
which is used in the Product. The Platform Contract has required Data Processing
provisions in it which meet the requirements of UK GDPR. In addition, a separate Data
Processing Annex providing specific Processing instructions to the Platform
Contractor for this Product will be issued. A copy of this Data Processing Annex is
attached here:




Head of IG is seeking approval from SIRO before attaching.

12. Describe if Data is to be shared from the Product with
other organisations and the arrangements in place for this

National Instance —

Users of the dashboard may include:

e PLICS team who have access to Aggregate Data and who use the dashboard for to
implement new standards for patient level costing and ensure that cost for patient
care is appropriate. The Data is collected under mandate. This ensure that the cost
for patient treatment is appropriately provided.

e Local Trusts who have access to Aggregate Data and who use the dashboard for
the review of the information and benchmarking activities.

Access will be granted, reviewed and revoked in line with Role Based Access Controls
policies and procedures by the IAO.

Local Instance —
Users of the dashboard may include:

e Costing Analysts / Finance Business Partners who have access to pseudonymised
activity, workforce, and financial data and who may use the dashboard for cost
allocation, benchmarking, and supporting business cases.

e Operational Managers / Service and Clinical Leads who have access to aggregated
operational and performance data and who may use the dashboard for monitoring
activity trends, pathway review and service improvement to inform operational
decision-making and clinical governance oversight.

¢ Information/Bl Analysts who have access to pseudonymised or aggregated
datasets and who use the dashboard for data validation, quality assurance, and
supporting analytical outputs for internal reporting.

¢ Information Governance team who are responsible for coordinating SAR responses.

Access is granted through a formal access request process, which typically includes:

e Submission of a Patient level costing information access request form or equivalent
digital workflow.

e Approval by the line manager confirming role-based need.

o Review and authorisation by the Costing Finance Manager/Associate Director of
Income and Costing and/or Information Governance (IG) team to ensure
compliance with data minimisation and role-based access controls.

o Early implementation stage would involve technical provisioning by the FDP
platform administrator applying the appropriate role-based access profile.
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Access is reviewed through a regular, structured audit process, for example:

e Monthly access reviews conducted by the Costing Team or System Administrator,
supported by IG. Line manager review of user access lists to confirm ongoing
role-based need.

o Automated or manual checks against HR leavers/starters/ role-changers reports to
ensure accuracy.

o Documentation of reviews within the Trust’s system access audit log or IG
compliance records.

Access is revoked through the following mechanisms:

e Access review from HR leavers/starters/role-changers reports when a staff member
leaves the organisation or changes role, prompting the IT/Costing team to remove
access.

« Line manager notification when a user no longer requires access due to role
change or project completion.

o |G-initiated revocation where access is deemed excessive or no longer justified
following an access review.

e Technical removal of permissions by the FDP platform administrator, with
revocation logged for audit purposes.

13. How long will the Data be retained?

The Data will be kept in line with NHSE’s requirements for the purposes of using the
Product in line with the NHS Records Management Code of Practice 2021.

At the point that the Product is decommissioned, a further assessment will be undertaken
to ascertain whether the Data can be destroyed, or a retention period agreed by the Trust
in line with the NHS Records Management Code of Practice 2021.

14. How will you ensure Personal Data is accurate and if
necessary, kept up to date

The Data is provided by the Trust through their Local FDP Instance, it is therefore the
Trusts responsibility as Data Controller to ensure that the Data being provided to NHS
England is accurate and any inaccuracies / updates are reported to NHS England.

The Directly Identifiable Personal Data stored by NHS England is covered in the National
Identifiable Data Collection Instance DPIA.
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15. How are individuals made aware of their rights and what
processes do you have in place to manage requests to
exercise their rights?

General privacy information regarding the FDP is available in the FDP Privacy Notice on
the NHSE website together with a Product specific Privacy Notice which sets out the rights
which apply in relation to this Product.

The following rights under UK GDPR apply to the Processing of Personal Data within this
Product:

- Right to be informed
- Right of access
- Right to rectify

We also have additional information about patients’ rights and how to exercise them
available on our website here:

https://royalcornwallhospitals.nhs.uk/organisation/data-protection/

Any requests to exercise these rights would be handled in accordance with our existing
standard processes and managed through the Information Governance Team.

16. What technical and organisational controls in relation to
information security have been put in place for this Product?

The Overarching FDP DPIA (and where applicable, NHS-PET DPIA) sets out the technical
and organisational controls for the Platform (and where applicable NHS-PET Solution).

Business Continuity Plans

Patient care will not be affected if this product is unavailable. Data held in EPR, and
financial ledgers will still be recorded in the local systems and available for use by the
Trusts. Local costing activity will still be able to take place using the local costing systems.
The FDP product being unavailable will only affect submission for the national collection
and analysis further downstream.

Should the FDP processing fail, the ability to undertake the processing using the Universal
Data Access Layer (UDAL) as a backup platform would be implemented.

Specific Access controls for this Product

Access permissions to the dashboard will be granted via NHS Mail user accounts. This is
the standard methodology on NHS England’s cloud infrastructure for the applications which
are accessing the data through the database connections or API (Application Programming
Interface). The Azure Bastion will control the access to the analytical tooling Virtual
Machines.

A small number of NHSE and North England CSU Analysts, responsible for delivery of the
dashboard, will have secure permission-based access to the Pseudonymised Data within
the ADS purpose of FDP in order to manage the required dashboard aggregate-level
visualisations for the users.

All end users requesting access to the dashboard will do so via a multi-factor
authentication approach, using NHS Mail or OKTA single sign on (the authenticator
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application) and then using an app to generate a unique code. This is in line with existing
NHSE products and is a tested approach to preventing unwarranted access. The product
owner and IAO will be required to approve the access based on the Purpose Based
Access Controls in place for the Product.

17. In which country/territory will Data be stored or
processed?

All Processing of Data will be within the UK only; this is a contractual requirement and one
of the key principles of the FDP 1G Framework.

18. Do Opt Outs apply to the Processing?

The National Data Opt Out policy does not apply to this Product as:

¢ the collection and analysis of Data by NHS England to create the Product has been
carried out under a legal obligation (the Legal Direction) and therefore the National
Data Opt out does not apply.

¢ No Confidential Patient Information will be disclosed to users of the Product [via the
dashboard which only provides access to Anonymous Aggregated Data.

Type 1 Opt Outs do not apply to this Product because the Datasets used to create the
Product does not contain Confidential Patient Information that has been collected by NHS
England from GP Practices.
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19. Risk mitigations and residual risks

Section 4 of this DPIA sets out the inherent risks arising from the proposed Data Processing. This section summarises the steps to
mitigate those risks (which are explained in detail above) and assesses the residual risks, i.e. the level of risk which remains once the

mitigations are in place.

Against each risk you have identified at section 4, record the options/controls you have put in place to mitigate the risk and what impact this
has had on the risk. Make an assessment as to the residual risk.

Also indicate who has approved the measure and confirm that responsibility and timescales for completion have been integrated back into

the project plan.
Risk | Risk Steps to mitigate the risk DPIA section | Effect on Likelihood | Severity Residual
No in which step | risk. of harm of harm risk
is described | Tolerate / Remote / | Minimal / None /
Terminate / Possible / | Significant | Low /
Treat/ Probable / Severe Medium /
Transfer High
1 Personal Data 1. External suppliers are Processors on | Section 12 & | Tolerate Remote Significant | Low
may be contracts with relevant security and 16
accidently data protection clauses contained
misused by within the agreements. Internal security
those with and data protection processes are in
access place within the Trust

2. Role Based Access Controls and
Purpose Based Access Controls are in
place to limit access to Personal Data
to only those with a legitimate need eg
[relevant members of the Multi-
Disciplinary Care Team].

3. The FDP access audit logs ensure
that all access is logged and can be
fully audited. FDP audit logs enable
sophisticated searching against agreed
criteria in response




organisational
measures are in
place to ensure
appropriate
security of the
Personal Data
(e.g. policies,
procedures,
disciplinary
controls)

in relation to Data controls and
governance are in place to ensure the
security of the Data. Additional local
SOPs are in place to ensure that all
existing policies are underpinned by
new SOPs relating to the FDP
Instance, including but not limited to
SAR searches; and data breach
management.

2. Organisational measures are
adhered to across the Data platform.
Any breaches are reported in line with
these.

3. Role Based Access Controls and
Purpose Based Access Controls are in
place to limit access to Data.

Overarching
FDP DPIA and
Section 12 &
16 above

Risk | Risk Steps to mitigate the risk DPIA section | Effect on Likelihood | Severity Residual
No in which step | risk. of harm of harm risk
is described Tolerate / Remote / Minimal / None /
Terminate / Possible / | Significant | Low /
Treat / Probable | Severe Medium /
Transfer High
2 Personal Data 1.Compliance with the Data Security Section 13 Tolerate Remote Minimal Low
may be Protection Toolkit (DSPT) requires
processed Records Management policies to be in
beyond the place.
appropriate 2. The NHS Records Management
retention Code of Practice 2021 applies to use of
period. data by NHSE and provider
organisations.
3 Insufficient 1.Appropriate organisational measures | Set outin the | Tolerate Remote Minimal Low




Data could be
deliberately
manipulated by
an internal bad
actor in some
way to re-
identify
individual
people

contracts with relevant security and
data protection clauses contained
within the agreements. Internal security
and data protection processes are in
place within the Trust.

2. Staff are trained and fully aware of
their responsibilities when accessing
and using Data to only use the
minimum required for their purpose and
that it is a criminal offence under the
DPA 2018 to knowingly re-identify an
individual

3. Contracts of employment and other
organisational policies provide further
safeguards against Data misuse

4. Specific Data Processing instructions
are provided to the Platform Contractor
which limits their Processing of the

Overarching
FDP DPIA and
Section 11, 12
& 16 above

Risk | Risk Steps to mitigate the risk DPIA section | Effect on Likelihood | Severity Residual
No in which step | risk. of harm of harm risk
is described | Tolerate / Remote / Minimal / None /
Terminate / Possible / | Significant | Low /
Treat/ Probable / Severe Medium /
Transfer High
4 Insufficient 1. Data is encrypted in storage Set out in the | Tolerate Remote Minimal Low
technical 2. All Data to and from the platform is Overarching
measures are in | encrypted in transit using at least FDP DPIA and
place to ensure | TLS1.2 Section 12 &
appropriate 3. SLSP in place 16 above
security of the
Personal Data
(e.g. encryption,
access
controls)
5 Pseudonymised | 1. External suppliers are Processors on | Set out in the | Tolerate Remote Significant | Low




Risk | Risk Steps to mitigate the risk DPIA section | Effect on Likelihood | Severity Residual
No in which step | risk. of harm of harm risk
is described Tolerate / Remote / Minimal / None /
Terminate / Possible / | Significant | Low /
Treat / Probable | Severe Medium /
Transfer High
Personal Data to this Product for the
purposes required
5. The download functionality of Data
from the FDP is disabled by default,
and access to this is controlled by the
Product Owner which ensures
appropriate governance in in place.
6. There is a risk 1. Details are described in the Set outin the | Tolerate Remote Minimal Low
that insufficient | Overarching FDP DPIA. Overarching
testing has 2. Multiple pilot phases planned, FDP DPIA and
taken place to working with different ICBs and Trusts | Section 3, 12
assess and to prove the Product is effective before | & 16 above
improve the widespread roll out. Pilot process
effectiveness of | includes working with all 4 local costing
technical and software providers to assure the
organisational interface with local SOPs.
measures
7 There is a risk 1. IG and Medical Records teams Section 15 Treat Remote Minimal Low
that Subject responsible for coordinating SAR
Access responses need appropriate levels of
Requests access through the Role Based and
received by Purpose Based Access
Trusts will not Controls/Permissions Matrix;
include a 2. Existing SOPs relating to clinical
search of FDP | system searches in response to SARs
preventing have been revised to include FDP and

individuals from
having access

the Products sitting within the Trust’s
local Instance of the platform.




Risk | Risk Steps to mitigate the risk DPIA section | Effect on Likelihood | Severity Residual
No in which step | risk. of harm of harm risk
is described | Tolerate / Remote / Minimal / None /
Terminate / Possible / | Significant | Low /
Treat/ Probable / Severe Medium /
Transfer High
to all data held | 3. There is no additional Personal Data
about them. in the Product that is not contained
within Trust source IT systems which
would already be searched in response
to a SAR.
8 There is a risk 1. We have reviewed the Trust Privacy Sections 8 and Tolerate Remote Significant | Low
of failure to Notice and added additional text 9
provide required for the Processing of Personal
adequate Data in this Product.
transparency 2. We have ensured that the NHSE
information to General FDP and Product Privacy
the data subject | Notices have been published alongside
by the Trust Trust’s Privacy Notices.
9 There is a risk 1. Role Based and Purpose Based Section 12 & Treat Possible Minimal Low
that increased Access Controls are in place. The 16
access to addition of the Restricted View function
Special to sit over the Purpose Based Access
Category Controls ensures only those who need

Personal Data
is given to Trust
staff who would
not normally
access that
data within their
role.

access to Special Category Personal
Data are able to access this.




Risk | Risk Steps to mitigate the risk DPIA section | Effect on Likelihood | Severity Residual
No in which step | risk. of harm of harm risk
is described | Tolerate / Remote / Minimal / None /
Terminate / Possible / | Significant | Low /
Treat/ Probable / Severe Medium /
Transfer High
10 There is a risk 1. The FDP Contractor is required to Section 16 Tolerate Remote Minimal Low
that the platform | have Business Continuity Plans in
becomes place.
inaccessible to
users which 2. The Trust has Business Continuity
could cause Plans in place which cover the
delays in the inaccessibility/unavailability of the
management of | Product — data will still be held in local
patient care and | systems to support local costing
availability of activity.
Data.
11 There is a risk 1. It is clearly articulated within the FDP Section 17 Treat Remote Significant | Low

that users will
attempt to
access FDP
and the Product
from outside the
UK, increasing
the data
security risk.

IG Framework that no personal/patient
data should leave the UK without the
express prior approval from the Data
Governance Group.

2. It is within the contract that no
access to the system should take place
from outside the UK.

3. There are technical security
measures in place to prevent access
from outside the UK.




Risk | Risk Steps to mitigate the risk DPIA section | Effect on Likelihood | Severity Residual
No in which step | risk. of harm of harm risk
is described | Tolerate / Remote / Minimal / None /
Terminate / Possible / | Significant | Low /
Treat/ Probable / Severe Medium /
Transfer High
12 Users will not Cornwall IT Services manage the Section 12 & Treat Remote Significant | Low
have their starters and leavers on behalf of the 16
permissions RCHT. Movers accounts will be
revoked when managed by the Costing team on a
they leave their | regular basis.
role/
organisation
and may
continue to
have access to
Data they are
no longer
entitled to
access.
13 There is arisk | A full testing package will have been Section 5 Treat Remote Significant | None

that the move to
a new
production
mechanism
from that
previously
existing may
introduce
differences in
outputs from
that previously
seen.

undertaken prior to the transition to
ensure that the outputs were seen as
expected.




20. Actions

This section draws together all the actions that need to be taken in order to implement the
risk mitigation steps that have been identified above, or any other actions required.

Action | Actions required. Risk No Action Date to be

No (Date and responsibility for impacted owner completed
completion) by action (Name and

role)

1 Ongoing review of unsuppressed 6 Gemma Ongoing at
Data to ensure it remains Anonymous Mcintyre- each
Aggregated Data or Operational Data Costing change of
when any new Data items are added Finance the Product
to the Product, or when any changes Manager and update
are made to the dashboard to this DPIA
visualisations.

2 Update DPIA to explain how Purpose |1, 3,5,9& | Gemma February
Based Access Controls will be 12 Mclintyre - | 2026
applied for this Product, including who Costing
will authorise analyst access and user Finance
dashboard access. Manager

3 Outline the process used to regularly | 12 Gemma February
review user access to the Product Mcintyre- 2026
and ensure access is removed when Costing
individuals change roles or leave the Finance
organisation. Arrange a meeting with Manager
Cornwall IT Services to discuss how
starters and leavers accounts are
managed on behalf of RCHT. CITS
will provide the Costing team with
access to the HR list so that user
access can be routinely reviewed and
kept accurate and up to date. Costing
team to regularly review account
access for role changes.

6 Obtain and review the contractor’s 10 Gemma February
Business Continuity Plan to ensure Mcintyre — | 2026
the Trust has adequate oversight of Costing
the continuity processes and to Finance
support the risk-mitigation actions. Manager
Copy shared with |G team.

7 Work with FDP colleagues to identify |9 Gemma February
people who would have the purpose- Mcintyre — | 2026
based access vs role-based controls Costing
to ensure only those who need Finance
access to Special Category Personal Manager
Data are able to access this.




21.Completion and signatories

The completed DPIA should be submitted to the Alison Thorne-Henderson for review

The Head of IG should keep the DPIA under review and ensure that it is updated if there are
any changes (to the nature of the Processing, including new Data items Processed, change
of purpose, and/or system changes)

The DPIA accurately reflects the Processing and the residual risks have been approved by
the Head of IG:

Head of Information Governance Signature and Date

Name Mark Scallan.

Signature | Mark Scallan

Date 16 02 2026

1

Sign off from Senior Information Risk Officer

Name Alison Thorne-Henderson

Signature

Date
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FOR [DATA PROTECTION OFFICER] USE ONLY

22. Summary of high residual risks

Risk no.

High residual risk summary

12

Users will not have their permissions revoked when they leave their role/
organisation and may continue to have access to Data they are no longer entitled
to access.

Summary of Data Protection Officer advice:

Name

Mark Scallan

Signature Mark Scallan

Date

16 02 2026

Adyvice

Cornwall IT Services manage the starters and leavers on behalf of the
RCHT. Movers accounts will be managed by the Costing team on a regular
basis. This is an acceptable process and should ensure appropriate
management of accounts.

Where applicable: ICO (Information Commissioners Office) consultation outcome:

Name

N/A

Signature

Date

Consultation
outcome

Next Steps:

DPO to inform stakeholders of ICO consultation outcome
IAO along with DPO and SIRO (Senior Information Risk Owner) to build
action plan to align the Processing to ICO’s decision
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Annex 1: Defined terms and meaning

The following terms which may be used in this Document have the following meaning:

Aggregated Data Counts of Data presented as statistics so that Data cannot
directly or indirectly identify an individual.

Anonymisation Anonymisation involves the application of one or more
anonymisation techniques to Personal Data. When done
effectively, the anonymised information cannot be used by
the user or recipient to identify an individual either directly
or indirectly, taking into account all the means reasonably
likely to be used by them. This is otherwise known as a
state of being rendered anonymous in the hands of the user

or recipient.
Anonymised Data Personal Data that has undergone Anonymisation.
Anonymous Data Anonymised Data, Aggregated Data and Operational Data.
Approved Use Cases Means one of the five initial broad purposes for which

Products in the Data Platform can be used as outlined in
Part 1 of Schedule 2 (Approved Use Cases and Products)
of the IG Framework, or any subsequent broad purpose
agreed to be a use case through the Data Governance
Group

Categorisation of Data Means one of the following categories of Data:

e Directly Identifiable Personal Data
e Pseudonymised Data

e Anonymised Data,

e Aggregated Data

e Operational Data

In the case of Directly Identifiable Personal Data or
Pseudonymised Data this could be Personal Data or
Special Category Personal Data.

Common Law Duty of The common law duty which arises when one person
Confidentiality discloses information to another (e.g. patient to clinician) in
circumstances where it is reasonable to expect that the
information will be held in confidence.

Confidential Patient Data Information about a patient which has been provided in
circumstances where it is reasonable to expect that the
information will be held in confidence, including Confidential
Patient Information.
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Confidential Patient Has the meaning given in section 251(10) and (11) of the
Information NHS Act 2006. See Appendix 6 of the National Data Opt
Out Operational Policy Guidance for more information’

Controller Has the meaning given in UK GDPR being the natural or
legal person, public authority, agency, or other body which,
alone or jointly with others, determines the purposes and
means of the Processing of Personal Data (subject to
Section 6 of the Data Protection Act 2018)

Data Governance Group Means a national group established by NHS England to
provide oversight to the approach to Data Processing and
sharing across all Instances of the Data Platform and NHS-
PET which will include membership from across FDP User
Organisations

Data Platform or Platform | The NHS Federated Data Platform

Data Processing Annex The annex to the schedule containing Processing
instructions in the form set out in the FDP Contracts.

Data Protection The Data Protection Act 2018, UK GDPR as defined in and

Legislation read in accordance with that Act, and all applicable data

protection and privacy legislation, guidance, and codes of
practice in force from time to time

Direct Care A clinical, social, or public health activity concerned with the
prevention, investigation and treatment of illness and the
alleviation of suffering of individuals. It includes supporting
individuals’ ability to function and improve their participation
in life and society. It includes the assurance of safe and
high-quality care and treatment through local audit, the
management of untoward or adverse incidents, person
satisfaction including measurement of outcomes
undertaken by one or more registered and regulated health
or social care professionals and their team with whom the
individual has a legitimate relationship for their care?.

Directly Identifiable Personal Data that can directly identify an individual.

Personal Data

DPIA(s) Data Protection Impact Assessments in a form that meets
the requirements of UK GDPR

FDP Federated Data Platform

FDP Contract The NHS-PET Contract and the Platform Contract

FDP Contractor(s) The NHS-PET Contractor and/or the Platform Contractor

' https://digital.nhs.uk/services/national-Data-opt-out/operational-policy-guidance-document/appendix-6-
confidential-patient-information-cpi-definition

2 See the National Data Guardian Direct Care Decision Support Tool:
https://assets.publishing.service.gov.uk/media/5f2838d7d3bf7f1b1ea28d34/Direct_care_decision_support_tool.
xlsx
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FDP Programme The NHS England Programme responsible for the
procurement and implementation of the FDP across the
NHS

FDP User Organisations NHS England, ICBs, NHS Trusts and other NHS Bodies
(including a Commissioned Health Service Organisation)
who wish to have an Instance of the Data Platform and who
have entered into an MoU with NHS England. In the case of
a Commissioned Health Service Organisation, the MoU is
also to be entered into by the relevant NHS Body who has
commissioned it

General FDP Privacy A privacy notice providing information on the Personal Data
Notice Processed in the Data Platform and by NHS-PET generally,
including the Approved Use Cases for which Products will
Process Personal Data

ICB Integrated Care Board

ICS Integrated Care System

Incident An actual or suspected Security Breach or Data Loss
Incident

Instance A separate instance or instances of the Data Platform

deployed into the technology infrastructure of an individual
FDP User Organisation

National Data Opt Out The Department of Health and Social Care’s policy on the
National Data Opt Out which applies to the use and
disclosure of Confidential Patient Information for purposes
beyond individual care across the health and adult social
care system in England. See the National Data Opt Out
Overview?® and Operational Policy Guidance for more
information*

NHS-PET Contract The Contract between NHS England and the NHS-PET
Contractor relating to the NHS-PET Solution dated 28
November 2023 as may be amended from time to time in
accordance with its terms

NHS-PET Contractor IQVIA Ltd

NHS-PET Solution The privacy enhancing technology solution which records
Data flows into the Data Platform and where required treats
Data flows to de-identify them.

Ontology Is a layer that sits on top of the digital assets (Datasets and
models). The Ontology creates a complete picture by
mapping Datasets and models used in Products to object
types, properties, link types, and action types. The Ontology

3 https://digital.nhs.uk/services/national-Data-opt-out/understanding-the-national-Data-opt-out

4 https://digital.nhs.uk/services/national-Data-opt-out/operational-policy-guidance-document
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creates a real-life representation of Data, linking activity to
places and to people.

Operational Data Items of operational Data that do not relate to individuals eg
stocks of medical supplies.

Personal Data Has the meaning given in UK GDPR being any information
relating to an identified or identifiable natural person (‘Data
subject’); an identifiable natural person is one who can be
identified, directly or indirectly, in particular by reference to
an identifier such as a name, an identification number,
location Data, an online identifier or to one or more factors
specific to the physical, physiological, genetic, mental,
economic, cultural or social identity of that natural person .
For the purposes of this DPIA this also includes information
relating to deceased patients or service users. Personal
Data can be Directly Identifiable Personal Data or
Pseudonymised Data.

Personal Data Breach Has the meaning given in UK GDPR being a breach of
security leading to the accidental or unlawful destruction,
loss, alteration, unauthorised disclosure of, or access to,
Personal Data transmitted, stored, or otherwise Processed

Platform Contract The agreement between NHS England and the Platform
Contractor in relation to the Data Platform dated 21
November 2023 as may be amended from time to time in
accordance with its terms

Platform Contractor Palantir Technologies UK Ltd

Product A product providing specific functionality enabling a solution
to a business problem of an FDP User Organisation
operating on the Data Platform.

Product Privacy Notice A privacy notice providing information on the Personal Data
Processed in the Data Platform and by NHS-PET in relation
to each Product, including the purposes for which the
Product Processes Personal Data

Process or Processing Has the meaning given in UK GDPR being any operation or
set of operations which is performed on Personal Data or
on sets of Personal Data, whether or not by automated
means, such as collection, recording, organisation,
structuring, storage, adaptation or alteration, retrieval,
consultation, use, disclosure by transmission, dissemination
or otherwise making available, alignment or combination,
restriction, erasure, or destruction

Processor Has the meaning given in UK GDPR being a natural or legal
person, public authority, agency, or other body which
Processes Personal Data on behalf of the Controller

Programme The Programme to implement the Data Platform and NHS-
PET across NHS England, NHS Trusts and ICBs
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Pseudonymisation Has the meaning given in UK GDPR being the Processing
of Personal Data in such a manner that the Personal Data
can no longer be attributed to a specific individual without
the use of additional information, provided that such
additional information is kept separately and is subject to
technical and organisational measures to ensure that the
Personal Data are not attributed to an identified or
identifiable natural person

Pseudonymised Data Personal Data that has undergone Pseudonymisation

Purpose Based Access Means user access to Data is based on the purpose for

Controls or PBAC which an individual needs to use Data rather than their role
alone as described more fully in Part 2 of Schedule 3

Role Based Access Means user access is restricted to systems or Data based

Controls or RBAC on their role within an organisation. The individual’s role will

determine what they can access as well as permission and
privileges they will be granted as described more fully in
Part 2 of Schedule 3

Special Category Personal | Means the special categories of Personal Data defined in
Data Article 9(1) of UK GDPR being Personal Data revealing
racial or ethnic origin, political opinions, religious or
philosophical beliefs, or trade union membership, and the
Processing of genetic Data, biometric Data for the purpose
of uniquely identifying a natural person, Data concerning
health or Data concerning a natural person's sex life or
sexual orientation.

Transition Phase Is the first phase of rolling out the Data Platform which
involves NHS England and local FDP User Organisations
who currently use Products, moving their existing Products
onto the new version of the software that is in the Data
Platform. There is no change to the Data that is being
processed, the purposes for which it is processed or the
FDP User Organisations who are Processing the Data
during the Transition Phase. The Transition Phase will start
in March 2024 and is expected to run until May 2024.

UK GDPR UK GDPR as defined in and read in accordance with the
Data Protection Act 2018
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