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Data Protection Act 2018 (General Data Protection Regulation — GDPR)
Legislation

The Trust has a duty under the Data Protection Act 2018 and General Data
Protection Regulations 2016/679 to ensure that there is a valid legal basis to
process personal and sensitive data. The legal basis for processing must be
identified and documented before the processing begins. In many cases we may
need consent; this must be explicit, informed, and documented. We cannot rely on
opt out, it must be opt in.

Data Protection Act 2018 and General Data Protection Regulations 2016/679 is
applicable to all staff; this includes those working as contractors and providers of
services.

For more information about your obligations under the Data Protection Act 2018
and General Data Protection Regulations 2016/679 please see the Information
Use Framework Policy or contact the Information Governance Team
rch-tr.infogov@nhs.net
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Introduction

1.1. The Royal Cornwall Hospitals Trust is required by law to hold accurate
information about its members of staff and their personal file forms the most
comprehensive and structured piece of information about them in the workplace.

1.2. Allinformation concerning an individual member of staff must be held within one
file with the contents stored securely and neatly in chronological order.

1.3. This policy has been reviewed to ensure managers understand the importance
of maintaining secure, accurate and up-to-date personal files in accordance with
the principles of the Data Protection Act 2018 (enacting the General Data
Protection Regulation) henceforward referred to in this policy as DPA 2018.

1.4. This version supersedes any previous versions of this document.

Purpose of this Policy/Procedure

2.1. The policy aims to provide a systematic approach to the management of staff
records.

2.2. The policy is designed to:

Scope

provide guidance on how to manage personal files

inform managers of their responsibility to ensure personal files are kept
up-to-date and held securely and appropriately in accordance with the
DPA 2018 as detailed in Appendix 3

provide guidance on appropriate access. It is imperative that any
identifiable data is always kept confidentially and securely and is only
accessible by authorised individuals (see Section 6.4)

inform staff of the protocols that will apply to the safekeeping of their own
personal file and the Trust’s lawful basis for holding the information (see
Section 6)

detail the rights of staff in relation to the information held on them and the
procedure for accessing such information in accordance with the DPA
2018.

The policy applies to all staff and particularly Recruitment Services, line managers,
heads of service and heads of departments responsible for holding personal files
within the Trust.
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4. Definitions / Glossary
= Statutory — a legal requirement.

= Employee record — anything that contains information (in any media) about an
employee.

= Personal file — this is a manual and paper-based file which holds personal
information about a member of staff. A file for each member of staff is created by
Recruitment Services on appointment and issued to their line manager.

= Electronic Staff Record (ESR) — the integrated HR and payroll system in use
across the NHS.

ESR contains the personal details of staff (such as name, address, date of birth)
and information relating to their recruitment, job title and pay, learning and
development, career progression and, where applicable, details of disclosure
and barring (DBS) checks and/or professional registration.

ESR records are held nationally and can be automatically transferred when a
member of staff leaves a Trust to take up employment with another NHS
organisation.

= ESR Self-Service — enables staff members to access their personal data so
they can view and amend their personal address, phone number, next of kin and
bank details.

» Personal identifiable data (PID) — where an individual is personally
recognisable from the information held.

= Data Protection Act 2018 (DPA 2018) — replaced the Data Protection Act 1998
bringing data protection laws up to date with modern processing techniques and
aims to put the data subject in control of their data.

5. Ownership and Responsibilities

5.1. Role of the Chief Executive and Directors

The Chief Executive and Trust Board have an overall responsibility to oversee
this policy and ensure its correct application.

5.2. Role of Recruitment Services
The Recruitment Services team is responsible for:
= completing and collating the appropriate recruitment documentation in
accordance with the recruitment checklist (see Appendix 5) which
culminates in the creation of a personal file.
5.3. Role of managers
5.3.1. All managers have a legal and professional obligation to ensure any

records they keep are done so in a professional way.
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5.3.2.

5.3.3.

Every manager is responsible for ensuring that the personal files they
retain are:

= maintained in accordance with these guidelines and the principles
of the DPA 2018 (see Appendix 3). This will include ensuring files
are kept securely with all paperwork fastened safely within the file
to avoid damage, loss and the potential for a breach of
confidentiality

= access controlled. Where necessary, it is the manager’s
responsibility to identify and permit access to other named
individuals within the department and to ensure access is for
genuine business reasons only

= updated with information about changes in individual
circumstances in a prompt manner ensuring other departments,
such as Payroll, are immediately notified of changes as
appropriate

= regularly reviewed to ensure they contain up-to-date, accurate and
consistent data and any information no longer relevant is removed

= securely delivered to the relevant manager when a member of staff
transfers internally within the Trust

= securely delivered to the People Experience department for
archiving six months after the staff member has left the Trust.

Managers should be aware of their responsibilities with regard to
accessing and disclosing personal identifiable information and where to
direct such a request (please refer to section 6.10.).

5.4. Role of individual staff

5.4.1.

5.4.2.

All Trust staff who create, receive and use records have record
management responsibilities as detailed in this policy and need to be
aware of their responsibilities with regard to accessing and disclosing
personal identifiable information and where to direct such a request.

Every member of staff is also responsible for informing the Trust, either
in writing to their line manager and/or the use of ESR Self-Service, of
any relevant changes in their personal details including, for example:

= change of name

= change of address and/or contact telephone number

= change in name(s) of next of kin/emergency contact details
= change of bank details

= achievement of professional qualifications
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= professional registration details, as appropriate, including
information relating to their renewal

= completion of mandatory training, and

» as appropriate, details of any criminal convictions, cautions,
reprimands and/or final warnings or if they become subject to
any police investigation at any time during their employment with
the Trust. (For details, please refer to the Trust’s Disclosure and
Barring Policy, a copy of which is available from the Human
Resources folder on the document library.)

5.5. Role of the People Experience team
The People Experience team has a responsibility to:

= provide advice in relation to the implementation of this policy, relevant
employment law and best practice

= safely retain and manage all leaver files in accordance with this policy
(see section 6.8).

5.6. Role of the Head of Information Governance

The Head of Information Governance, in their role as the Trust’s Data
Protection Officer, has overall responsibility for the provision and
implementation of the DPA 2018 and related legislation. This will include:

= ensuring systems and procedures are in place to support the
implementation of data protection legislation

= acting as an initial point of contact for all data protection issues that may
arise within the Trust

= being professionally responsible for data protection with regard to access
requests for the disclosure of personal identifiable information.

5.7. Role of the Disclosure Office

The Disclosure Office will process formal requests for access to and/or
disclosure of the contents of a personal file.

Standards and Practice

In accordance with legitimate interests and fulfilment of contracts, the Trust is required
to hold accurate information about its members of staff.

Accurate information helps managers:
= recruit, train and develop team members to their full potential, and

= ensure staff receive their correct rate of pay, pension and other benefits and
entitlements.
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Accurate information will also allow managers and the Trust to:

make decisions on recorded fact
know what resources are available to meet service requirements
more accurately assess levels of performance and productivity, and

monitor what is happening about, for example, absence levels, retention of staff,
sickness and accidents at work.

6.1. Contents of a personal file

6.1.1. Allinformation concerning an individual member of staff must be held
within one file with the contents stored securely and neatly in
chronological order from back to front with the most recent being at the
front.

6.1.2. To facilitate the filing of information, the file must be separated into the
following sections:

= recruitment information and application details
= contractual information

= |earning and development

* health and wellbeing

= employee relations (where appropriate)

* miscellaneous.

6.1.3. Staff records are normally held by the line manager and contain all
information relating to employment including (but not limited to):

= recruitment information and application details
« advertisement for the post the individual was recruited to

% job descriptions and person specifications — both
current and for all previous posts an individual has held

% application form — for all posts recruited to

+ references — in a sealed envelope

% Occupational Health clearance

«» professional registration details (if appropriate)

% proof of identity — photographic ID is recommended

«» documentation appertaining to authority to reside in

the UK (where applicable)
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X/
L X4

appropriate documentation confirming right to work
in the UK (as necessary)

Disclosure and Barring Service (DBS) checks (if
appropriate) — this should be in the form of an e-mail from
Recruitment Services that clearance has been received.

Where a criminal record has been declared and the
applicant is considered suitable for employment, a copy of
the risk assessment undertaken to aid the decision
process should be retained for future reference in order to
meet the requirements of Regulation 19 of the Health and
Social Care Act 2008 (Regulated Activities) Regulations
2014.

Copies of the disclosure certificate must not be kept
on file

copies of qualifications — those relevant to the post
including all those specified as essential in the person
specification

induction programme — this should include details of the
staff member’s attendance at the Trust’s corporate
induction programme and confirmation that they have
completed the local programmes of their department
(including completed checkilists)

contractual information

a copy of the appointment form and offer letter

statement of terms and conditions of employment
(signed)

amendments to terms and conditions of employment
(CAFs) — these should be followed up by a variation to
contract letter or new statement of terms and conditions of
employment (as appropriate) with copies retained on file

secondment agreements

Working Time Regulations (WTRs) — opt-out form (if
applicable)

written requests for flexible working from the
individual and the management response

resignation/termination letter and resignation (R) form

learning and development

X/
L %4

learning and development documentation — including
mandatory training

Personal File Management Policy V3.0
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X/
L X4

®
L X4

®
L X4

appraisal and pay progression forms

study leave forms — details of any learning/development
undertaken

KSF profile (as appropriate)

* health and well-being

®
L X4

sickness absence records — documentation should
include return to work interviews and correspondence to
and from Occupational Health, reasonable adjustments
made to the workplace or working arrangements

fit notes and medical certificates — self-certificates and
those issued by hospitals and GPs including any action
taken on Fit Note advice provided

annual leave and additional annual leave purchase
scheme details

other leave — including all requests for special leave,
maternity/paternity/adoption/parental and all other types of
leave

accidents/incidents/diseases and dangerous
occurrences reports

health and safety assessments — eg workplace
assessment

= employee relations (where appropriate)

K/
L X4

K/

details of any informal management action — any
records of informal management, eg file notes, must be
shared with the member of staff, agreed for accuracy and
signed by the manager and individual and retained only as
long as appropriate (see section 6.3.)

details of any formal management action following
relevant investigation meetings/hearings — any formal
warnings recorded on a staff member’s file will be
disregarded for determining further disciplinary action. In
accordance with the Trust’s Disciplinary Policy and
Procedure, spent warnings must, however, be retained in
order to monitor any patterns of behaviour at any point
during the individual's career which may raise, for
example, safeguarding concerns

copy of any grievance paperwork and any appeal

Dignity at Work — for further information refer to the
Trust’s Dignity at Work Policy

Personal File Management Policy V3.0
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= miscellaneous

X/

« correspondence — relating to a staff member’s
employment

+ signed Codes of Practice
« additional employment details

% any personal matters relating to the individual that
remain relevant.

6.1.4. A checklist for the initial contents of a personal file, created by
Recruitment Services following appointment and for continued
maintenance during employment with the Trust, is contained at
Appendix 5.

6.2. Electronic records

6.2.1. Until such time as the Trust implements an approved process for
creating and maintaining electronic personal files, it is important that (for
reasons of security and record maintenance) all documents are saved,
in a timely manner, in a folder dedicated to each named individual. The
documents should be dated, clearly labelled, and saved in line with the
structure described in Section 6.1., eg:

Name—(Surname/Forename)—Health and Wellbeing—Return to Work
Documents—Date(YYYYMMDD).

6.2.2. The documents should be saved in a restricted file on the department’s
shared drive (not the manager’s personal H-drive) with access strictly
limited to those with a genuine business reason.

6.2.3. When a member of staff leaves their department, managers should
review the electronic record and ensure that any relevant information is
placed on the paper file before arranging for it to be transferred to the
employee’s new line manager or, in the case of someone leaving the
Trust, taken to the People Experience team for archiving.

6.3. File notes

6.3.1. Records of meetings or other incidences involving a member of staff,
which are not recorded in a letter to the individual, should always be
copied to them and evidence of this should be retained (usually a
signature from an individual). In brief, file notes should be factual and
the staff member concerned should be aware that the note is on their
file.

6.3.2. Unless circumstances can be evidenced, eg repeated behaviour of the
same nature, file notes (paper and/or electronic) should be reviewed
after six months and, where appropriate, removed.

Personal File Management Policy V3.0
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6.4. Security of files

6.5.

6.6.

6.4.1.

6.4.2.

6.4.3.

Line managers are responsible for ensuring that all manual personal
files are kept in lockable storage in an appropriate secure environment.

Files should be locked away when not in use.

Computerised records must be stored where they are protected by
system passwords and only authorised staff have access.

Confidentiality and access

6.5.1.

6.5.2.

6.5.3.

6.5.4.

6.5.5.

6.5.6.

All information contained within a personal file, whether paper or
computerised, is confidential and access should be restricted to only
those who need it.

This will normally be the staff member’s manager who, in the case of
paper files, should hold the keys to the storage facility. (It may
sometimes be necessary [in the manager’s absence, for example] to
permit access to other named individuals such as the manager’s
assistant, secretary or deputy.)

In addition, the following people may require access for operational
reasons:

» internal auditors (appropriately authorised by the Trust)
» People Experience staff

= |ocal Counter-Fraud Specialist

= Data Protection Officer/Disclosure Office

= Legal Services and Trust solicitors.

The Trust also has a statutory duty to supply legally required
information without consent to certain government agencies or
departments, eg: HM Revenue & Customs (HMRC) and the Department
of Work and Pensions (DWP) as well as Statutory Bodies such as the
GMC and NMC. Further details are provided in Appendix 4.

If an outside agency, such as a bank or building society, contacts the
Trust for information, the individual’s written consent must be obtained
before the information can be released.

All requests for disclosure should be referred to the Trust’s Disclosure
Office (see section 6.10.2.).

Breaches of confidentiality

6.6.1.

All staff working within the Trust are required to have read and
understood their responsibilities under the policies and guidelines
relevant to information governance and confidentiality.

Personal File Management Policy V3.0
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6.6.2.

Any breach of personal data must be reported immediately to the
Trust’'s Data Protection Officer/Head of Information Governance and
may constitute gross misconduct under the Trust’s Disciplinary Policy
and Procedure. After a full and thorough investigation, this could lead to
formal disciplinary action including dismissal.

6.7. Transfer of manual files

6.8.

6.9.

6.7.1.

6.7.2.

6.7.3.

6.7.4.

When a member of staff moves location, department or Care Group
within the Trust, it is the responsibility of their existing manager to

ensure hand delivery of their personal file to the new manager within
two weeks of the last working day of the member of staff concerned.

Signed confirmation of the safe receipt of the file should be obtained
from the new manager and retained for audit purposes.

Files should always be transferred by hand in a sealed envelope (with
clear tape over a signed seal) marked Private and Confidential — for
addressee only.

Whenever a personal file is temporarily taken to another location/
individual, a comprehensive tracking system must be in place to locate
the personal file at any time.

Leaver files

6.8.1.

6.8.2.

6.8.3.

6.8.4.

6.8.5.

The People Experience department is responsible for the safe retention
of personal files for all leavers. The files should be hand-delivered to the
department six months after the staff member leaves the Trust. This will
enable the line manager to ensure that all information relating to the ex-
member of staff is securely enclosed in their personal file prior to
transfer.

A copy of the resignation letter and payroll documentation (Resignation
[R] form) should be retained at the front of the personal file and the date
of leaving should be clearly marked on the front cover.

Any files transferred to People Experience that are considered not to
comply with the requirements of this policy and the principles of the
DPA 2018 will be returned to the line manager for their attention.

The evaluation of personal files for destruction is the responsibility of
the People Experience department.

Information on retention periods is available from the Records
Management Code of Practice 2021, a copy of which can be found on
the NHS* website.

Multi-post holders

6.9.1.

Where a member of staff holds more than one post within the Trust, a
duplicate file will be made up for subsidiary posts. The manager with

Personal File Management Policy V3.0
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6.9.2.

whom the staff member has the principal job will hold the main file. All
versions of the file should be annotated ‘multi post holder’.

If an individual leaves their principal post, the file should be forwarded
to the line manager of the next subsidiary post in accordance with

Section 6.7.

6.10. Right to request access to personal file

The DPA 2018 gives individuals the right to see what information is written
about them in their records in any media, subject to given exemptions and
unless there are compelling reasons to the contrary.

Any concerns regarding access requests should be referred to the Trust’s Head
of Information Governance/Data Protection Officer.

6.10.1.

6.10.2.

Informal application to access personal identifiable information

6.10.1.1.

6.10.1.2.

6.10.1.3.

The Trust encourages members to give individuals informal
access to information that is held about them and any staff
member may verbally ask their line manager for access.

Access should be restricted to recent incidental information
written by the line manager and should be read in their
presence with the opportunity for discussion.

Before responding to an informal request for information,
managers must consider whether it may relate to or identify
a third party, eg: another member of staff, and balance the
individual’s right to know against the third party’s
expectations of privacy. In these situations, guidance
should be sought from the Trust’s Data Protection Officer.

Formal application for personal information

6.10.2.1.

6.10.2.2.

6.10.2.3.

6.10.2.4.

All formal requests for disclosure of personal information
must be made in writing by completion of a Request for
Access to Personal Data form (available from the
Disclosure Office).

All completed requests should be sent to:

The Disclosure Office, Information Governance
Kedhlow Building, Royal Cornwall Hospital,
Truro, TR1 3LJ.

The Disclosure Office will co-ordinate all requests made by
both current and previous employees of the Trust for
access to their personal information.

The information requested would normally be supplied
within 30 days of completing checks to authenticate the
identity of the requester. An extension of a further 60 days
can be applied to complex cases where the information is

Personal File Management Policy V3.0
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stored in multiple locations and systems. If any delays are
expected the Trust's Head of Information Governance/Data
Protection Officer will confirm this, and the reason, in
writing.

6.10.2.5. Copies of the requested information will normally be
provided in electronic format and will be shared via
Kiteworks or NHS mail. Alternatively, the Trust will send
either the hard copies or an electronic copy (on an
encrypted disk) of the personal information by Special
Delivery. The information will be marked Private and
Confidential and To be opened by addressee only. This will
ensure that confidentiality is being preserved and the
information is being signed for upon delivery.

7. Dissemination and Implementation

7.1. A copy of the policy will be stored electronically in the HR section of the Trust’'s
document library.

7.2. A copy of the policy will be circulated to People and Assistant People Partners
and the Disclosure Office to enable them to support the implementation of the

policy.

7.3. A clear communication will be sent to managers to make them aware that the
policy has been issued and that they are responsible for cascading the
information to their staff members including those who do not have regular
access to e-mail.

7.4. All staff will receive information governance refresher training as part of their
mandatory training.

8. Monitoring compliance and effectiveness

Element to be , , o
. » The quality of personal files maintained by managers.
monitored quatity ot p y g
= Leaver files returned to the People Experience department for
archive and storage.
Lead
Head of People Experience
Tool = Checks performed by Internal Audit.
= Assurance checks carried out by People and Assistant People
Partners during the course of their duties.
= Checks undertaken on leaver files by the People Experience
admin team.
Frequency = When audits are undertaken annually by Internal Audit.
= Asfiles are transferred to the People Experience department.

Personal File Management Policy V3.0
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Reporting

Annually to the People and OD Senior Team for inclusion in the POD
arrangements

governance report.

Acting on
recommendations
and Lead(s)
Change in
practice and
lessons to be
shared

The Head of People Experience will ensure any subsequent
recommendations are undertaken.

Any policy/system improvements will be actioned in partnership with
Staff-Side within six months and communicated to managers.

9. Updating and Review

The policy will be reviewed every three years or earlier in view of any developments
which take place that may include legislative changes, national policy instruction
(NHS or Department of Health), Trust Board decision, or request by either party.

10. Equality and Diversity

10.1. The Royal Cornwall Hospitals NHS Trust is committed to a policy of equal
opportunities in employment. The aim of this policy is to ensure that no job
applicant or employee receives less favourable treatment because of their race,
colour, nationality, ethnic or national origin, or on the grounds of their age,
gender, gender reassignment, marital status, domestic circumstances, disability,
HIV status, sexual orientation, religion, belief, political affiliation or trade union
membership, social or employment status or is disadvantaged by conditions or
requirements which are not justified by the job to be done. This policy concerns
all aspects of employment for existing staff and potential employees.

10.2. The Initial Equality Impact Assessment Screening Form is at Appendix 2.
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Appendix 1. Governance Information

Document Title

Personal File Management Policy V3.0

This document replaces (exact
title of previous version):

Personal File Management Policy and Procedure
V2.0

Date Issued/Approved: August 2021
Date Valid From: August 2021
Date Valid To: August 2024

Directorate / Department
responsible (author/owner):

Angela Chisholm — People Risk, Policy and
Governance Manager

Contact details:

01872 253240

Brief summary of contents

This policy provides guidance on the contents of
personal files and outlines the conditions and
standards under which files must be maintained
and stored.

Suggested Keywords:

Personal files, P-files, electronic files

Target Audience

RCHT CFT KCCG

v

Executive Director responsible
for Policy:

Director of People and Organisational Development

Approval route for consultation
and ratification:

= Managing Staff Records Group

General Manager confirming
approval processes

Head of People Experience

Name of Governance Lead
confirming approval

Angela Chisholm — People Risk, Policy and
Governance Manager

Links to key external standards

= DPA 2018
= CQC Regulation 18: Staffing

Related Documents:

= Acceptable Use Policy
= Data Protection Act 2018
= Disciplinary Policy and Procedure

= Employees Confidentiality Code of Conduct
Policy

= Equality, Inclusion and Human Rights Policy
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= NHS* Records Management Code of Practice
2021

= Management of Information, Records and Data
Quality Policy

= Confidentiality: NHS Code of Practice
= NHS England’s Information sharing protocol

= Recruitment Policy

across secure and detained settings
= Information Use Framework Policy
= Information Technology Security Policy

Yes — mandatory Information Governance training

Training Need Identified? for all staff.

Publication Location (refer to

Policy on Policies — Approvals | Internet & Intranet v Intranet Only
and Ratification):

Document Library Folder/Sub

Folder

Human Resources

Version Control Table

Version Changes Made by
Date NoO Summary of Changes (Name and Job
November Helen Strickland —
V1.0 General principles. HR Business
2012
Partner
Januar Minor amendments to Appendix 5: Recruitment | Helen Strickland —
2013 y V1.1 Checklist to comply with revised process. HR Business
Partner
September Policy revision to include Request for Access to| Helen Strickland —
P V1.2 Personal Data form (Appendix 6) and minor HR Business
2013 .
amendments to formatting. Partner
Full review to ensure compliance with the
Data Protection Act 2018 (enacting the
General Data Protection Regulations) _
including: Helen St“CkIand -
May 2018 | V2.0 _ HR Business
= policy re-named Partner
= the addition of a summary flow-chart
(cont'd/..)
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May 2018
(cont'd/..)

Section 4: GDPR added to the list of
definitions

Section 5: addition of Role of Recruitment
Services (Section 5.2.)

Section 6.1: review of Contents of a
Personal File to ensure compliance with
GDPR and the Trust’s ability to meet its
legitimate interests and fulfilment of
contracts including the provision of high
quality health care through the effective
management and development of its staff.

Appendix 3: the Principles of the Data
Protection Act have been updated to reflect
GDPR

Appendix 5: Personal files — recruitment
checklist of contents reviewed to reflect
current practice.

August
2021

V3.0

Full review including:

detail added to summary flowchart (page 2)
in respect of the transfer of files

section 6.2 added in respect of electronic
records

references to policies/codes of practice, etc
updated throughout

section 6.8, amended to reflect the People
Experience Department’s responsibility for
the destruction of personal files

contents of Appendix 3 replaced by the
Eight Principles of the Data Protection Act

appendix 4 amended in respect of the UK
GDPR and sharing personal data with law
enforcement authorities.

Angela Chisholm —
People Risk, Policy
and Governance
Manager

All or part of this document can be released under the Freedom of Information

Act 2000

This document is to be retained for 10 years from the date of expiry.

This document is only valid on the day of printing
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Controlled Document

This document has been created following the Royal Cornwall Hospitals NHS Trust
Policy for the Development and Management of Knowledge, Procedural and Web
Documents (The Policy on Policies). It should not be altered in any way without the
express permission of the author or their Line Manager.
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Appendix 2. Equality Impact Assessment

Section 1: Equality Impact Assessment Form

Name of the strategy / policy /proposal / service function to be assessed
Personal File Management Policy V3.0

Directorate and service area: Is this a new or existing Policy?
People Experience (formerly Human Existing
Resources)
Name of individual/group completing EIA Contact details:
Angela Chisholm 01872 253240
1. Policy Aim
Who is the
strategy / policy / To provide a systematic approach to the management of
proposal / service staff personal files.

function aimed at?

2. Policy Objectives = To provide guidance on how to manage staff personal files.

* To ensure managers are aware of their responsibility to ensure
the personal files of their staff are up to date and held securely
and appropriately in accordance with the DPA 2018.

= To provide guidance on appropriate access. It is imperative that
any identifiable data is kept confidential and securely at all times
and is only accessible by authorised individuals.

» To inform staff of the protocols that will apply to the safekeeping
of their own personal file.

= To detail the rights of staff in relation to the information held on
them and the procedure for assessing such information in
accordance with the DPA 2018.

3. Policy Intended

To ensure managers understand the importance of maintaining
Outcomes

secure, accurate, up-to-date personal files in accordance with the
DPA 2018.

4. How will
you measure

the outcome? Please refer to Section 8, Monitoring compliance and effectiveness.

5. Who is intended

to benefit from the All staff and the Trust.
policy?
6a). Who.d'd you Workforce Patients Local EXte”.‘a' . Other
consult with? groups organisations
v
b). Please list any

groups who have
been consulted Managing Staff Records Group

about this procedure.
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c). What was the

outcome of the Minor amendments to update the policy

consultation?

7. The Impact

Please complete the following table. If you are unsure/don’t know if there is a negative impact

you need to repeat the consultation step.

Are there concerns that the policy could have a positive/negative impact on:
Protected' : Yes | No Unsure Rationale for Assessment / Existing Evidence
Characteristic
Age The creation and maintenance of robust, accurate
personal records will help the Trust work towards
v ensuring discrimination does not take place by
providing the information necessary both to
monitor compliance with legislation and further
develop equality and diversity policies.
Sex (male, female v
non-binary, asexual See “age”
etc.) '
Gender v See “age”.
reassignment
Race/ethnic v See “age”.
communities
/groups
Disability v See “age”.
(learning disability,
physical disability,
sensory impairment,
mental health
problems and some
long term health
conditions)
Religion/ v See “age”.
other beliefs
Marriage and civil v See “age”.
partnership
Pregnancy and v See “age”.
maternity
Sexual orientation v See “age”.
(bisexual, gay,
heterosexual, lesbian)

If all characteristics are ticked ‘no’, and this is not a major working or service
change, you can end the assessment here as long as you have a robust rationale

in place.

I am confident that section 2 of this EIA does not need completing as there are no highlighted
risks of negative impact occurring because of this policy.

Name of person confirming result of initial
impact assessment:

Angela Chisholm
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If you have ticked ‘yes’ to any characteristic above OR this is a major working or
service change, you will need to complete section 2 of the EIA form available here:
Section 2. Full Equality Analysis

For guidance please refer to the Equality Impact Assessments Policy (available from
the document library) or contact the Human Rights, Equality and Inclusion Lead
india.bundock@nhs.net
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http://doclibrary-rcht-intranet.cornwall.nhs.uk/DocumentsLibrary/RoyalCornwallHospitalsTrust/ChiefExecutive/Templates/Section2FullEqualityAnalysis.docx
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Appendix 3. Eight Principles of the Data Protection Act 2018

1. Processing personal information fairly and lawfully

Personal data should be processed fairly and lawfully and, in particular shall not be
processed unless certain conditions, set out in the Act, are met.

2. Processing personal data for specified purposes only

“Personal data shall be obtained only for one or more specified and lawful purposes
and shall not be further processed in any manner incompatible with that purpose or
those purposes.”

3. The amount of personal information

“Personal data shall be adequate, relevant and not excessive in relation to the
purpose or purposes for which they are processed.”

4. Keeping personal information accurate and up to date

Personal data shall be accurate and, where necessary, kept up to date.

5. Keeping personal information

Personal data processed for any purpose or purposes shall not be kept for longer
than is necessary for that purpose or those purposes. Note that in health and social
care and support agencies there are specific recommended time frames for keeping
and disposing of different types of information about individuals and this is set out
clearly by each organisation’s agreed policies and procedures. There are also
specific time frames with regards to employment records in relation to staff.

6. Ensuring that people’s rights are maintained

Personal data shall be processed in accordance with rights of the person. For
example, a person has the right to: request access to the information; prevent the
processing of information if it is likely to cause damage or distress; correct mistakes
in the information; claim compensation if the information is inaccurate of if the Data
Protection Act has been breached.

7. Information Security

Appropriate technical and organisational measures shall be taken against
unauthorised or unlawful processing of personal data and against accidental loss or
destruction of, or damage to, personal data.

8. Sending information outside the European Union

Personal data shall not be transferred to a country or territory outside the EEA
unless that country or territory ensures an adequate level of protection for the rights
of data for subjects in relation to the processing of personal data.
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Appendix 4. Disclosure of employee data to third parties

The Trust will consider carefully when information can be shared with other agencies and
should always request consent from an employee beforehand.

In certain circumstances employee data may be released to third parties without the
explicit consent of the employee. Where disclosure is required by law, permitted by implicit
consent or recognised as being in the interest of the employee or general public (and this
duty overrides the duty to maintain confidentiality), data can be released.

Examples of disclosure that do not require employee consent include:

= statutory requirements of powers eg: HMRC, sick pay returns, Audit Commission
and external auditors

= governing bodies such as the Nursing and Midwifery Council or General Medical
Council

= civil proceedings eg: claim for damages, court orders in respect of maintenance
= employment tribunals and other bodies established under employment law

= other NHS bodies eg: staff transfer forms, information regarding possible
redeployment

= NHS or/and local Counter Fraud service.
Freedom of Information Act 2000

The Act places a statutory obligation on all public bodies to disclose information when
requested; given certain exceptions. Non-confidential information held by the organisation
can be requested under the Act. However, the Act does not provide the right of access to
health and/or personal records. Further information can be obtained from the Trust’s
Information Use Framework Policy or Management of Information, Records and Data
Quiality Policy, copies of which are available on the Trust document library.

All disclosure requests must be dealt with via the Trust’s Disclosure Office.
Police

The Police do not have an automatic right of access to personal identifiable information. All
requests from the police must be directed to the Disclosure Office or the Data Protection
Officer.

Routine requests for police reports accompanied by consent from the data subject are
handled by the Disclosure Office.

= The UK GDPR does not prevent the Trust from sharing personal data with law
enforcement authorities (known under data protection law as “competent
authorities”) who are discharging their statutory law enforcement functions. The UK
GDPR and the DPA 2018 allow for this type of data sharing where it is necessary
and proportionate.

Personal File Management Policy V3.0
Page 29 of 32



= If the Trust wishes to share personal data with a law enforcement authority it needs
a lawful basis under Article 6.

= If the Trust wishes to share special category data it needs both a lawful basis and a
condition for processing under Article 9. Some of these conditions require the Trust
to meet an additional condition from the DPA 2018.

Information sharing protocols with the police and other agencies exist and any other
information requests from the police or other public bodies will be considered under these
protocols by the Head of Governance/Data Protection Officer.

If the request from police occurs outside normal working office hours and the disclosure is
in connection with a serious crime then the senior manager on call must be contacted. The
Data Protection Officer can be contacted out of hours via the Trust’s switchboard in an
emergency. Where possible, all efforts should be made to retain the original record which
may include delaying disclosure until the staff in the Disclosure Office are on duty to copy
the record(s) requested.
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Appendix 5. Personal files — recruitment checklist of contents

Content

Tick (v)
if checked
and present

Date

Signature

Details
included by
Recruitment
Services

Application form

Copy of JD and person spec

Interview notes

Copy of conditional offer
letter

Copies of ID (including
evidence of right to work in
the UK)

Copies of received
references (in a sealed
envelope)

Copy of OH clearance

Copy of unconditional offer
letter

Copy of signed contract
acceptance form

Copy of signed appointment
form

DBS clearance (where
applicable)
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Content

Tick (v)
if checked
and present

Date

Signature

Evidence of current
professional registration (if
appropriate) checked in
accordance with the
requirements of the relevant

ltems for professional body
rinting and . e

:Cr)mlusi?)n by Copies of qualification

the line certificates (particularly those

manager/ relating to the essential

medical qualifications for the post)

Z}?gggg if not Proof of identity

includgd by documentation

gecr_unment Completed induction

ervices programme checklists

(corporate and departmental)
Health and Safety
assessments, eg Display
Screen Assessment Forms
Ratification form signed by
the non-executive director on
the recruitment panel
Patient confidentiality form
Fitness to practice

Additional

items for Copy of last payslip

medical staff

Copy of health informatics

Copy of radiation monitoring
form

Copy of EVRG/VRG
authorisation
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