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Summary 
 
N365, also known as Microsoft Office 365 is being rolled out which provides a suite of 
collaboration tools. This is a new version of Microsoft’s popular desktop suite of 
applications. It includes but is not limited to Word, Excel, PowerPoint, Outlook, OneNote, 
OneDrive, SharePoint, Access and Microsoft Teams.  N365 is cloud based but includes 
the desktop applications you are familiar with. 
 
This policy introduces robust Information Governance standards for the use of these 
products. This policy will be supported by user guides to each of the applications 
which  are located in your organisation’s  Documents Library. 
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 Data Protection Act 2018 (General Data Protection Regulation – GDPR) 
Legislation 

The Trust has a duty under the DPA18 to ensure that there is a valid legal basis to 
process personal and sensitive data. The legal basis for processing must be identified 
and documented before the processing begins. In many cases we may need consent; 
this must be explicit, informed and documented. We cannot rely on opt out, it must be 
opt in. 

DPA18 is applicable to all staff; this includes those working as contractors and 
providers of services. 

For more information about your obligations under the DPA18 please see the 
Information Use Framework Policy or contact the Information Governance Team  

rch-tr.infogov@nhs.net 

 

 

 

mailto:rch-tr.infogov@nhs.net
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1. Introduction 
 

1.1. During the initial Covid pandemic the NHS invested in a suite of Microsoft 
applications known as N365 to help integrate and collaborate across the health 
and social care environment. 
 

1.2. A number of applications have been/are being implemented across the NHS 
community in Cornwall including the most up to date versions of Word, Excel, 
PowerPoint, Outlook, OneNote, OneDrive, SharePoint, Access and Microsoft 
Teams. 
 

1.3. N365 can be of great benefit to the NHS when used appropriately. Its use, 
however, potentially exposes NHS organisations and individual users to risks. 
This includes the risk of legal action due to breaches of, for example, data 
protection and confidentiality requirements, threats to IT and information 
security and ineffective communication. If these risks materialise, either the 
NHS organisation or the individual employee, or both could be at risk of 
prosecution, which would have a negative impact on the reputation of the NHS 
organisation and could lead to financial penalty following legal action. Care 
must, therefore, always be taken to ensure that communication is to the 
intended recipient and that content is appropriate to be sent using the chosen 
method. 
 

1.4. The Cornwall and Isles of Scilly NHS Health Community consists of the Royal 
Cornwall Hospitals Trust, Cornwall Partnership NHS Foundation Trust, NHS 
Kernow Clinical Commissioning Group and Kernow CIC and is hereafter known 
collectively as the Cornish Healthcare Organisations (CHO). 
 

1.5. This policy clearly sets the expectations of the CHO, staff members, managers 
and Cornwall IT Services (CITS) in the use and management of the Microsoft 
N365 applications primarily on CHO equipment. 
 

1.6. Staff should ensure that they are familiar with the content of this policy and use 
it as a point of reference. 
 

2. Purpose of this Policy 
 
2.1. The purpose of the policy is to aid the effective and appropriate use of Microsoft 

N365 applications and to reduce the risk of adverse events by: 

 setting out the rules governing their use  

 establishing CHO user rights and responsibilities  

 promoting awareness of and adherence to current legal requirements and 
NHS information governance standards. 

 
2.2. This policy has been written to meet the requirements of:  

 the Data Protection Act 2018  

 the Human Rights Act 1998 

 Common law duty of confidentiality 
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 the Computer Misuse Act 1990 

 NHS Code of Practice on Confidentiality 

 Caldicott Principles 

 NHS Care Record Guarantee 

 NHSmail Policies 

 

3. Scope 
This policy applies to any use of N365 applications for business or personal use on 
CHO devices and premises. This policy also applies to accessing N365 applications 
on CHO devices remotely e.g. non-CHO premises (including working from home, in 
internet cafes and tethering via mobile devices and access via non-CHO devices 
e.g. personal mobile phones, tablets, laptops and PCs.  
 

4. Definitions / Glossary 
 

4.1. N365 - A suite of electronic productivity tools provided for NHS organisations 
including:  

 Microsoft Office Standard Applications (web & desktop versions) – Word, 
Outlook, Excel, PowerPoint, etc.  

 Microsoft Teams – enables communication, collaboration, file sharing, 
messaging and video conferencing 

 OneDrive – Your personal cloud storage area  

 SharePoint – web-based collaborative platform that integrates the 
Microsoft Office applications 

 Microsoft Planner - project management application 

 A number of additional applications can also be added from within 
Microsoft Teams. 

 
4.2. CITS Service Desk - The IT helpdesk which provides IT support and 

administration functions as well as a central point to report IT related incidents.  
 

4.3. Cornish Healthcare Organisations (CHO) – All organisations with a network 
connection to the Cornwall COIN (including NHS Kernow (NHS K), Royal 
Cornwall Hospitals Trust (RCHT), Cornwall Partnership NHS Foundation Trust 
(CFT), Kernow CIC, GP’s and other partner/commissioned organisations). 
 

4.4. LOA - Local Organisation Administrator. A staff member appointed by the Trust 
to look after and manage the NHSmail and Microsoft Office applications 
accounts in the CHOs, to receive and digest regular reports and to distribute 
summarised information from these to all relevant parties. 
 

4.5. Data Security and Protection Toolkit – The Data Security and Protection Toolkit 
(DSPT) is an online self-assessment tool that enables organisations to measure 
and publish their performance against the National Data Guardian's ten data 
security standards. All organisations that have access to NHS patient data and 
systems must use this toolkit to provide assurance that they are practising good 
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data security and that personal information is handled correctly. 
 

4.6. Cloud – The ‘cloud’ is a common term for the Internet, cloud storage refers to 
information stored on servers that are accessed via the internet. 
 

4.7. Cornwall CoIN – A computer network connecting Cornwall Healthcare 
Organisations together and linking them to the HSCN. 
 

4.8. HSCN – Health and Social Care Network is a computer network which joins all 
NHS organisations together and this network replaced the National NHS 
Network (N3). 

5. Ownership and Responsibilities  
 
5.1. The CHO provides access to Microsoft Office applications to staff members 

primarily for use in their: 

 work duties 

 work related educational purposes 

 work related research purposes. 
 

5.2. The CHO allows personal use of Microsoft Office applications provided this 
does not interfere with the performance of the staff member’s duties, those of 
other staff or contractors or the business of the CHO in general. Personal 
access to Microsoft Office applications can be limited or denied by the line 
manager. Staff members must act in accordance with CHO Policies and their 
manager’s locally imposed restrictions. 
 

5.3. No staff member has the right to a Microsoft N365 account. On this basis the 
inappropriate use or abuse of a Microsoft N365 account may result in access to 
Microsoft Office applications being withdrawn or amended. 
 
The CHO reserves the right to remove or amend access to a Microsoft N365 
account at any time in order to protect and preserve the integrity and 
confidentiality of information. 
 

5.4. Role of the Chief Executive 
The Chief Executive has overall accountability for all aspects of policy 
setting and implementation. 
 

5.5. Role of the Information Governance Committee  
The RCHT Information Governance Group, the CFT Information 
Governance Steering Group and the Kernow Clinical Commissioning 
Group Information Governance Sub Committee, herein known as the IG 
Groups are responsible for:  

 ratifying the policy  

 ensuring that it is disseminated to all relevant staff members.  
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5.6. Role of the Managers  
Line managers are responsible for: 

 reading this policy and ensuring that they understand its contents 

 implementing and monitoring the operation of this policy within their 
functional, areas 

 ensuring that staff members follow and adhere to this policy at all times 

 ensuring that processes and procedures are in place to facilitate effective 
compliance with this policy 

 ensuring their staff members are equipped to fulfil those responsibilities; 
this will include meeting specific and generic training needs through 
personal development plans 

 
Managers have specific responsibilities at each stage of a staff member’s 
employment: 

 starters – managers should ensure ALL new staff members have read and 
understood the Confidentiality: NHS Code of Practice prior to giving a staff 
member access to Microsoft Office applications - failure to comply by a 
staff member may lead to disciplinary action 

 movers/leavers – managers will work with a staff member that leaves (as 
part of an exit interview) or changes role to transfer any CHO information 
stored in their Microsoft Office applications to either an appropriate person 
or shared work area, for purposes of business continuity; this will include 
ensuring that all patient and organisationally sensitive information is 
deleted and ensuring that the remaining contents of the Microsoft Office 
applications are made available only for future use with another NHS 
employer 

 senior managers should ensure that managers within their service are 
aware of their responsibilities in relation to informing staff about acceptable 
standards of information governance in relation to their staff members’ use 
of Microsoft Office applications. 
 

5.7. Role of Individual Staff 
All staff members with access to Microsoft Office applications are responsible for:  

 the correct daily usage of their Microsoft Office applications in line with 
their job role and associated business functions, ensuring that the account 
is never used by others and their password is never compromised  

 changing the password used to access their NHSmail account immediately 
if they believe that their password has been compromised 

 making themselves aware of the Standard Operating Procedures, policy 
and procedure documents relating to access to Microsoft Office 
applications and acceptable use 

 raising any queries about the implementation of Microsoft Office 
applications with their line manager or the CITS Service Desk 

 notifying the CITS Service Desk of any changes to personal information or 
access to Microsoft Office applications 

https://digital.nhs.uk/data-and-information/looking-after-information/data-security-and-information-governance/codes-of-practice-for-handling-information-in-health-and-care/confidentiality
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 alerting their line manager of any non-compliance with this policy 

 reporting information incidents and near misses, including breaches of this 
policy and incidents where the password used to access their Microsoft 
Office applications might have been compromised, in line with the 
Procedure for Reporting IM&T Security Incidents. 
 

5.8. Role of Cornwall IT Services 
Cornwall IT Services are responsible for: 

 providing access to Microsoft Office applications and ensuring that such 
access is compliant with the DSPT standards (while it is recognised that 
compliance can only be achieved at an individual’s level, the proper 
management of Microsoft N365 account is an important control in ensuring 
members of staff comply with NHS, local and national standards, e.g. 
securing information in transit) 

 to appoint an LOA for the CHO to look after and manage the Microsoft 
N365 accounts in the Trust, to receive and digest regular reports on the 
CHO’s collaboration accounts and to distribute summarised information 
from these reports to all relevant parties 

 to administer Microsoft N365 (i.e. create and suspend accounts) in 
accordance with local procedures and to provide support in the use of 
Microsoft Office applications  

 to provide guidance on Microsoft Office applications use to ensure 
compliance with NHS standards, CHO policies and UK law 

 to provide information from an individual’s Microsoft N365 account when 
requested to support an official investigation 

 to assist with providing access in the absence of a staff member for 
business continuity purposes and to ensure that access is provided in line 
with this policy 

 to facilitate requests for forensic discovery audits in the event of a formal 
investigation and to ensure that these are provided in line with this policy. 
 

6. Standards and Practice 
 

6.1. This policy is based on current UK law, NHS information governance standards, 
and accepted standards of good practice. Staff members’ duty to handle CHO 
and person identifiable information appropriately arises out of common law, 
legal obligations, staff employment contracts, and professional obligations. 

 
6.2. Any breaches of this policy may result in the staff member’s employment or 

association with the CHO being terminated. It may also bring into question the 
staff member’s professional registration and may result in disciplinary, civil, or 
criminal proceedings. 

 

6.3. If there is anything that isn’t clear or which the staff member does not 
understand in this policy they must contact their line manager, in the first 
instance, or the Head of Information Governance (or equivalent) for further 
information. 
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6.4. The procedures, processes and practices outlined in this policy and any related 
policy may be changed at any time.  
 

6.5. New Starters 
The manager will submit a request for a Microsoft N365 account via the CITS 
OnForm system. The CITS Service Desk will confirm the validity of the request 
before the Microsoft N365 account is created and access to the account is 
provided to the new staff member. 

 

6.6. Movers and Personal Information Changes 
 

6.6.1. When a staff member changes roles within the CHO or changes their 
personal information they should notify the CITS Service Desk at the 
earliest opportunity. Upon receipt of the notification and validation of the 
request the CITS Service Desk will amend the staff member’s Microsoft 
N365 account details based on the information provided.  

 
6.6.2. The personal information that is typically recorded and that can be 

changed is: 

 title 

 first, middle and last name 

 job title 

 base 

 work telephone number. 
 

6.7. Changes to Employment Status 
 
6.7.1. When a staff member has their employment status changed to an 

inactive status that may be the result of an official investigation, the 
manager should notify the CITS Service Desk to ensure that any 
access to their Microsoft N365 account is disabled if appropriate in a 
timely fashion and maintained consistently with the information 
available to the manager. 
 

6.7.2. Upon receipt of the notification the CITS Service Desk will suspend the 
Microsoft N365 account. 
 

6.7.3. If access to Microsoft Office applications is required whilst the account 
is suspended the manager should request either access in the absence 
of a staff member or access in the event of an investigation depending 
on their requirements.  
 

6.7.4. The Microsoft N365 account will have appropriate comments applied to 
it by the CITS Service Desk to ensure that the account is not made 
active without appropriate authority.  
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6.7.5. The inactive status’ that should be notified to the CITS Service Desk 
are: 

 maternity 

 long-term sickness 

 suspend assignment 

 suspend with pay 

 suspend no pay 

 suspend contingent assignment. 
 

6.7.6. When the employment status is changed to an ‘active’ status the 
manager should notify the CITS Service Desk who will make the 
account active and remove any associated comments. 
 

6.8. Secondments 
 

6.8.1. Staff going on secondment within the CHO should be treated as a 
mover.  
 

6.8.2. Staff going on secondment to another NHS organisation should be 
treated as a leaver and joined to the new organisation within 30 days. 
 

6.9. Temporary Staff 
Temporary staff may need access to Microsoft Office applications as part of 
their role. The following points should be considered: 

 temporary staff working as part of a team may not need a Microsoft Office 
applications to fulfil the role 

 some temporary staff could already have access to Microsoft Office 
applications 

 staff who are provided with access to Microsoft Office applications may not 
have sufficient training in the use of it. 
 

6.10. Long-Term Access Assignments 
 

6.10.1. When a temporary staff member is placed on a long-term assignment, 
typically covering long-term sickness, for example, the manager should 
notify the CITS Service Desk with details of the assignment.  
 

6.10.2. The temporary staff member will be provided with the necessary 
Microsoft N365 account or their personal information will be updated to 
reflect their current assignment. 
 

6.10.3. At the end of the assignment the manager should notify the CITS 
Service Desk who will update the temporary staff member’s personal 
information to reflect the end of the assignment and will remove any 
access to Microsoft N365 if appropriate. 
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6.11. Staff not Directly Employed by the Trust 
 

6.11.1. The CHO acknowledges that there are some instances where staff 
members are not directly employed by the CHO. 
 

6.11.2. Staff members not directly employed by the CHO will include, but are 
not limited to, the following groups: 

 trainees 

 contractors 

 students 

 researchers 

 trainers 

 consultants. 
 

6.11.3. The manager of a staff member not directly employed by the CHO 
requiring collaboration accounts should submit a request to the relevant 
information governance lead who will submit any approved requests via 
the CITS OnForm system. 

 
6.11.4. Staff not directly employed by the Trust should notify the CITS Service 

Desk of changes to personal information along with approval from the 
manager. 

 
6.11.5. The manager is responsible for notifying the CITS Service Desk when 

staff members not directly employed by the Trust leave or when their 
contractual status within the CHO becomes inactive.  
 

6.12. Dual Employment 
 

6.12.1. Where a CHO staff member has employment with two, or more, NHS 
organisations, the substantive, or earliest employer will determine the 
default organisation that their named Microsoft N365 account will be 
associated with. Multiple Microsoft N365 accounts for the same staff 
member will not be permitted. 
 

6.12.2. It is the staff member’s responsibility to manage their Microsoft Office 
applications to ensure that information and messages relating to 
separate NHS employers are handled appropriately and that any 
information contained within communications is separated accordingly. 
 

6.13. Account Maintenance 
 

6.13.1. Password Resets 
Staff members who suspect that their NHSmail password may be 
compromised or who have been locked out of their NHSmail account 
should report the problem to the CITS Service Desk as soon as is 
practical. 
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The staff member must confirm their identity before the password is 
reset. 
 
Microsoft Office applications are accessed using the staff member’s 
NHSmail account and the act of resetting the NHSmail password will 
result in the staff member losing access to Microsoft Office applications 
until the new NHSmail password is entered when prompted on any 
device. 

 
6.13.2. Inactive Accounts 

Microsoft N365 accounts will be regularly monitored to identify inactive 
accounts. Any Microsoft N365 accounts which are found to be inactive 
for longer than 90 days will be handled in line with the NHSmail 
Information Management Policy. 
 
Suspended accounts will be automatically removed eighteen months 
after the date of the suspension if no further changes have been made 
to the employment status. 
 
Pre-provisioned accounts that are not activated by the staff member 
within three months of creation will be deleted automatically. 

 
6.13.3. Compromised Accounts 

Where it is identified that a Microsoft N365 account has been 
compromised the CITS Service Desk will suspend the account and 
report this as an incident to the IT Security Management Team. 
 
The severity of the incident will determine whether access to the 
compromised account is reinstated, to whom and when. 
 
A similar process will be followed where unauthorised access is 
identified. 

 
6.13.4. Leavers 

The CITS Service Desk will receive regular scheduled ESR reports to 
identify staff members directly employed by the Trust that have left. 
 
This information will be used to deactivate the relevant Microsoft N365 
accounts for a period of 30 days. 
 
After 30 days, if the Microsoft N365 accounts have not been ‘joined’ to a 
new NHS organisation then the Microsoft Office applications information 
will be deleted. 
 

6.14. Managing Collaboration 
Collaboration tools are a means of communication and not a records 
management system. Where the content of a message in Microsoft 
Teams or files stored in SharePoint/OneDrive may be needed in the 
future, it is the responsibility of the staff member to ensure it is stored 
appropriately (archived) within the corporate or clinical records system.  
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6.15. Legal requirements 
 

6.15.1. The use of Microsoft Office applications must comply with UK law and 
adhere to CHO rules, codes of conduct, policies and procedures and 
must not be used for any purpose that conflicts with their contract of 
employment. 

 
6.15.2. Messages have the same legal status as other written documents and 

must be disclosed in legal proceedings if relevant to the issues. The 
content of any messages may be disclosed under the Data Protection 
Act 2018, Freedom of Information Act 2000 and the Environmental 
Information Regulations 2004. Therefore, the author must ensure 
the content, style and language used is appropriate, as any data 
subjects mentioned may legally request access to the messages 
as a Subject Access Request under the Data Protection Act. 

 
6.15.3. Improper statements may result in the CHO and/or the staff member 

being liable under law. 
 

6.16. Security 
 

6.16.1. Passwords and login credentials for NHSmail & Microsoft Office 
applications must be kept confidential (no staff member or IT support 
staff member should ever ask you to divulge your password).  
 

6.16.2. There is no right for a manager to demand access to a staff member’s 
Microsoft Office applications account unless there is a legitimate 
business continuity requirement, official investigation, a request under 
the Data Protection Act, Freedom of Information Act or the 
Environmental Information Regulations that requires such access. In 
all cases this needs to be provided in accordance with the relevant 
standards and practice. 
 

6.16.3. NHSmail passwords (that also provide access to Microsoft Office 
applications) should be changed annually (in accordance with the 
NHSmail password policy), should be at least ten characters in length 
and should: 

 have no complexity 

 not be previously used 

 not be a common password 

 not be a breached password 

 not a banned password 
 

6.16.4. If a tablet or smartphone has been set up to access NHSmail a range 
of security features are automatically applied to it to minimise the risk 
of data loss. 
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6.16.5. The security features enabled include: 

 an encrypted connection between the mobile device and the 
NHSmail service 

 implementation of a password to access the mobile device 

 a remote wipe facility allowing the data held on the mobile device 
to be deleted if it is lost or stolen. 
 

6.16.6. Once the policies have been applied to the mobile device they can 
only be removed by performing a factory reset of the device. 
 

6.16.7. If the policies are not applied correctly to a staff member’s mobile 
device it is their responsibility to inform the CITS Service Desk to 
ensure that there is not a breach of CHO policy. 
 

6.16.8. In addition, some mobile devices automatically encrypt the data they 
contain “at rest”, helping to preventing access should it be lost or 
stolen. Encryption at rest is automatically enabled on connection to 
NHSmail on those devices that support this feature. 
 

6.16.9. It is important that sensitive or personal identifiable information isn’t 
held on any mobile device that does not have built-in encryption at rest 
capability or one where encryption at rest cannot be remotely enabled. 
It is a mandatory Department of Health requirement that such data 
should only be stored on an encrypted device.  
 

6.16.10. Password security for NHSMail password security is particularly 
important as Microsoft Office applications are accessible via the 
Internet and therefore the staff member’s credentials (username and 
password) may be the only security controls safeguarding the 
information stored within the staff member’s NHSmail & Microsoft 
Office applications. 
 

6.16.11. Staff members must lock their computer when leaving it, for example, 
to make a cup of tea, to attend a meeting in person or to go for lunch. 
 

6.17. Personal use 
The personal use of Microsoft Office applications is not discouraged 
provided this does not interfere with the performance of the staff member’s 
duties, those of other staff members or the business of the Trust in general. 
Personal access to Microsoft Office applications can be limited or denied by 
the line manager. Staff and contractors must act in accordance with Trust 
policies and their manager’s locally imposed restrictions. 

 

6.18. Access to Microsoft Office applications in the Event of an 
Investigation 

 
6.18.1. It may become necessary in the course of some official investigations, 

such as formal HR disciplinary investigations, investigations by or on 
behalf of the Police, the local Counter Fraud Specialist or the Local 
Security Management Specialist, to give access outside of the normal 
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line management arrangements to messages or files stored in 
Microsoft N365 in conjunction with the NHSmail: Access to Data 
Procedure. 

 
6.18.2. Any official investigations will be carried out in accordance with 

legislation such as the Regulation of Investigatory Powers Act 2000, 
the Telecommunications (Lawful Business Practice) (Interception of 
Communications) Regulations 2000, the Data Protection Act 2018 and 
the Human Rights Act 1998. 

 
6.18.3. CITS will only accept initial investigation requests relating to a staff 

member’s account from the relevant HR Business Partner, the 
appointed investigating officer, the Local Counter Fraud Specialist or 
the Local Security Management Specialist. 

 
6.18.4. Investigation requests must be in writing or email and sent to the CITS 

Service Desk. The communication must include the explicit permission 
of the requesting officers as outlined above. 

 
6.18.5. The CHO should ensure that, if the information to be returned to the 

investigation contains or is likely to contain personal identifiable data, 
this information is handled appropriately, maintaining confidentiality at 
all times. 

 
6.18.6. In addition to the above, the request must contain the following detail: 

 the name of the individual/s and their NHSmail email address 

 what information is required, e.g.: 

o messages sent in Microsoft Teams over a specified period 

o an audit trail of administrator actions. 
 

6.18.7. It should be noted that requests relating to a staff member’s Microsoft 
Teams account may return all communication pertaining to the 
request, including details of any communications which the staff 
member has deleted. 

 
6.18.8. Once a correctly formed request has been received CITS will seek the 

explicit permission of the requesting organisation’s officer: 

 Chief Executive or HR Director of the NHS Trust; or 

 the Accountable Officer of the Clinical Commissioning Group (and 
the associated GP practices). 

 
6.18.9. Upon receipt of the explicit permission from the requesting 

organisation’s officer CITS will submit the request to NHSmail via their 
Helpdesk Self Service portal. No service level is associated with 
investigation requests and all requests will be handled on a ‘first come, 
first served basis’. 

 
6.18.10. Once NHSmail has completed the request the information will be 

provided via CITS to the requester in one of the following ways: 

https://comms-mat.s3-eu-west-1.amazonaws.com/Comms-Archive/Access+to+Data+Procedure.pdf
https://comms-mat.s3-eu-west-1.amazonaws.com/Comms-Archive/Access+to+Data+Procedure.pdf
https://accentureplc.service-now.com/clientportal/login_with_sso.do?glide_sso_id=1a86ce8a1b1eab440bcc311d1e4bcbcc
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 in an NHSmail account available only to the requester, containing 
the investigation information 

 in a file, sent by way of an attachment, via NHSmail to the 
requester’s NHSmail address. 
 

6.19. Support 
 

6.19.1. Staff members who need support and guidance should initially contact 
the CITS IT Service Desk (telephone 01209 88 1717), available 24 
hours a day, seven days a week, 365 days a year: 

 between the hours of 08:00 and 22:00 calls will be answered by a 
Service Desk Analyst based at one of the CITS office sites 

 between 22:00 and 08:00 a recorded message will provide 
information about the level of cover provided and the caller will be 
asked to select an option based on their issue  

 callers whose criteria does not meet that mentioned in the 
recorded message or those who prefer not to telephone, may raise 
a request via the CITS Online Portal which will be picked up by 
one of the Service Desk Analysts during standard office hours. 
 

6.19.2. If a staff member has any queries about the confidentiality aspects 
with the information, they are sending they should contact their 
Caldicott Guardian, Head of Information Governance or Data 
Protection Officer. 
 

6.20. Retention and Destruction 
 

6.20.1. The CHO reserves the right to retain messages as required to meet its 
legal obligations. 
 

6.20.2. Where the content of a message forms part of a record it is the 
responsibility of the staff member to ensure it is added to, and 
becomes part of, that record whether held in hard copy or electronic 
format.   
 

6.20.3. Messages that do not relate to work activities or do not need to be 
kept as part of a record should be retained in line with the CHO 
Records Retention Policy. 
 

6.21. Reporting IT Security Incidents 
 

6.21.1. Any member of staff must report an IT security incident where they 
feel that there is a risk to patient health, confidentiality or reputation. 
 

6.21.2. IT security incidents should be reported to the CITS Service Desk who 
will ensure that any such incident reports are escalated to the IT 
Security Management Team. 
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6.21.3. Examples of incidents are: 

 A lost or stolen mobile device 

 misuse of Microsoft Teams 

 non-compliance with CHO policy, national policy or UK legislation 

 any unauthorised access to Microsoft N365. 
 

6.21.4. The IT Security Management Team will then manage the incident in 
accordance with the CHO’s Procedure for Reporting IM&T Security 
Incidents 
 

6.21.5. The incident must be logged on the CHO Incident reporting tool. 
 

6.22. Liability 
The CHO will not be liable for any financial or material loss to an 
individual when using Microsoft Office applications for personal use or 
when using personal equipment to access their Microsoft N365 account. 

 

7. Dissemination and Implementation 
The Information Governance Group are responsible for overseeing the 
implementation of this Microsoft Office Applications Policy including monitoring 
compliance. It is responsible for ensuring it is reviewed periodically. 

 

8. Monitoring compliance and effectiveness  
 
8.1. The CHO has an obligation to ensure that Microsoft Office applications 

accounts and their contents are appropriate as described in this policy. 
 
8.2. The use of Microsoft Office applications is not private. The content of 

Microsoft Office applications is not routinely monitored, but the CHO 
reserves the right to access, read or delete any content or messages at any 
time. 

 

Element to be 
monitored 

The contents of Microsoft Office applications accounts 
are recorded automatically to logs recording who sent 
the message, to whom. 

Lead IT Security Team 

Tool Detailed information on the Microsoft Office applications 
account content can be retrieved if necessary. 

Frequency Logs are created automatically when messages are 
sent and received. Detailed information on the 
contents of messages is only accessed as part of an 
official investigation or to resolve maintenance issues 
with the permission of the user.  

Reporting 
arrangements 

Breaches of this policy will be reported to the Head of 
Information Governance and may be passed to the 
appropriate line manager, HR Manager or Local 
Counter Fraud Specialist as appropriate. 

Acting on 
recommendations 

IT Security Team 
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and Lead(s) 

Change in 
practice and 
lessons to be 
shared 

Required changes to practice will be identified 
following changes in legislation, Department for Health 
and Data Security and Protection Toolkit requirements 
and as a result of any investigations or technology 
refresh on Microsoft Office applications.  Changes will 
be recommended to the Information Governance 
Groups for adoption and this will be disseminated to 
staff via the Document Library or staff bulletin as 
appropriate. 

 
9. Updating and Review 
 

The Microsoft Office Applications Policy is updated and reviewed every three years.
  

10. Equality and Diversity  
 

10.1. This document complies with the Royal Cornwall Hospitals NHS Trust 
service Equality and Diversity statement which can be found in the 
'Equality, Inclusion & Human Rights Policy' or the Equality and Diversity 
website. 

 
10.2. Equality Impact Assessment 

The Initial Equality Impact Assessment Screening Form is at Appendix 2. 
 

  

http://www.rcht.nhs.uk/GET/d10268876
http://intranet-rcht.cornwall.nhs.uk/shelf/equality-and-diversity/
http://intranet-rcht.cornwall.nhs.uk/shelf/equality-and-diversity/


Microsoft Office and N365 Applications Policy V1.0 

Page 20 of 23 

Appendix 1. Governance Information 

Document Title 
Microsoft Office and N365 Applications Policy 
V1.0 

This document replaces (exact 
title of previous version): 

New Document 

Date Issued/Approved: 30th November 2020 

Date Valid From: December 2020 

Date Valid To: December 2023 

Directorate / Department 
responsible (author/owner): 

CITS/IT Security Manager 

Contact details: 01209 318647 

Brief summary of contents 

To aid the effective and appropriate use of MS 
Office Applications on Trust systems promoting 
awareness of and adherence to current legal 
requirements and NHS information governance 
standards 

Suggested Keywords: 
Teams, message, collaboration, sending, 
receiving,  

Target Audience 
RCHT CFT KCCG 

   

Executive Director responsible 
for Policy: 

Chief Information Officer 

Approval route for consultation 
and ratification: 

Information Governance Group, RCHT 
Information Governance Steering Group, CFT 

Information Governance Sub Committee, NHSK 

General Manager confirming 
approval processes 

Kelvyn Hipperson 

Name of Governance Lead 
confirming approval by 
specialty and care group 
management meetings 

Mark Scallan 

Links to key external standards 

Data Protection Act 2018 
Human Rights Act 1998 
Common law duty of confidentiality 
Computer Misuse Act 1990 
Environmental Information Regulations 2004 
Confidentiality: NHS Code of Practice 
Caldicott Principles 
NHS Care Record Guarantee 
NHSmail Access Policy 
NHSmail Acceptable Use Policy 

NHSmail Data Retention and Information 
Management Policy 
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Related Documents: 

IT Security Policy 
Acceptable Use Policy 

Email Policy 

Training Need Identified? No 

Publication Location (refer to 
Policy on Policies – Approvals 
and Ratification): 

Internet & Intranet  Intranet Only  

Document Library Folder/Sub 
Folder 

Health Informatics / Infrastructure-Technical-
Security 

 

Version Control Table  
 

Date 
Versio
n No 

Summary of Changes 
Changes Made by 

(Name and Job 
Title) 

November 
2020 

V1.0 Initial issue 

Martin Price 

IT Security 
Manager 

    

 

 

All or part of this document can be released under the Freedom of 

Information Act 2000 

 

This document is to be retained for 10 years from the date of expiry. 

This document is only valid on the day of printing 

 

Controlled Document 

This document has been created following the Royal Cornwall Hospitals NHS 

Trust Policy for the Development and Management of Knowledge, Procedural and 

Web Documents (The Policy on Policies). It should not be altered in any way 

without the express permission of the author or their Line Manager. 

  



Microsoft Office and N365 Applications Policy V1.0 

Page 22 of 23 

Appendix 2. Equality Impact Assessment 
 

 

Section 1: Equality Impact Assessment Form 

Name of the strategy / policy /proposal / service function to be assessed 

Microsoft Office and N365 Applications Policy V1.0 

Directorate and service area: 

Health Informatics and ICT Services 

Is this a new or existing Policy? 

New 

Name of individual/group completing EIA 

Martin Price, IT Security Manager 

Contact details: 

01209 318647 

1. Policy Aim 
Who is the 
strategy / policy / 
proposal / service 
function aimed 
at? 

To ensure appropriate use of the Trust email system 

2. Policy Objectives To ensure staff, managers and the CITS organisation each 
understand their responsibilities for the use of the Trust email 
system. 

3. Policy 
Intended 
Outcomes 

 Staff and managers understand appropriate and inappropriate 
use of the MS Office Applications.   

 No breaches of the Data Protection Act via misuse of MS 
Office Applications. 

 No patient or confidential information is compromised through 
the improper use of MS Office Applications 

 Information that should be part of the corporate record is not 
stored within MS Office Applications 

Staff report receiving less inappropriate emails 

4. How will 
you measure 
the 
outcome? 

Recorded incidents of misuse on Datix 

5. Who is intended 
to benefit from the 
policy? 

The Trust and employees of the Trust 

6a). Who did you 
consult with? 

 

 

b). Please list any 
groups who have 
been consulted 
about this 
procedure. 

Workforce  Patients  
Local 
groups 

External 
organisations 

Other  

X     

Please record specific names of groups: 
Information Governance Group, RCHT 
Information Governance Steering Group, CFT 
Information Governance Sub Committee, NHSK 

 

c). What was the 
outcome of the 
consultation? 

 

 

 

Agreed 
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7. The Impact 

Please complete the following table.  If you are unsure/don’t know if there is a negative 
impact you need to repeat the consultation step. 

Are there concerns that the policy could have a positive/negative impact on: 

Protected 
Characteristic 

Yes No Unsure 
Rationale for Assessment / Existing 
Evidence 

Age 
 X   

Sex (male, female 
non-binary, asexual 
etc.)  

 X   

Gender 
reassignment  X   

Race/ethnic 
communities 
/groups 

 X   

Disability  
(learning disability, 
physical disability, 
sensory impairment, 
mental health 
problems and some 
long term health 
conditions) 

 X   

Religion/ 
other beliefs  X   

Marriage and civil 
partnership  X   

Pregnancy and 
maternity  X   

Sexual orientation 
(bisexual, gay, 

heterosexual, lesbian) 
 X   

If all characteristics are ticked ‘no’, and this is not a major working or service 
change, you can end the assessment here as long as you have a robust rationale 
in place. 

I am confident that section 2 of this EIA does not need completing as there are no highlighted 
risks of negative impact occurring because of this policy. 

Name of person confirming result of initial 
impact assessment: 

Martin Price, IT Security Manager 

If you have ticked ‘yes’ to any characteristic above OR this is a major working or 
service change, you will need to complete section 2 of the EIA form available 
here: 

Section 2. Full Equality Analysis 

For guidance please refer to the Equality Impact Assessments Policy (available 
from the document library) or contact the Human Rights, Equality and Inclusion 
Lead debby.lewis@nhs.net 

 

http://doclibrary-rcht-intranet.cornwall.nhs.uk/DocumentsLibrary/RoyalCornwallHospitalsTrust/ChiefExecutive/Templates/Section2FullEqualityAnalysis.docx
mailto:debby.lewis@nhs.net

