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Data Protection Act 2018 (General Data Protection Regulation – GDPR) 
Legislation 

The Trust has a duty under the Data Protection Act 2018 and General Data 
Protection Regulations 2016/679 to ensure that there is a valid legal basis to process 
personal and sensitive data. The legal basis for processing must be identified and 
documented before the processing begins. In many cases we may need consent; this 
must be explicit, informed, and documented. We cannot rely on opt out, it must be opt 
in. 

Data Protection Act 2018 and General Data Protection Regulations 2016/679 is 
applicable to all staff; this includes those working as contractors and providers of 
services. 

For more information about your obligations under the Data Protection Act 2018 and 
General Data Protection Regulations 2016/679 please see the Information Use 
Framework Policy or contact the Information Governance Team  

Royal Cornwall Hospital Trust rch-tr.infogov@nhs.net 
 

  

mailto:rch-tr.infogov@nhs.net
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1. Introduction 

1.1. From April 2008, NHS Employment Check Standards became a 
requirement in the NHS as part of the annual health check.  Similarly, robust 
identity checks were also enforced using the same identity management 
standards carried out by an NHS Registration Authority (RA) to verify an 
individual’s identity before allowing access to NHS Care Records Service 
(NCRS) applications. Combining these two parallel activities into a single 
Integrated Identity Management (IIM) process has proven to deliver significant 
benefits through HR/RA Process Integration and the move to Position Based 
Access Control (PBAC). 

1.2. Integrated Identity Management significantly improves access control to 
NCRS applications containing person identifiable information through 
revised business processes and the introduction of new software 
applications. 

1.3. The Cornwall and Isles of Scilly Health Community consists of the Royal 
Cornwall Hospitals Trust, Cornwall Partnership Foundation NHS Trust, and 
Kernow Clinical Commissioning Group and is hereafter known collectively 
as the Trust. 

1.4. Based on the significant benefits and improved governance the Cornwall 
Partnership Foundation NHS Trust, hereafter known as CFT, has 
implemented the Electronic Staff Record (ESR) interface alongside Care 
Identity Service (CIS).  

1.5. The other NHS organisations that make up the Cornwall and Isles of Scilly 
Health community have not fully implemented the ESR interface alongside 
CIS. 

1.6. To realise further benefits CFT has reviewed processes/procedures and 
explored integration opportunities, for both directly and externally employed 
staff, in the following areas: 

▪ new starters 

▪ managing change 

▪ leavers. 

1.7. Failure to adhere to this Policy, for Smartcard users and administrators, 
constitutes a breach of employment Terms and Conditions and could result 
in disciplinary action or removal of Smartcard access. 

1.8. This version supersedes any previous versions of this document. 

2. Purpose of this Policy  

2.1. The purpose of this document is to outline the agreed processes required 
(including any emergency processes required as part of the response to a 
major incident) to support the ESR Interface within CFT and CIS itself 
across the Trust. The document will also provide guidance to ensure that 
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relevant applications continue to be operated safely and efficiently through 
future developments. 

2.2. The document is not intended to be an exhaustive review of all HR and RA 
processes and procedures but rather will focus on necessary changes to 
the following key elements: 

▪ vacancy control process 

▪ new starter setup (from acceptance of offer of employment) 

▪ managing changes to person details, assignments and positions 

▪ leaver process 

▪ access control. 

3. Scope 

3.1. This document is the Integrated Identity Management Policy for the Trust and is 
relevant to both Registration Authority and ESR users to ensure that any 
changes made in ESR or CIS, particularly during a major incident, are 
considered and reviewed in accordance with the continued functionality of the 
software and the national Registration Authority Policy, 
https://digital.nhs.uk/binaries/content/assets/website-assets/services/ra-and-
smartcards/registration-authority-policy-v2.4.pdf.  

3.2. The intended audience of this document are those staff members situated 
within the RA, Workforce, Payroll, Recruitment and HR functions on ESR. 

4. Definitions / Glossary 

• ACP – Access Control Positions provide a simple and effective 
mechanism for providing users with the access they need in the course of 
their work.  

• Advanced RA Agent – Has the ability to action nearly all of the RA 
processes available to the RA Manager except the ability to assign users 
to RA roles in their own organisation and assign RA Managers in child 
organisations that are RA hosting. 

• CIS – Care Identity Services application is the registration software to 
manage NCRS access control and facilitate the Interface to ESR. 

• Cornwall NHS Health Community – all organisations with a connection 
to the Cornwall COIN (including Kernow Clinical Commissioning Group 
(KCCG), Royal Cornwall Hospitals Trust (RCHT), Cornwall Partnership 
NHS Foundation Trust (CFT), GP’s and other partner organisations). 

• eGIF – Electronic Government Interoperability Framework which defines 
the technical policies and specifications governing information flows across 
government and the public sector.  They cover interconnectivity, data 
integration, e-services and content management.  

https://digital.nhs.uk/binaries/content/assets/website-assets/services/ra-and-smartcards/registration-authority-policy-v2.4.pdf
https://digital.nhs.uk/binaries/content/assets/website-assets/services/ra-and-smartcards/registration-authority-policy-v2.4.pdf
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• ESR – Electronic Staff Record is the integrated Recruitment, HR, Payroll 
and learning management system in place within the Trust. 

• ESR-CIS Interface - ESR-CIS Interface can be used to link staff members’ 
records in ESR to user records in CIS in order to remove duplication and to 
drive access control based on the job that a person holds. 

• IIM – Integrated Identity Management is the combining of the parallel 
activities undertaken within Human Resources and the Registration 
Authority to create a single integrated process. 

• Local Smartcard Administrators – Also sometimes referred to as PIN 
resetters, are staff members working in suitable roles across the Trust that 
have the ability to renew Smartcard certificates and unlock Smartcards 
(when the user has forgotten their passcode, or PIN) for other Smartcard 
users on their ward or in their department (other than those staff members 
that have been assigned the role of Sponsor, RA Manager, Advanced RA 
Agent or RA Agent). 

• NCRS – The National Care Records Service is an NHS organisation 
whose objective is to provide patient centred care by ensuring that 
information is made available wherever and whenever it is needed.  This is 
achieved by the creation of electronic care records which are accessible 
across the NHS network. 

• PBAC - Position Based Access Control (PBAC) grants access to NCRS 
applications according to the position to which the staff members are 
assigned. 

• PDS – Personal Demographics Service are electronic records containing 
demographic information about patients and their NHS Number. 

• Physical Smartcard – An approved physical card supplied by the 
authorised supplier of cards to NHS Digital and, subsequently, the Trust, 
similar to chip and PIN bank cards. 

• RA – Registration Authority is an official, or committee, within the 
organisation who is responsible for ensuring that all aspects of registration 
services and operations are performed in accordance with national 
Registration Authority policy and procedures.  The Trust has delegated the 
RA Management responsibility to the Royal Cornwall Hospital’s Trust RA 
Manager, employed by Cornwall IT Services (CITS).  

• RA Agent – Has the ability to grant requests approved by Sponsors and 
subsequently print Smartcards for new applicants as well as the ability to 
renew Smartcard certificates and unlock Smartcards for other Smartcard 
users (other than those staff members that have been assigned the role of 
Sponsor, RA Manager, Advanced RA Agent or RA Agent). 

• RA Manager – Staff member within the RA who has overall responsibility 
for local Registration Authority processes and governance. 
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• Safe Haven – The term ‘safe haven’ is a location (or in some cases a 
piece of equipment) situated within the Trust premises where 
arrangements and procedures are in place to ensure personal identifiable 
information can be held, received and communicated securely.  

• SCR – Summary Care Record is an electronic record containing 
information about any medicines being taken, allergies or bad reactions to 
medicines previously taken.  Clinical staff members will be able to access 
this information and prevent mistakes from being made when providing 
care in an emergency or when a GP practice is closed. 

• Smartcard – Physical, virtual or other device, such as an iPad, which 
enables healthcare professionals to access clinical and personal 
information appropriate to their role on the Spine. 

• Spine – The Spine is a set of national services used by the National Care 
Records Service which includes PDS, SCR and SUS. 

• Sponsors – Sponsors are appointed and entrusted to act on behalf of the 
Trust Executive team in determining who should have access to NCRS 
applications, the level of access required and maintaining the 
appropriateness of that access. 

• Staff members – People who are directly employed by, or contracted to 
provide service to, or are part of an agreement with the organisation. 

• SUS – Secondary Uses Service uses information from patient records to 
provide anonymised business reports and statistics for research, planning 
and public health delivery. 

• Virtual Smartcard – A solution that provides the same access 
functionality as a physical Smartcard but the card itself may be stored on a 
device or in the cloud. 

5. Ownership and Responsibilities  

5.1. Role of the Chief Executive 

The Chief Executive has overall accountability for all aspects of policy setting 
and implementation. 

5.2. Role of the Executive Management Team 

The Executive Management Team are responsible for ensuring that there is a 
Board or Executive Management Team level individual who is overtly identified 
and named and has overall accountability in the organisation for RA activity and 
for formally appointing the RA Managers and the Sponsors. 

5.3. Role of the Information Governance Committee  

The Trust’s Information Governance Committee/Sub Committee is responsible 
for:  
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▪ ratifying the Policy  

▪ ensuring that it is disseminated to all relevant staff members.  

5.4. Role of the Managers  

Managers who have responsibility for recruitment or who have been appointed 
as a Sponsor, are responsible for: 

▪ reading this policy and ensuring that they understand its contents 

▪ implementing and monitoring the operation of this policy within their 
functional, areas 

▪ ensuring that staff members follow and adhere to this policy at all times, 
particularly during a major incident 

▪ ensuring that processes and procedures are in place to facilitate effective 
compliance with this policy, particularly during a major incident 

▪ informing Workforce or the RA when a member of their staff, that has been 
issued a smartcard, leaves the organisation or changes role. 

5.5. Role of the Local Smartcard Administrator  

Staff members who have been identified as Local Smartcard Administrators are 
responsible for local user management tasks such as unlocking Smartcards and 
resetting passcodes or PINs. 

5.6. Role of ESR Administrators 

5.6.1. The ESR Administrator is responsible for receiving the completed 
assignment form for staff members directly employed by CFT after 
viewing the identification documents required. Where these are in order, 
access and addition to ESR will be made; the ESR Administrator should 
assign the user an ESR Position, take a photograph and print and 
arrange for the Smartcard to be issued.  

5.6.2. The ESR Administrator is specifically responsible for: 

▪ implementing the procedural documents at the local level 

▪ issuing smartcards to the relevant staff members who have proven 
identities in accordance with the national process (via Appointment 
Form) 

▪ updating ESR records for staff members directly employed by the 
organisation in accordance with the line manager’s requirements 
which may include changing the ESR assigned position (via 
Contract Amendment Form – CAF) 

▪ revoking Smartcard access in accordance with the line manager’s 
requirements (via Resignation Form) 
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▪ ensuring that the national RA processes are adhered to  

▪ escalating any process, hardware and application problems to the 
RA Manager 

▪ ensuring that all forms and any other material which supports the 
issue/ revocation of a Smartcard and the position associated with 
the card are retained in accordance with the Trust Records 
Retention Policy  

▪ ensuring that activities relating to the Registration Authority Agent 
function are in compliance with the Trust information governance 
policies and procedures. 

5.7. Role of Registration Authority Team 

5.7.1. The Registration Authority (RA) Team is a team within Cornwall IT 
Services, responsible for ensuring that all aspects of registration services 
and operations are performed in accordance with national policies and 
procedures. They are responsible for providing arrangements that will 
ensure tight control over the issue and maintenance of Smartcards, 
whilst providing an efficient and responsive service that meets the needs 
of the users. 

5.7.2. The RA Team is responsible for processing requests for all other staff 
members after viewing the identification documents required. Where 
these are in order, access and addition to CIS will be made; the RA 
Team member will assign the user an NCRS Position, take a photograph 
and print and arrange for the Smartcard to be issued.  

5.8. Role of the Registration Authority 

5.8.1. The Registration Authority (RA) is a team, the RA Team, within Cornwall 
IT Services, who are responsible for ensuring that all aspects of 
registration services and operations are performed in accordance with 
national policies and procedures. They are responsible for providing 
arrangements that will ensure tight control over the issue and 
maintenance of both physical and virtual Smartcards, whilst providing an 
efficient and responsive service that meets the needs of the users.  
 

5.8.2. The Registration Authority is made up of the following personnel: 

▪ Registration Authority Manager 

▪ Deputy Registration Authority Manager  

▪ Advanced Registration Authority Agents. 

5.8.3. The Registration Authority is responsible for: 

▪ ensuring that the national registration processes are adhered to  
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▪ ensuring that any local processes developed to support the national 
registration processes are adhered to  

▪ ensuring that any emergency processes developed to support the 
Trust during a major incident are adhered to and that robust 
processes exist to assist with the return to business as usual 

▪ ensuring that there is sufficient availability of resource to operate 
the registration processes in a timely and efficient manner to meet 
their organisational responsibilities 

▪ implementing the procedural documents at the local level 

▪ issuing smartcards to the relevant staff members who have proven 
identities 

▪ updating CIS records for staff members in accordance with the line 
manager’s requirements which may include changing the assigned 
position 

▪ revoking Smartcard access in accordance with the line manager’s 
requirements 

▪ escalating any process, hardware and application problems to the 
RA Manager 

▪ ensuring that all copies of identity documents and any other 
material which supports the issue/ revocation of a Smartcard and 
the position associated with the card are retained in accordance 
with the Trust Records Retention Policy 

▪ ensuring that activities relating to the Registration Authority Agent 
function are in compliance with the Trust information governance 
policies and procedures 

▪ ensure that any positions and associated access profiles are 
reviewed regularly and accuracy is maintained. 

5.9. Role of the RA Manager 

The RA Manager is responsible for providing a comprehensive RA service. This 
includes establishing an RA team, developing robust processes around them 
and producing and developing this policy for the Trust. In summary: 

▪ to appoint and manage a team of RA Agents and to ensure that schedules 
and rotas are devised to accommodate the Trust’s RA requirements 

▪ to manage the day to day operation of the local Registration Authority 

▪ ensuring that the national RA processes for Smartcard issue/revocation 
and profile modification are adhered to within the Trust 

▪ ensuring that the RA team members are adequately trained 
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▪ ensuring that the RA team members are familiar with any emergency 
processes developed to support the Trust during a major incident 

▪ ensure RA Agents are familiar with and understand the practice for eGIF 
identity checking, the setup and operation of the Registration Authority and 
this document 

▪ escalating any process, hardware and application problems to the notice 
of appropriate NHS Digital and NCRS groups  

▪ providing support to Advanced RA Agents, RA Agents, Sponsors and 
Local Smartcard Administrators on process, hardware and application 
problems 

▪ responsible for maintaining and managing an audit trail of all Smartcards 
issued by the Registration Authority and access granted and revoked 

▪ monitoring training compliance of the  RA team members and ensuring 
that they are familiar with the local and national RA processes 

▪ to ensure the Registration Authority functions in compliance with the Trust 
information governance policies and procedures 

▪ to maintain an inventory of all RA equipment including Smartcards and 
ensuring that all is in good working order 

▪ have a line of professional accountability to uphold good RA practice to 
NHS Digital. 

5.10. Role of the Deputy RA Manager 

The Deputy RA Manager is responsible for:  

▪ assigning, sponsoring and registering RA Agents, assisting the 
Registration Authority (RA) Manager in ensuring that there are sufficient 
resources to operate the registration processes in a timely and efficient 
manner to meet the customer requirements 

▪ monitoring training compliance of the RA team members and ensuring that 
they are familiar with the local and national RA processes 

▪ ensuring that staff members only have one active Smartcard associated to 
and issued to them 

▪ ensuring that all registration and associated information is stored securely 
in accordance with the Data Protection Act 1998 and GDPR Data 
Protection Regulations from 25th May 2018 

▪ ensuring that there is a sufficient supply of Smartcards and Smartcard 
hardware for the RA 

▪ maintaining the method of allocating positions to relevant Smartcard users 

▪ maintaining an audit on smartcard processes and use  
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▪ observing the same responsibilities as the RA Agent when performing 
their RA duties 

▪ monitoring staff members’ compliance with the NHS Care Records Service 
Smartcard Terms and Conditions. 

5.11. Role of the Registration Authority Agents 

5.11.1. The RA Agent is responsible for receiving Smartcard applications where 
required and, after viewing the identification documents required, 
access and addition to CIS will be made; the RA Agent assigns the user 
the position, (which has been indicated by the Sponsor), takes a 
photograph and prints and issues the Smartcard.  

5.11.2. The RA agent is specifically responsible for: 

▪ implementing the procedural documents at the local level 

▪ providing support to the local Registration Authority 

▪ issuing Smartcards to the relevant users who have been sponsored 
and who have proven identities in accordance with the national 
process  

▪ updating Smartcard profiles in accordance with the sponsor’s 
requirements which includes adding and removing positions 

▪ cancellation of Smartcards in accordance with the sponsor’s 
requirements 

▪ ensuring that the national RA processes are adhered to within the 
Trust  

▪ ensuring Smartcard users comply with the NHS Care Records 
Service Smartcard Terms and Conditions 

▪ escalating any process, hardware and application problems to the 
Deputy RA Manager 

▪ ensuring that activities relating to the Registration Authority Agent 
function are in compliance with the Trust information governance 
policies and procedures. 

5.12. Role of the Registration Authority Sponsors 

The responsibilities a Sponsor has for their organisation are: 

▪ approve user registrations as defined by the Executive Management Team 
and the Trust 

▪ be familiar with the different types of Access Control Positions to approve 

▪ ensure that access profiles submitted to a Registration Authority follow the 
“National RBAC Database” and any application based RBAC and or PBAC 
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material published by suppliers, on the RA website, or developed locally, 
and understand the implications of approving the access profiles 

▪ work with RA agents to maintain access to NCRS compliant applications 
within their area of responsibility that is consistent with the “NHS 
Confidentiality Code of Practice” which includes access control position 
assignment and removal and the revocation of NHS Smartcards and NHS 
Smartcard certificates 

▪ be familiar with the applications they sponsor users for via briefing material 
from the application providers 

▪ ensuring their contact details including email address and telephone 
numbers are recorded on CIS 

▪ complete the e-learning modules available via the NHS Digital website or 
the OLM system in ESR 

▪ complete the required IG training 

▪ complete any local training requirements  

▪ renewing a user’s NHS Smartcard certificates if confident of the user’s 
identity  

▪ unlocking Smartcards and resetting passcodes or PINs  

▪ manage the distribution of Short-term Access Service (SAS) Smartcards 

▪ submit a request relating to a change in their own access rights. 

5.13. Role of Staff Members Issued with a Smartcard 

5.13.1. The staff member is responsible for the correct daily usage of their 
Smartcard in line with their job role and associated business functions, 
ensuring that the card is never used by others and their passcodes are 
never comprised. If the staff member believes their passcode to be 
comprised they are responsible for changing them immediately.  Advice 
can be sought via their Sponsor, the RA or the CITS IT Service Desk. 

5.13.2. All staff members issued with a Smartcard to access NCRS applications 
are responsible for:  

▪ making themselves aware of the procedural documents relating to 
Smartcard usage 

▪ complying with this policy 

▪ complying with the NHS Care Records Service Smartcard Terms 
and Conditions 

▪ raising any queries about the implementation of Trust Documents 
with their line manager or the RA Manager 
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▪ alerting their line manager of any non-compliance with this policy. 

6. Standards and Practice 

CFT operates an integrated process for HR and RA in that a significant element of 
the Registration Authority function should be encompassed within the Workforce 
department. 

The other NHS organisations that make up the Cornwall and Isles of Scilly Health 
community do not operate an integrated process and the Registration Authority 
function is an entirely separate function and is encompassed within CITS. 

Local processes to be followed must match the national ‘Registration Authorities 
Process Guidance’ and any variation will be documented locally. 

6.1. Registration 

6.1.1. Existing CFT Staff Members 
CFT Staff members requiring an RA Smartcard for the purpose of 
their role make an appointment to meet with the Workforce team.  
At this face to face meeting the staff member’s identity is verified 
and a photograph is taken prior to the Smartcard being produced.  

6.1.2. Existing Staff Members from Other Organisations 

Staff members from RCHT, KCCG and primary care organisations 
in Cornwall requiring a Smartcard for the purpose of their role make 
an appointment to meet with the Registration Authority team. At this 
face to face meeting the staff member’s identity is verified and a 
photograph is taken prior to the Smartcard being produced. 

6.1.3. New Starters for CFT 

The Workforce team attends the Trust induction where the 
inductee’s identity is verified face to face and a photograph taken. 
Once this has been completed the Workforce team will record the 
identity checks in ESR so that they can produce the Smartcard. On 
receipt of the completed Appointment Form (signed by the Line 
Manager) their ESR person record will be associated to the NCRS 
user record to ensure that the relevant NCRS application access is 
assigned to them when needed without delay. 

6.1.4. New Starters for Other Organisations 

New starters from RCHT, KCCG and primary care organisations in 
Cornwall that require a Smartcard for the purpose of their role make 
an appointment to meet with the Registration Authority team. At this 
face to face meeting the staff member’s identity is verified and a 
photograph is taken prior to the Smartcard being produced. 
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6.2. Registration During a Major Incident 

6.2.1. Existing Staff Members 

Staff members from RCHT, KCCG and primary care organisations 
in Cornwall requiring a Smartcard for the purpose of their role 
provide a passport-sized photograph and suitable copies of the 
relevant documents required to verify their identity along with details 
of their date of birth and their National Insurance number to the RA 
Team who will check and grant the application. As soon as the 
information and the verified photograph is uploaded to CIS the 
physical Smartcard may be issued unlocked by the RA Agent and 
posted to the most appropriate Local Smartcard Administrator, 
relevant Sponsor or the business address provided by the applicant 
initially. 

Alternatively, the staff member may be asked to undertake an 
identity check using video conferencing software to allow the RA 
Agent to take an acceptable photograph of the staff member and 
obtain suitable copies of the relevant documents required to verify 
their identity before uploading the information and the photograph to 
CIS prior to the application being checked and granted by the RA 
Team, noting the approval of the relevant Sponsor. The Smartcard 
may be issued unlocked. 

6.2.2. New Starters  

New starters from RCHT, KCCG and primary care organisations in 
Cornwall requiring a Smartcard for the purpose of their role provide 
a passport-sized photograph and suitable copies of the relevant 
documents required to verify their identity along with details of their 
date of birth and their National Insurance number to the RA Team 
who will check and grant the application.  

As soon as the information and the verified photograph is uploaded 
to CIS the physical Smartcard may be issued unlocked by the RA 
Agent and posted to the most appropriate Local Smartcard 
Administrator, relevant Sponsor or the business address provided 
by the applicant initially. 

Alternatively, the staff member may be asked to undertake an 
identity check using video conferencing software to allow the RA 
Agent to take an acceptable photograph of the staff member and 
obtain suitable copies of the relevant documents required to verify 
their identity before uploading the information and the photograph to 
CIS prior to the application being checked and granted by the RA 
Team, noting the approval of the relevant Sponsor. The Smartcard 
may be issued unlocked. 
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6.3. Position Based Access Control (PBAC) 

6.3.1. CFT have reviewed NCRS application access used within the 
organisation and has developed Access Control Positions using a 
‘bottom up’ approach based on these findings.  

6.3.2. Primary care organisations in Cornwall have a set of Access Control 
Positions based on an agreed national template. 

6.3.3. The other NHS organisations that make up the Cornwall and Isles of 
Scilly Health community have developed Access Control Positions on 
an ad-hoc basis, typically when a request is made. 

6.3.4. It is expected that Access Control Positions will be reviewed either on 
an ad-hoc basis when a request has been made or on a six monthly 
period to ensure that the current requirements are still valid. Any 
adjustments will be processed using the relevant options below. 

6.3.5. Amendments to an Existing Access Control Position 

It is likely that the RA will receive a notification to amend an existing 
Access Control Position via four separate methods: 

▪ a request from an existing system owner 

▪ identification of amendment through the review process 

▪ notification from a supplier that an amendment is required 

▪ Trust acquisitions or mergers. 

Whatever method is used for requesting the change the process for 
amendment will follow the authorisation process that has been 
established within the Trust.  

Therefore the suggested, or requested, change will need to be 
approved by the CITS RA Manager, the Trust Caldicott Guardian and 
the Head of Information Governance before the amendment is made to 
the Access Control Position. Once approval has been received the 
Registration Authority will process the change.  

If the request for change is denied the person that made the request will 
be notified of the outcome and this, in turn, could then determine 
whether a new Access Control Position is created.  It is necessary to 
ensure that any changes are documented and included within the 
PBAC Master Access Control Position table. 

6.3.6. Removal of an Access Control Position 

If, during the review process, the RA identify that an Access Control 
Position (ACP) is no longer required, the RA must identify who is 
currently assigned to the Access Control Position and determine 
whether the staff member in question need to be assigned to a new 
position.  
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Once this has been determined it is necessary to ensure that the 
change is documented and included within the PBAC Master Access 
Control Position table. Upon receiving authorisation the RA will notify 
the CFT ESR Administrators to ensure that the ESR position linking is 
modified in accordance with the change. 

Once these steps have been completed the RA will be able to close 
down the Access Control Position and the CFT ESR Administrators will 
need to re-run the Submit Request process to prevent the Access 
Control Position from being assigned. 

6.3.7. New Access Control Position 

A new Access Control Position (ACP) can be identified in a variety of 
ways as follows: 

▪ a new NCRS application 

▪ a request to amend an existing Access Control Position 

▪ a new ESR Position  

▪ identification through the review process. 

When new ACPs are identified the Registration Authority team will need 
to determine who requires this access and ensure that the PBAC 
Master Access Control Position table is updated.  

Upon receiving authorisation the NCRS ACP(s) will be created, 
approved and granted in CIS before being downloaded into CFT ESR 
via the Work structures URP, Submit Request process so that it is 
available for linking. 

6.3.8. ESR Position Linking 

CFT has identified that, to ensure maximum benefits are achieved; the 
employed staff member will have their access to NCRS applications 
managed via the ESR-CIS Interface. 

The mapping will also need to be considered when creating, amending 
or removing ESR Positions to ensure that CFT staff members assigned 
to these positions maintain the correct access to NCRS applications. All 
position linking will be completed in accordance with the approved 
PBAC Master Access Control Position table. 

The exceptions for this are staff members not directly employed and 
therefore without a record on ESR. These staff members should be 
managed via CIS only. 

6.3.9. ESR Position Re-Matching 

The CFT ESR Administrators will determine whether the ESR Position 
in question is or not linked to an ACP. A review must be undertaken to 
confirm that either: 
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▪ the current ACP is still required 

▪ a new ACP needs to be approved and created 

▪ access to NCRS applications no longer required 

▪ a different existing ACP is required to be linked. 

If access is no longer required the RA will need to ensure that the ESR 
PBAC Master Mapping Table is updated before it is submitted for 
authorisation and approval. The CFT ESR Administrators will then send 
out a communication to the affected staff member advising them of the 
change.  

6.3.10. Removal of a CFT ESR Position 

Before a CFT ESR position is removed the CFT ESR Administrators 
must check if it is linked to an ACP. If linking is in place the CFT ESR 
Administrator must ensure that the staff members currently assigned to 
the position are transferred into another position with the relevant 
NCRS application access.  

If staff members are moved into another CFT ESR Position that does 
not have an ACP linked the staff member will automatically lose their 
NCRS application access. 

6.3.11. New ESR Position 

If a new CFT ESR Position is required the CFT ESR Administrators will 
ensure that communication is made with the relevant staff member 
within the organisation to ascertain the required ACP or NCRS access. 

6.4. Personal Information Management 

6.4.1. CFT will use ESR to automatically inform CIS of any personal detail 
changes, ensuring that the data is kept up to date in CIS and consistent 
with ESR.  

6.4.2. Amendments to the data items below, in ESR, will automatically trigger 
a message to be sent to CIS for ‘granting’ and the CFT ESR 
Administrators will ensure that they regularly monitor CIS to accept or 
reject these changes.  

6.4.3. The personal details that are shared with CIS from ESR are as follows: 

▪ title  

▪ first, middle or family name 

▪ NI Number  

▪ date of birth  

▪ email address (Person Form)  
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▪ work phone number (Phones Form) 

6.4.4. work mobile number (Phones Form). 

6.4.5. Once a message from ESR is granted in CIS, the CIS record is locked 
and can only be changed via ESR. 

6.5. Automated Addition and Revocation of NCRS Application 
Access 

6.5.1. When a CFT staff member has their assignment status (linked to an 
ESR position linked to an ACP) changed from an ‘active’ status in ESR, 
a message is sent to CIS via the interface to remove access to NCRS 
applications. This ensures that amendments to NCRS application 
access take place in a timely manner, extra resource is not required 
and information governance is greatly enhanced. 

6.5.2. Active assignment statuses are: 

▪ active assignment 

▪ acting up 

▪ internal secondment. 

6.5.3. Changes to an inactive assignment status will result in the automatic 
revocation of NCRS application access for the CFT staff member. The 
changes resulting in an inactive assignment status on ESR are: 

▪ assignment costing deletion 

▪ career break 

▪ maternity 

▪ out on external secondment - paid  

▪ out on external secondment – unpaid 

▪ suspend with pay 

▪ widow/widower 

▪ active contingent assignment 

▪ end 

▪ suspend assignment 

▪ suspend no pay 

▪ suspend contingent assignment  

▪ terminate assignment 



Integrated Identity Management Policy V3.0 

Page 20 of 36 

▪ terminate process assignment 

▪ inactive not worked. 

6.6. ESR Maintenance 

There are elements of ESR that require regular monitoring and review to 
ensure that the CFT ESR-CIS interface continues to function correctly. 
These elements are identified below. 

6.6.1. NCRS Sponsors in ESR 

A sponsor, from a Registration Authority perspective, is an individual 
nominated by the organisation executive to approve changes in NCRS 
relating to access to applications for end users. A number of different 
sponsor functions can be defined in CIS. The sponsor roles that will 
relate to ESR are ‘B1300 - Approve RA Requests, B0002 ‘Approve RA 
Requests (Sponsorship Rights)’ and B0272 ‘Approve RA Requests 
(Advanced)’. 

ESR needs to know which employees are RA Sponsors in order to send 
messages across the interface to the correct Worklist in CIS. The 
Supplementary Role of ‘NCRS Sponsor’ has been defined which has 
been allocated to all such CFT employees. CFT has agreed that there 
will be one individual sponsor assigned in ESR and this set-up was 
completed as part of the interface activation activities.  

To change the Sponsor role in the future the CFT ESR Administrators 
will need to assign the NCRS Sponsor Supplementary Role to the 
specified person. Once the role is assigned the CFT ESR administrator 
will add the Sponsor’s name to the CFT hierarchy at the appropriate 
level. 

This element should be reviewed every six months to ensure the 
nominated Sponsor is still relevant. Also the status of the Sponsor will 
need to be tracked to ensure that their assignment remains active and 
that plans are established to replace the NCRS Supplementary Sponsor 
role should this change. Failure to maintain this role will cause the ESR-
CIS Interface to generate business errors due to the Sponsor no longer 
being valid. 

The Sponsor element of the CFT ESR-CIS Interface is not required to 
carry out any physical tasks but must be kept up to date at all times. 
This is one of three main requirements for messages to pass from ESR 
to CIS and the person in question must have been issued with a 
Smartcard.  If the CFT employee with the supplementary role of NCRS 
Sponsor leaves the Trust then, prior to their end date, the 
supplementary role will need to be re-assigned to the replacement 
employee. 
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6.6.2. RA Agent Configuration in ESR 

The ESR Supplementary Role of ‘NCRS RA Agent’ is used to record 
the identity of the RA Agent who performed the identity checks and 
records the checks in ESR.  

The verification of identity forms includes a field ‘Enter Name of RA 
Agent that verified ID’ containing a list all staff members who have been 
assigned this role.  

To setup RA Agents within Workforce the CFT ESR Administrators will 
need to assign the NCRS RA Agent Role to the specified persons. This 
element will be reviewed periodically every six months unless any of 
these staff members either leave the organisation or move to another 
job within the Trust. 

6.6.3. ODS Codes in ESR 

The ODS Code is a crucial element of the ESR-CIS Interface. CFT has 
identified an ODS Code for the organisation which is available in ESR 
and has been added to the Trust level of the hierarchy. 

If the ODS code were to change or a new one added the CFT ESR 
Administrators must raise an SR with the supplier to ensure that the 
correct ODS Code is made available for use within the Trust VPD. Once 
this has been completed the ODS Codes must be updated/added in line 
with the ESR guidance. 

As a minimum the ODS Code must be placed at the Trust level of the 
organisations hierarchy and can only be altered or amended by the 
relevant CFT ESR administrator. 

If required CFT can assign multiple ODS codes within ESR at the 
topmost level of the hierarchy where it is required. This ensures that 
ESR sends messages to the correct CIS instance. 

6.6.4. Worklists in ESR 

A Worklist can be described as a ‘to do’ list in CIS and is used to store 
requests awaiting approval and granting. Worklists are defined in CIS 
and need to be allocated to ESR organisational units (in work 
structures). There can be as many as required. In CFT it has been 
agreed that there will initially be one Worklist set up in ESR.  

To ensure that the CFT ESR-CIS Interface functions correctly the 
Worklist(s) need to be assigned to the correct level(s) within the 
organisations hierarchy. The Worklist information is taken from CIS and 
to make it available within ESR the CFT ESR administrator must submit 
a request to retrieve it.  

This element should be reviewed every six months to ensure the 
Worklist is still relevant. Should it be identified that this requires 
amending it must be completed immediately. 
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6.6.5. RA Notifications in ESR 

RA Notifications are required to be assigned to the CFT ESR 
Administrators to ensure that messages relating to errors encountered 
between ESR and CIS are made available in a timely manner.  

CFT has assigned the notification roles as appropriate to the staff 
members within Workforce that utilise the ESR-CIS Interface and this 
will be reviewed periodically every six months unless any of these staff 
members either leave the organisation or move to another job within the 
Trust. 

The recipients of the notifications within the Trust will ensure that the 
incoming notifications are checked on a regular basis, at least daily, in 
order to identify and raise awareness to relevant persons if there are 
any issues with the CFT ESR-CIS Interface. 

6.6.6. NCRS RA Agent Notifications 

This role will enable the CFT ESR Administrators to receive 
workflows related to general errors in messages sent to CIS via the 
interface (Excluding Add NCRS User and re-open NCRS User 
requests). 

6.6.7. NCRS Add Employee Errors Notifications 

This role will enable the CFT ESR Administrators to receive 
workflows related to Employees (Add NCRS user and Re-open 
NCRS user requests only). 

6.6.8. NCRS Add Applicant  Errors Notifications 

This role will enable CFT ESR Administrators to receive workflows 
related to Applicants (Add NCRS user and Re-open NCRS user 
requests only). 

6.6.9. RA URPs in ESR 

CFT has allocated the HR Admin with RA URP to all relevant CFT ESR 
Administrators matched to the Access Control Position of RA Agent. 
This URP has been allocated to staff members to ensure that multiple 
people have the ability to carry out tasks within the functionality of the 
ESR-CIS Interface.  

The CFT ESR Administrators will review the allocation of this URP on a 
regular six monthly basis, or on an ad-hoc basis to ensure that they are 
appropriately assigned to ensure business continuity. 

6.7. CIS Directly Managed Access 

CFT acknowledges that there are some instances where staff members cannot 
have their NCRS application access managed via the ESR-CIS Interface and 
these staff members will need to have their NCRS application access managed 
via CIS directly. 
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It has been determined that the staff members being managed via CIS 
directly within CFT will consist of the following groupings: 

▪ temporary or agency staff members (non-ESR) 

▪ contractors (non-ESR). 

The other NHS organisations that make up the Cornwall and Isles of 
Scilly Health community acknowledge that their staff members cannot 
have their NCRS application access managed via the ESR-CIS 
interface and that their staff members will need to have their NCRS 
application access managed via CIS directly. 

All requests relating to CIS directly managed access to NCRS 
applications, including those relating to new starters, contract or 
demographic changes or leavers, will be dealt with by the Registration 
Authority. 

6.7.1. Existing Staff Members and New Starters 

Where a new starter or existing staff member not directly employed by 
CFT requires a Smartcard, this must be facilitated through the RA. 

Smartcards will be issued by the RA to those staff members not directly 
employed by CFT, existing or new, where access to NCRS applications 
is required for service delivery.  

Smartcards will NOT be issued to anyone until all the following 
conditions have been satisfied: 

▪ the applicant must have completed any required training and 
supplied identification, to the satisfaction of their Sponsor and the 
RA Agent 

▪ the applicant has produced three valid forms of identification which 
can be: 

▪ a passport and/or photo card driving licence with digital photo and 
signature 

▪ active in community documents proving name and address, dated 
within the previous three months (acceptable community 
documents can include service or utility bills, bank statements, rent 
books, library letters and firearm certificates). 

6.7.2. Organisational Changes 

This will be necessary whenever a user changes position within the 
organisation where access is not managed via the ESR-CITS interface 
or has responsibilities added to or removed from their existing position 
requiring them to have their access to NCRS applications modified. 
Equally this may be required when a staff member not directly 
employed by CFT leaves or no longer requires access to NCRS 
applications and therefore must have that access revoked. Whenever a 
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change to a Smartcard user’s position is identified the relevant Sponsor 
must authorise the changes required.  

The following are examples of when position changes would be 
needed:  

▪ a new staff member not directly employed by CFT joins the 
organisation when they are already registered and hold a smartcard 

▪ a locum staff member taking on the role of a clinician to cover 
absence. 

Once the relevant Sponsor has authorised the change(s) the request 
will be processed by the RA. Should there be any problems these will 
be referred to the approving Sponsor.  

6.7.3. Leavers 

Sponsors are required to submit a request for those staff members not 
directly employed by CFT for whom they are responsible if a card is to 
be revoked due to the staff member leaving the NHS. 

6.7.4. Personal Detail Changes on a Smartcard 

A request to change the personal details of a staff member not directly 
employed by CFT will need to be made to enable the RA to change the 
following personal details on CIS:  

▪ title  

▪ first, middle or family name 

▪ email address  

▪ work phone number  

▪ work mobile number. 

A face-to-face meeting will be required if the request requires a change 
to the name that is printed on the Smartcard.  

6.7.5. Locums and Agency Personnel 

Temporary staff members filling roles may need access to NCRS 
applications as part of their role. The following points should be 
considered:  

▪ staff members working as part of a team may not need a Smartcard 
to fulfil the role 

▪ some temporary staff members could already be registered with a 
Smartcard and will only require an ACP to be added 
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▪ temporary staff members who are Smartcard holders may not have 
sufficient training in the use of the particular NCRS application 
needed to be accessed. 

6.7.6. Keep in Touch Days 

Following the relevant CFT staff member’s assignment status changing 
to Maternity in ESR as required the Line Manager will contact the RA to 
request the relevant NCRS access be applied for the staff member. 
Upon the staff member’s return the ESR Administrators will associate 
the user immediately ahead of their change to an active assignment 
status. 

When the CFT employee returns to work (and the assignment status is 
changed to ‘active’) ESR will automatically control NCRS access and 
overwrite any previous access that may have been granted in CIS. 

6.8. Issuing of Smartcards 

6.8.1. Issuing a Physical Smartcard 

The RA Team may issue a physical Smartcard in an unlocked state 
where the applicant is present in a face-to-face meeting with an RA 
Team member and is able to self-select a unique passcode during the 
meeting. 

If the applicant is not present in a face-to-face meeting with an RA 
Team member, the RA Team member must issue the physical 
Smartcard locked. A locked Smartcard may be unlocked by a Local 
Smartcard Administrator or Sponsor. 

6.8.2. Issuing a Virtual Smartcard 

The RA Team may issue a virtual Smartcard where the applicant is 
present in a face-to-face meeting with an RA Team member and where 
the applicant is not required to be assigned an RA role, such as RA 
Agent, Sponsor or Local Smartcard Administrator.  

The RA Team member will issue the virtual Smartcard in an unlocked 
state in CIS and then register the applicant in the Isosec web portal by 
entering their NHSmail address and a valid mobile phone number which 
will allow the applicant to visit the Isosec self-service portal where they 
can choose a password (eight to 30 characters with at least one letter 
and one number) before the virtual Smartcard is issued. 

The password will be self-selected by the applicant upon completion of 
a one-time online registration using the Isosec portal using multi-
factor authentication that requires access to a suitable mobile 
phone capable of receiving SMS text messages. 
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6.9. Issuing of Smartcards During a Major Incident 

6.9.1. Issuing a Physical Smartcard  

The RA Team may issue a physical Smartcard in an unlocked state. 
The passcode should be a randomly generated 6-digit passcode. The 
passcode must be conveyed to the staff member in a separate 
communication and only upon confirmation by the staff member of the 
safe receipt of the Smartcard and only having further identified the 
applicant’s identity. 

The Smartcard may be posted to the most appropriate Local Smartcard 
Administrator, relevant Sponsor or the workplace address provided by 
the applicant initially. 

Where the staff member is unable to visit the workplace to collect the 
physical Smartcard, the RA Agent may post the Smartcard to the staff 
member’s home address in an unlocked state as above, remembering 
to include the Smartcard in a separate envelope marked “NHS 
Smartcard Enclosed” inside the addressed envelope, marked “Private 
and Confidential, Addressee Only” with the RA Agent’s return address 
clearly visible on the outer envelope. 

6.9.2. Issuing a Virtual Smartcard 

The RA Team may issue a virtual Smartcard, allowing the applicant to 
self-enrol. The virtual Smartcard should be issued in accordance with 
section 6.8.2, Issuing a Virtual Smartcard. 

6.10. Smartcard Maintenance 

6.10.1. Lost, Stolen and Broken Smartcards 

As part of the process for preventing unauthorised or inappropriate use 
of Smartcards, Sponsors are required to inform the RA Team 
immediately or the CITS IT Service Desk so the card can be cancelled 
and submit a request if a card is to be cancelled (lost or stolen for 
example) or re-issued because of a fault or damage. 

Smartcards should be treated with care and protected to prevent loss or 
damage. 

Lost, stolen, damaged or faulty Smartcards should be reported to the 
RA as soon as is practical. 

Once confirmed that a Smartcard has been lost or damaged the RA will 
arrange to have the lost or damaged Smartcard revoked and replaced 
as soon as possible. In the case of loss or theft the RA Manager must 
be informed so that checks may be made to ensure that the Smartcard 
has not been misused. 

When an issued Smartcard becomes unusable or is lost or stolen the 
Smartcard certificate must be revoked. 
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As long as the Smartcard holder’s identity can be verified, a new 
Smartcard may be issued. If there is any difficulty verifying the user’s 
identity the user’s Sponsor must be contacted and the user’s identity 
confirmed. It is vital that the Sponsor’s identity can be relied upon when 
contacting them to verify the user’s identity. 

6.10.2. Passcode Unlocking and Changing 

Staff members who have forgotten their passcode (PIN) or suspect that 
it may be known by another or who have been locked out of NCRS 
applications because of three failed login attempts should report the 
problem to their Local Smartcard Administrator (PIN Resetter)  as soon 
as is practical. Once notified, the Local Smartcard Administrator will 
arrange to have the passcode changed for the staff member. The 
Smartcard holder must be present when the passcode is reset. 

6.10.3. Smartcard Certificate Expiry 

Smartcards have an embedded microchip, which is used to store the 
certificate – a kind of electronic token.  

The certificate has an expiry date of two years from the date of issue.  

Self-certification is available in certain circumstances and the CITS RA 
team will notify users in advance if this is available and how to action 
the reset.  

For cards that cannot be self-certified the RA Manager will factor the 
replacement nearer the expiry date into the rollout plan.  

Smartcard replacement will be scheduled at least one month in 
advance of the expiry date. 

6.11. Smartcard Maintenance During a Major Incident 

6.11.1. Lost, Stolen and Broken Smartcards 

As long as the Smartcard holder’s identity can be verified in accordance 
with section 6.2 Registration During a Major Incident, a new Smartcard, 
may be issued in accordance with section 6.9, Issuing of Smartcards 
During a Major Incident. If there is any difficulty verifying the user’s 
identity, the user’s Sponsor must be contacted and the user’s identity 
confirmed. It is vital that the Sponsor’s identity can be relied upon when 
contacting them to verify the user’s identity. 

6.11.2. Passcode Unlocking and Changing 

Staff members who have forgotten their passcode (PIN) or suspect that 
it may be known by another or who have been locked out of NCRS 
applications because of three failed login attempts should report the 
problem to the RA Team who will arrange for a new Smartcard to be 
issued unlocked in accordance with section 6.9, Emergency Issuing of 
Smartcards During a Major Incident. 
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Alternatively, the staff member may contact their Local Smartcard 
Administrator as soon as is practical. Once notified, the Local 
Smartcard Administrator will arrange to have the passcode changed for 
the staff member. The Smartcard holder should be present when the 
passcode is reset. 

6.11.3. Smartcard Certificate Expiry 

If the certificate has expired it can only be reset by an RA Agent. The 
staff member should report the issue to the RA Team who will arrange 
to issue a new Smartcard unlocked in accordance with the section, 
Emergency Issuing of Smartcards During a Major Incident. 

6.12. Incident Reporting 

6.12.1. Any staff member must report incidents where they feel that there is a 
risk to patient health, confidentiality or reputation. Incidents should be 
reported to the RA Manager via the CITS IT Service Desk.  

Examples of incidents are: 

▪ Smartcard or application misuse 

▪ Smartcard theft 

▪ non-compliance with Trust policy, national policy or UK legislation 

▪ any unauthorised access to NCRS applications 

▪ any unauthorised alteration of patient data. 

6.12.2. The RA manager will then manage the incident in accordance with 
Trust Procedure for Reporting IM&T Security Incidents. 

6.13. Support for NCRS Application Users 

6.13.1. Staff members who need support and guidance should initially contact 
the CITS IT Service Desk (telephone 01209 88 1717), available 24 
hours a day, seven days a week, 365 days a year: 

▪ between the hours of 08:00 and 22:00 calls will be answered by a 
Service Desk Analyst based at one of the CITS office sites 

▪ between 22:00 and 08:00 a recorded message will provide 
information about the level of cover provided and the caller will be 
asked to select an option based on their issue  

▪ callers whose criteria does not meet that mentioned in the recorded 
message or those who prefer not to telephone, may raise a request 
via the CITS Online Portal which will be picked up by one of the 
Service Desk Analysts during standard office hours. 

6.13.2. If a staff member has any queries about the confidentiality aspects 
with the information they are sending they should contact their 
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Caldicott Guardian, Head of Information Governance or Data 
Protection Officer. 

7. Dissemination and Implementation 

The Integrated Identity Management Policy will be stored electronically on the Trust 
Document Library.  

 
Smartcard users should be informed of their responsibilities, monitoring and 
enforcement for Smartcard use at each stage of the process: 

▪ new starters or new applicants – electronically sign to confirm that they have 
read and understood their responsibilities with regard to Smartcard usage and 
the NCRS applications 

▪ issue – Smartcard holders will be sent an e-mail when their Smartcard has been 
issued or re-issued stating their responsibilities as well as being given a copy  of 
the “Information for Smartcard Users” leaflet as well as details of the location of 
the smartcard information on the Intranet 

▪ ongoing – Smartcard holders will be sent a periodic e-mail, at least annually, 
stating their responsibilities and providing them with information contained 
within the latest leaflet and pocket card. 

7.1. Training 

Training on both the ESR and CIS systems is mandatory for the ESR 
Administrators and the Registration Authority. This will maximise the knowledge 
of the two systems to ensure that they have the ability to use the systems as 
per the requirements specified by their employing organisation and NHS Digital.  

7.1.1. ESR Training 

‘Captivates’ have been developed by the NHS ESR Central Team to 
assist in the learning of the functionality.  

It is expected that all ESR Administrators should complete these 
captivates and document the completion dates for future review, if 
required. The ESR Administrators can also access the ESR online user 
manual and other learning material via the Knowledge Base. 

7.1.2. CIS Training 

The Registration Authority Manager will ensure that the CIS e-learning 
material, available on the NHS Digital Registration Authority web pages, 
is completed by everyone that has a requirement to access CIS. 

Following the completion of the relevant e-learning material the trainee 
must notify the RA Manager so that this can be documented by the RA 
Manager in accordance with the latest version of the Data Security and 
Protection toolkit. 
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The Registration Authority will ensure that the Registration Authority 
training packages available to them are completed and documented in 
accordance with the latest version of the Data Security and Protection 
toolkit. 

Some of this training is available via the ESR training software, NLMS, 
and others are available via the NHS Digital Data Security and 
Protection toolkit Training website. Any training relating to the 
Registration Authority that has been completed outside of NLMS must 
be documented and available for auditors during their annual review of 
the Trust Information Governance strategy. 

8. Monitoring compliance and effectiveness  

Information 
Category 

Detail of process and methodology for monitoring 
compliance 

Element to be 
monitored Monitoring of this policy and its supporting documentation 

Lead RA Manager 

Tool Smartcard audits, staff briefing and training sessions delivered 
locally to the RA and ESR Administrators 

Frequency 
Smartcard audits will be conducted monthly 

RA hardware and consumables will be audited at least monthly 

Reporting 
arrangements 

Reports of Smartcard audits will be produced monthly 

Smartcard audit reports will be submitted to the Information 
Governance Committee for information 

Reports of RA hardware and consumables audits will be 
produced monthly 

RA hardware and consumables audits will be made available 
as part of requisite evidence required to fulfil the requirements 
of the  NHS digital Statement of Compliance Data Security and 
Protection toolkit 

Acting on 
recommendations 
and Lead(s) 

The RA Manager will undertake any subsequent 
recommendations and action planning for any or all 
deficiencies and recommendations within reasonable 
timeframes 

Any recommendations or deficiencies in relation to Smartcard 
audits will be dealt with within five working days 

Any recommendations or deficiencies in relation to RA 
hardware and consumables will have an action plan to remedy 
the deficiency within 48 hours of being notified 
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Information 
Category 

Detail of process and methodology for monitoring 
compliance 

Change in practice 
and lessons to be 
shared 

In relation to RA Smartcard audits the process followed by the 
RA Agent will be reviewed and, if necessary, formally followed 
up to rectify the deficiency and ensure that correct processes 
are followed 

Deficiencies in RA hardware will be logged with the relevant 
support company for resolution 

Deficiencies in RA consumables will be dealt with by ordering 
sufficient consumables from the relevant supplier 

Recommendations in terms of RA hardware and consumables 
will be reviewed and followed up to ensure that minimum RA 
hardware and consumable levels are maintained 

9. Updating and Review 

This policy will normally be reviewed no less than every three years unless an earlier 
review is required arising from changes to the national requirements for Registration 
Authorities or Electronic Staff Record.  
 

10. Equality and Diversity  

10.1. This document complies with the Royal Cornwall Hospitals NHS Trust service 
Equality and Diversity statement which can be found in the 'Equality, Inclusion & 
Human Rights Policy' or the Equality and Diversity website. 

10.2. Equality Impact Assessment 

The Initial Equality Impact Assessment Screening Form is at Appendix 2. 

http://www.rcht.nhs.uk/GET/d10268876
http://www.rcht.nhs.uk/GET/d10268876
http://intranet-rcht.cornwall.nhs.uk/shelf/equality-and-diversity/
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Version Control Table  

Date 
Version 
Number 

Summary of Changes 
Changes Made 
by 

13 Dec 11 V1.0 Initial Issue 
Martin Price, IT 
Security Manager 

12 Apr 12 V1.1 
Re-formatted and converted to new 
template 

Andrew Rogers, 
Corporate 
Records Manager 

Feb 14 V2.0 
Reviewed to comply with the new national 
Registration Authority Policy and CIS  

Rachel Bennetts,  
RA Manager  

Feb 15 V2.1 
Reviewed as part of Data Security and 
Protection toolkit submission 

Martin Price,  

IT Security 
Manager 

Nov 17  V2.2 
Reviewed as part of Data Security and 
Protection toolkit – removed PCH 
organisation and updated CITS contacts  

Rachel Bennetts  

RA Manager  

6 Jul 20 V3.0 
Reviewed to reflect current integration 
arrangements and to incorporate changes 
required for virtual Smartcards 

Martin Price 

IT Security 
Manager 

All or part of this document can be released under the Freedom of Information Act 

2000 

This document is to be retained for 10 years from the date of expiry. 

This document is only valid on the day of printing 

Controlled Document 

This document has been created following the Royal Cornwall Hospitals NHS Trust 

Policy for the Development and Management of Knowledge, Procedural and Web 

Documents (The Policy on Policies). It should not be altered in any way without the 

express permission of the author or their Line Manager. 
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Appendix 2. Equality Impact Assessment 

Section 1: Equality Impact Assessment (EIA) Form  

The EIA process allows the Trust to identify where a policy or service may have a negative 
impact on an individual or particular group of people. 

For guidance please refer to the Equality Impact Assessment Policy (available from the 
document library) or contact the Equality, Diversity & Inclusion Team rcht.inclusion@nhs.net  
 

Information Category Detailed Information 

Name of the strategy / policy / proposal / 
service function to be assessed: 

Integrated Identity Management Policy V3.0 

Directorate and service area: Cornwall IT Services 

Is this a new or existing Policy? Existing 

Name of individual completing EIA 
(Should be completed by an individual with 
a good understanding of the Service/Policy): 

Martin Price, IT Security Manager 

Contact details: 07876 507962 

 

Information Category Detailed Information 

Policy Aim - Who is the 
Policy aimed at? 

(The Policy is the 
Strategy, Policy, 
Proposal or Service 
Change to be assessed) 

To define the roles and responsibilities for administering 
Registration Authority duties and define the controls in place 
to fulfil the national requirements. 

Policy Objectives To ensure that staff members are aware of their 
responsibilities to ensure that smart cards are issued and 
used in accordance with national and local requirements 

Policy Intended Outcomes Staff members are fully aware of their responsibilities. 

How will you measure 
each outcome? 

As defined in section 8 

Who is intended to benefit 
from the policy? 

All staff members who administer and use smart cards to 
access national applications 

mailto:rcht.inclusion@nhs.net
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Information Category Detailed Information 

6a. Who did you consult 
with? 

(Please select Yes or No 
for each category) 

• Workforce:  Yes 

• Patients/ visitors: No 

• Local groups/ system partners: No 

• External organisations: No 

• Other: No 

6b. Please list the 
individuals/groups who 
have been consulted 
about this policy. 

Please record specific names of individuals/ groups: 

Human Resources, Workforce Information, RA Management 
Team 

6c. What was the outcome 
of the consultation?  

No issues identified 

6d. Have you used any of 
the following to assist 
your assessment? 

National or local statistics, audits, activity reports, 
process maps, complaints, staff or patient surveys: 
No 

 

7. The Impact 

Following consultation with key groups, has a negative impact been identified for any 
protected characteristic? Please note that a rationale is required for each one. 
 
Where a negative impact is identified without rationale, the key groups will need to be 
consulted again. 

 

Protected Characteristic (Yes or No) Rationale 

Age No  

Sex (male or female)  No  

Gender reassignment 
(Transgender, non-binary, 
gender fluid etc.) 

No  

Race No  

Disability (e.g. physical or 
cognitive impairment, mental 
health, long term conditions 
etc.) 

No  

Religion or belief No  

Marriage and civil 
partnership 

No  
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Protected Characteristic (Yes or No) Rationale 

Pregnancy and maternity No  

Sexual orientation (e.g. gay, 
straight, bisexual, lesbian etc.) 

No  

A robust rationale must be in place for all protected characteristics. If a negative 
impact has been identified, please complete section 2. If no negative impact has been 
identified and if this is not a major service change, you can end the assessment here. 

I am confident that section 2 of this EIA does not need completing as there are no 
highlighted risks of negative impact occurring because of this policy. 

Name of person confirming result of initial impact assessment: Martin Price, IT Security 
Manager 

If a negative impact has been identified above OR this is a major service change, 
you will need to complete section 2 of the EIA form available here: 
Section 2. Full Equality Analysis 
 

 

http://doclibrary-rcht-intranet.cornwall.nhs.uk/DocumentsLibrary/RoyalCornwallHospitalsTrust/ChiefExecutive/Templates/Section2FullEqualityAnalysis.docx
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