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Summary 
 

 
The Royal Cornwall Hospitals Trust (RCHT) has a statutory responsibility to patients and 
the public to ensure that the services we provide have effective processes, policies and 
people in place to deliver our objectives in relation to holding and using confidential and 
personal information. 
 
As a provider of services we need to be assured that the services we provide and those of 
our partner organisations have effective processes in place in relation to Information 
Governance (IG) is the way by which the NHS handles all organisational information - in 
particular the personal and special category information of patients and employees. It 
allows organisations and individuals to ensure that personal information is dealt with 
legally, securely, efficiently and effectively, in order to deliver the best possible care.  
 
This policy describes the process used for ensuring our systems which contain 
personal identifiable data have adequate security measures in place to protect the 
information asset and its contents. 
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1. Introduction 
 

1.1. As part of the overall Information Governance Policy, Royal Cornwall Hospitals 
Trust needs to ensure the provision of robust information security management 
arrangements for the protection of their patient records, sensitive business data and 
key information services to meet the statutory requirements set out within the Data 
Protection Act 2018, General Data Protection Regulation  and DoH Information 
Security Guidance. 

 
1.2. Within Royal Cornwall Hospitals Trust, these information assets may consist of: 

 

 electronic or hard copy patient health records; 

 electronic or hard copy administrative information (including, for example, 
Personnel, estates, corporate planning, supplies ordering, financial and 
accounting records); 

 printed X-rays, photographs, slides and imaging reports, outputs and images; 

 digital media (including, for example, data tapes, CD-ROMs, DVDs, USB 
disc drives, removable memory sticks, and other internal and external media 
compatible with NHS information systems); 

 computerised records, including those that are processed in networked, 
mobile or standalone systems; 

 email, and other message types. 
 

1.3. Information has greatest value when it is accurate, up to date and is accessible 
where and when it is needed. Inaccurate, out-dated or inaccessible information that 
is the result of one or more information security weaknesses can quickly disrupt or 
devalue mission critical processes, and these factors should be fully considered 
when commissioning, designing or implementing new systems. 

 
1.4. Without effective security, NHS information assets may become unreliable and 
untrustworthy, may not be appropriately accessible, or may be compromised by 
unauthorised third parties. All NHS organisations, and those who supply or make 
use of NHS information, therefore have an obligation to ensure that there is 
adequate provision for the security management of the information resources that 
they own, control or use. 

 
1.5. Royal Cornwall Hospitals Trust is committed to maintaining an effective 
information security management regime, therefore, ensuring that information is 
properly protected and is reliably available. 
 

1.6. This version supersedes any previous versions of this document.  
 

1.7. Data Protection Act 2018 (General Data Protection Regulation – 
GDPR) Legislation  
 
The Trust has a duty under the DPA18 to ensure that there is a valid legal basis 
to process personal and sensitive data. The legal basis for processing must be 
identified and documented before the processing begins. In many cases we may 
need consent; this must be explicit, informed and documented. We can’t rely on 
Opt out, it must be Opt in. 
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DPA18 is applicable to all staff; this includes those working as contractors and 
providers of services. 
 
For more information about your obligations under the DPA18 please see the 
‘information use framework policy’, or contact the Information Governance Team 
rch-tr.infogov@nhs.net 

 

2. Purpose of this Policy/Procedure  
 

2.1. The purpose of this policy is: 

 To bring to the attention of all staff the need to improve and maintain security 
of information systems, and to advise managers of the approach being 
adopted to achieve the appropriate level of security. 

 To ensure that the RCHT complies with current legislation and EU 
Directives, meets statutory obligations and observes standards of good 
practice 

 To minimise the risk of security breach and prosecution. 

 To meet the requirements for connection to the NHS network. 
 

2.2. The objectives of the Information Security Policy are to preserve: 

 Confidentiality - Access to Data shall be confined to those with appropriate 
authority. 

 Integrity – Information shall be complete and accurate. All systems, assets, 
and networks shall operate correctly, according to specification. 

 Availability - Information shall be available and delivered to the right person, 
at the time when it is needed. 

 

3. Scope 
 

3.1. This policy applies to all staff members, agency and sub-contractors and 
Data Processors working directly or indirectly for the RCHT. 

 
3.2. This policy covers all RCHT locations, information, information systems, 
networks and applications. 

 
3.3. For the purpose of this policy, information includes data stored on 
computers, transmitted across networks, printed out or written on paper, sent 
out by fax, stored on disk, tape and other electronic media or spoken in 
conversation or over the telephone. 

 
All information that is created, processed, stored or transmitted (physically 
or electronically) during the course of RCHT business activity is an asset of 
the organisation and as such is governed by this policy. 
 

4. Definitions / Glossary 
 

 RCHT – Royal Cornwall Hospitals Trust 

 IG – Information Governance. 

mailto:rch-tr.infogov@nhs.net
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 IGG - Information Governance Group 

 SIRO – Senior Information Risk Officer 

 DPO – Data Protection Officer 

 DPA – Data Protection Act 

 DPIA- Data Privacy Impact Assessment – review of risks with regard to 
projects involving data processing. 

 Data Processors - In relation to personal data, means any person (other 
than an employee of the data controller) who processes the data on 
behalf of the data controller. as defined in the Data Protection Act 2018 

 Data Controller - “a person who (either alone or jointly or in common 
with other persons) determines the purposes for which and the manner 
in which any personal data are, or are to be, processed” as defined in   
the Data Protection Act 2018. A data controller must be a 

“person” recognised in law, that is to say individuals; organisations or 
other corporate and unincorporated bodies of persons. 

 Personal Data - Data which relates to an individual who can be 
identified from that data as defined in the Data Protection Act 2018 

 GDPR – General Data Protection Regulation, the European wide 
directive covering Data Protection. 

 DoH – Department of Health 

 

5. Ownership and Responsibilities  
 

5.1.  Role of the Managers 

Line managers are responsible for: 

 Ultimate responsibility for information security rests with the Chief 
Executive of RCHT. 

 The Caldicott Guardian takes responsibility for information relating to 
patient identifiable information. 

 The SIRO is responsible for ensuring risks to information are actioned 
and reported to the IGC. The SIRO also has responsibility for ensuring 
Information Assets are regularly risk assessed, and monitored. 

 The DPO is responsible for ensuring compliance with the DPA 2018 
and GDPR for all transactions of personal identifiable data. 

 The Chief Operating Officer has responsibility for implementing IT 
Security requirements within the provided service, including the 
management of the Information Security Managers, and contractual 
obligations of 3rd party IT suppliers and contractors. 

 Information Asset Owners are responsible for ensuring that Information 
Security is included in the annual risk assessment of the Information 
Assets under their control. 

 All Line managers are responsible for ensuring that their physical work 
environment supports information security and that all staff are aware 
of this policy 
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5.2. Role of the Information Governance Committee 

The IGC is responsible for: 

 Reviewing any risks or incidents that arise in relation to person 
identifiable information. 

 Agreeing the recommendations of the SIRO in relation to  DPIA’s 

 Ensuring the Trusts Data Security and Protection Toolkit submission 
meets required standards. 

 

5.3. Role of Individual Staff 

All staff members are responsible for: 

 To be aware of the security arrangements regarding Information and to 
adhere to Trust approved policies and procedures. 

 All staff and contractors are responsible for ensuring that Information 
Security is maintained and any risks/ breaches are reported. 

 

6. Standards and Practice 
 

6.1. Information Security Management System (ISMS) 
 

6.1.1. NHS Guidance advises that all NHS Trusts should develop and 
maintain an Information Security Management System (ISMS) to be able to 
monitor and improve on all aspects of Information Security. This is a 
documented model for establishing, implementing, operating, monitoring 
and improving the effectiveness of information security management within 
the Trust. 

 
6.1.2. All NHS organisations are required to submit and maintain the 
annual Data Security and Protection Toolkit (DSPT). This is updated 
annually by NHS Digital to include any developments or new information 
security guidance. 

 
6.1.3. Royal Cornwall Hospitals Trust has been completing and 
submitting an annual IGT Score since 2004. This Toolkit is designated as 
the Trust ISMS as recommended by the Information Security Management: 
NHS Code of Practice 2007. 

 
6.1.4. The DSPT for Acute Trust’s consists of 116 mandatory assertions 
with a further 63 non mandatory assertions which are categorized into the 
following initiatives; 

 

 Personal Confidential Data 

 Staff Responsibilities 

 Training 

 Managing Data Access 

 Process Reviews 

 Responding to Incidents 

 Continuity Planning 

 Unsupported Systems 
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 IT Protection 

  Accountable Suppliers 

 

6.1.5.  Each Assertion can be scored as either complete or not, once an 
Assertion is completed the prompt to confirm that the evidence entered for 
the assertions is correct,  

 
6.1.6. Final scores are submitted via the electronic Toolkit on the NHS 
Digital Website in March of each year. Access to the DSPT is managed by 
the Head of Information Governance. 

 
6.1.7. Each submission is approved by the Information Governance 
Group and reported through the Quality Assurance Group 

 

The following table details the Trust objectives in assuring robust and 
complaint Information Security measures, specifically detailing the 
controls required by the policies and procedures supporting this 
overarching policy. 

 

6.2. Objectives and Controls 
 

 Security policy 

 Information security policy 

Objective To provide management direction and support for information security in accordance with business requirements 
and relevant laws and regulations. 

 Security policy document An information security policy document shall be approved 
by Information Governance Committee, and published 
and communicated to all employees and relevant external 
parties.  Review of the information security policy The information security policy shall be reviewed at planned 
intervals or if significant changes occur to ensure its 
continuing suitability, adequacy, and effectiveness. 

 Organisation of information security 

 Internal organisation 

Objective To manage information security within the  organisation. 

 Management commitment to 
information security 

The Trust Board shall actively support security within the 
organisation through clear direction, demonstrated 
commitment, explicit assignment, and acknowledgment of 
information security responsibilities. 

 Information security coordination Information security activities shall be coordinated by the 
Information Governance Group, IT Security Manager, 
SIRO and Information Asset owners. 

 Allocation of information security responsibilities All information security responsibilities shall be clearly 
defined. 

 Authorization process for information processing 
systems. 

A management authorization process for new information 
processing systems shall be defined and implemented. 
This will be achieved through the e-Health 
Transformation Board, Change Control Board and 
through the DPIA process. 
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 Confidentiality agreements Requirements for confidentiality or non-disclosure 
agreements reflecting the organisation’s needs for the 
protection of information shall be identified and regularly 
reviewed. 

 Contact with authorities Appropriate contacts with relevant authorities, such as the 
police, shall be maintained. 

 Contact with special interest groups Appropriate contacts with special interest groups or other 
specialist security forums and professional associations 
shall be maintained. 

 Independent review of information security The organisation’s approach to managing information 
security and its implementation (i.e. control objectives, 
controls, policies, processes, and procedures for information 
security) shall be reviewed independently at planned 
intervals, or when significant changes to the security 
implementation occur. 

 External parties 

Objective To maintain the security of the organisation’s information and information processing facilities that are accessed, 
processed, communicated to, or managed by external parties. 

 Identification of risks related to external parties The risks to the organisation’s information and information 
processing facilities from business processes involving 
external parties shall be identified and appropriate controls 
implemented before granting access. 

 Addressing security when dealing with service 
users. 

All identified security requirements shall be addressed 
before giving service users access to the organisation’s 
information or assets. 

 Addressing security in third party agreements Agreements with third parties involving accessing, 
processing, communicating or managing the organisation’s 
information or information processing facilities, or adding 
products or services to information processing facilities shall 
cover all relevant security requirements. 

 Asset management 

 Responsibility for assets 

Objective To achieve and maintain appropriate protection of organisational assets. 

 Inventory of assets All assets shall be clearly identified and an inventory of all 
important assets drawn up and maintained. 

 Ownership of assets All information and assets associated with information 
processing facilities shall be allocated an Information Asset 
Owner. 

 Acceptable use of assets Rules for the acceptable use of information and assets 
associated with information processing facilities shall be 
identified, documented, and implemented. 

 Information classification 

Objective To ensure that information receives an appropriate level of protection. 

 Classification guidelines Information shall be classified in terms of its value, legal 
requirements, sensitivity and criticality to the organisation. 

 Information labeling and handling An appropriate set of procedures for information labeling 
and handling shall be developed and implemented in 
accordance with the classification scheme adopted by the 
organisation. 
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 Human resources security 

 Prior to employment 

Objective To ensure that employees, contractors and third party users understand their responsibilities, and are suitable for 
the roles they are considered for, and to reduce the risk of theft, fraud or misuse of facilities. 

 Roles and responsibilities Security roles and responsibilities of employees, contractors 
and third party users shall be defined and documented in 
accordance with the organisation’s information security 
policy. 

 Screening Background verification checks on candidates for 
employment in sensitive roles, contractors, and third party 
users shall be carried out in accordance with relevant laws, 
regulations and ethics, and proportional to the business 
requirements, the classification of the information to be 
accessed, and the perceived risks. 

 Terms and conditions of employment As part of their contractual obligation, employees, 
contractors and third party users shall agree and sign  
the terms and conditions of their employment contract, 
which shall state their and the organisation’s 
responsibilities for information security. 

 During employment 

Objective To ensure that all employees, contractors and third party users are aware of information security threats and 
concerns, their responsibilities and liabilities, and are equipped to support organisational security policy in the 
course of their normal work, and to reduce the risk of human error. 

 Management responsibilities The Trust shall require employees, contractors and third 
party users to apply security in accordance with established 
policies and procedures of the organisation. 

 Information security awareness, education and 
training 

All employees of the organisation and, where relevant, 
contractors and third party users shall receive  
appropriate awareness training and regular updates in 
organisational policies and procedures, as relevant for 
their job function. 

 Disciplinary process There shall be a formal disciplinary process for employees 
who have committed a security breach. 

 Termination or change of employment 

Objective To ensure that employees, contractors and third party users exit an organisation or change employment in an 
orderly manner. 

 Termination responsibilities Responsibilities for performing employment termination or 
change of employment shall be clearly defined and 
assigned. 

 Return of assets All employees, contractors and third party users shall return 
all of the organisation’s assets in their possession upon 
termination of their employment, contract or agreement. 

 Removal of access rights The access rights of all employees, contractors and third 
party users to information and information processing 
facilities shall be removed upon termination of their 
employment, contract or agreement, or adjusted upon 
change. 

 Physical and environmental security 

 Secure areas 
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Objective To prevent unauthorised physical access, damage and interference to the organisation’s premises and 
information. 

 Physical security perimeter Security perimeters (barriers such as walls, card controlled 
entry gates or manned reception desks) shall be used to 
protect areas that contain information and information 
processing facilities. 

 Physical entry controls Secure areas shall be protected by appropriate entry 
controls to ensure that only authorized personnel are 
allowed access. 

 Securing offices, rooms and facilities Physical security for offices, rooms, and facilities shall be 
designed and applied. 

 Protecting against external and environmental 
threats 

Physical protection against damage from fire, flood, 
earthquake, explosion, civil unrest, and other forms of 
natural or man-made disaster shall be designed and 
applied. 

 Working in secure areas Physical protection and guidelines for working in secure 
areas shall be designed and applied. 

 Public access, delivery and loading areas Access points such as delivery and loading areas and other 
points where unauthorised persons may enter the premises 
shall be controlled and, if possible, isolated from 
information processing facilities to avoid unauthorised 
access. 

 Equipment security 

Objective To prevent loss, damage, theft or compromise of assets and interruption to the organisation’s activities. 

 Equipment sitting and protection Business critical equipment shall be sited or protected to 
reduce the risks from environmental threats and hazards, 
and opportunities for unauthorised access. 

 Supporting utilities Business critical equipment shall be protected from power 
failures and other disruptions caused by failures in 
supporting utilities. 

 Cabling security Power and telecommunications cabling carrying data or 
supporting information services shall be protected from 
interception or damage. 

 Equipment maintenance Equipment shall be correctly maintained to ensure its 
continued availability and integrity. 

 Security of equipment of premises Security shall be applied to off-site equipment taking into 
account the different risks of working outside the 
organisation’s premises. 

 Secure disposal or re-use of equipment All items of equipment containing storage media shall be 
checked to ensure that any sensitive data and licensed 
software has been removed or securely overwritten prior to 
disposal. 

 Removal of property Equipment, information or software shall not be taken off- 
site without prior authorization. 

 Communications and operations management 

 Operational procedures and responsibilities 

Objective To ensure the correct and secure operation of information systems. 

 Documented operating procedures Operating procedures shall be documented, maintained, 
and made available to all users who need them. 

 Change management Changes to and systems shall be controlled. 
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 Segregation of duties Duties and areas of responsibility shall be segregated to 
reduce opportunities for unauthorised or unintentional 
modification or misuse of the organisation’s assets. 

 Separation of development, test and operational 
facilities 

Development, test and operational facilities shall be 
separated to reduce the risks of unauthorised access or 
changes to the operational system. 

 Third party service delivery management 

Objective To implement and maintain the appropriate level of information security and service delivery in line with 
third party service delivery agreements. 

 Service delivery It shall be ensured that the security controls, service 
definitions and delivery levels included in the third party 
service delivery agreement are implemented, operated, and 
maintained by the third party. 

 Monitoring and review of third party services The services, reports and records when provided by the 
third party shall be monitored and reviewed, and audits shall 
be carried out regularly. 

 Managing changes to third 
party services 

Changes to the provision of services, including maintaining 
and improving existing information security policies, 
procedures and controls, shall be managed, taking account 
of the criticality of business systems and processes  
involved and re-assessment of risks. 

 System planning and acceptance 

Objective To minimize the risk of systems failures. 

 Capacity management The use of resources shall be monitored, tuned, and 
projections made of future capacity requirements to ensure 
the required system performance. 

 System acceptance Acceptance criteria for new information systems, upgrades, 
and new versions shall be established and suitable tests of 
the system(s) carried out during development and prior to 
acceptance. 

 Data Privacy Impact Assessment (DPIA) A DPIA will be conducted for all new projects and those 
which will see a significant change where personal 
identifiable data will be processed. 

 Protection against malicious and mobile code 

Objective To protect the integrity of software and information. 

 Controls against malicious code Detection, prevention, and recovery controls to protect 
against malicious code and appropriate user awareness 
procedures shall be implemented. 

 Controls against mobile code Where the use of mobile code is authorised, the 
configuration shall ensure that the authorised mobile code 
operates according to a clearly defined security policy, and 
unauthorised mobile code shall be prevented from 
executing. 

 Back-up 

Objective To maintain the integrity and availability of information and information processing facilities. 

 Information back-up Back-up copies of information and software shall be taken 
and tested regularly in accordance with the agreed backup 
policy. 
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 Network security management 

Objective To ensure the protection of information in networks and the protection of the supporting infrastructure. 

 Network controls Networks shall be adequately managed and controlled, in 
order to be protected from threats, and to maintain security 
for the systems and applications using the network, 
including information in transit. 

 Security of network services Security features, service levels, and management 
requirements of all network services shall be identified and 
included in any network services agreement, whether these 
services are provided in-house or outsourced. 

 Electronic Media handling 

Objective To prevent unauthorised disclosure, modification, removal or destruction of assets, and interruption to 
business activities. 

 Management of removable 
media 

There shall be procedures in place for the management of 
removable media. 

 Disposal of media Media shall be disposed of securely and safely when  
no longer required, using formal procedures. 

 Information handling procedures Procedures for the handling and storage of information  
shall be established to protect this information from 
unauthorised disclosure or misuse. 

 Security of system documentation System documentation shall be protected against 
unauthorised access. 

 Exchange of information 

Objective To maintain the security of information and software exchanged within an organisation and with any external 
entity. 

 Information exchange policies and procedures Formal exchange policies, procedures, and controls shall be 
in place to protect the exchange of information through the 
use of all types of communication facilities. (email policy, 
DPA Policy, Acceptable Use Policy etc.) 

 Exchange agreements Agreements shall be established for the exchange of 
information and software between the organisation and 
external parties. 

 Physical media in transit Media containing information shall be protected against 
unauthorised access, misuse or corruption during 
transportation beyond an organisation’s physical 
boundaries. 

 Electronic messaging Information involved in electronic messaging shall be 
appropriately protected. 

 Business information 
systems 

Policies and procedures shall be developed and 
implemented to protect information associated with the 
interconnection of business information systems. 

 Electronic commerce services 

Objective To ensure the security of electronic commerce services, and their secure use. 

 Electronic commerce Information involved in electronic commerce passing over 
public networks shall be protected from fraudulent activity, 
contract dispute, and unauthorised disclosure and 
modification. 
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 On-line transactions Information involved in on-line transactions shall be 
protected to prevent incomplete transmission, mis-routing, 
unauthorised message alteration, unauthorised disclosure, 
unauthorised message duplication or replay. 

 Publicly available information The integrity of information being made available on a 
publicly available system shall be protected to prevent 
unauthorised modification. 

 Monitoring 

Objective To detect unauthorised information processing activities. 

 Audit logging Audit logs recording user activities, exceptions, and 
information security events shall be produced and kept for 
an agreed period to assist in future investigations and 
access control monitoring. 

 Monitoring system use Procedures for monitoring unexpected or unusual use 
of information processing facilities shall be established 
and the results of the monitoring activities reviewed 
regularly. 

 Protection of log information Logging facilities and log information shall be protected 
against tampering and unauthorised access. 

 Administrator and operator logs System administrator and system operator activities shall be 
logged. 

 Fault logging Faults shall be logged, analyzed, and appropriate action 
taken. 

 Clock synchronization The clocks of all relevant information processing systems 
within an organisation or security domain shall be 
synchronized with an agreed accurate time source. 

 Access control 

 Business requirement for access control 

Objective To control access to information. 

 Access control policy An access control policy shall be established, documented, 
and reviewed based on business and security requirements 
for access. 

 User access management 

Objective To ensure authorized user access and to prevent unauthorised access to information systems. 

 User registration There shall be a formal user registration and de-registration 
procedure in place for granting and revoking access to all 
information systems and services. 

 Privilege management The allocation and use of privileges shall be restricted and 
controlled. 

 User password management The allocation of passwords shall be controlled through a 
formal management process. 

 Review of user access rights Information Asset Owners shall review users’ access 
rights at regular intervals using a formal process. 

 User responsibilities 

Objective To prevent unauthorised user access, and compromise or theft of information and information processing 
facilities. 
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 Password use Users shall be required to follow good security practices 
(e.g. complex/alpha numeric) in the selection and use of 
passwords. 

 Unattended user equipment Users shall ensure that unattended equipment has 
appropriate protection. 

 Clear desk and clear screen policy A clear desk policy for papers and removable storage media 
and a clear screen policy for information processing facilities 
shall be adopted. 

 Network access control 

Objective To prevent unauthorised access to networked services. 

 Policy on use of network services Users shall only be provided with access to the services that 
they have been specifically authorized to use. 

 User authentication for external connections Appropriate authentication methods shall be used to control 
access by remote users. 

 Equipment identification in networks Automatic equipment identification shall be considered as a 
means to authenticate connections from specific locations 
and equipment. 

 Remote diagnostic and configuration port 
protection 

Physical and logical access to diagnostic and configuration 
ports shall be controlled. 

 Segregation in networks Groups of information services, users, and information 
systems shall be segregated on networks. 

 Network connection control For shared networks, especially those extending across the 
organisation’s boundaries, the capability of users to connect 
to the network shall be restricted, in line with the access 
control policy and requirements of the business applications 

 Network routing control Routing controls shall be implemented for networks to 
ensure that computer connections and information flows do 
not breach the access control policy of the business 
applications. 

 Operating system access control 

Objective To prevent unauthorised access to operating systems. 

 Secure log-on procedures Access to operating systems shall be controlled by a secure 
log-on procedure. 

 User identification and authentication All users shall have a unique identifier (user ID) for their 
personal use only, and a suitable authentication technique 
shall be chosen to substantiate the claimed identity of a 
user. 

 Password management system Systems for managing passwords shall be interactive and 
shall ensure quality passwords. 

 Use of system utilities The use of utility programs that might be capable of 
overriding system and application controls shall be restricted 
and tightly controlled. 

 Session time-out Inactive sessions shall be suspended or timeout after a 
defined period of inactivity. 

 Limitation of connection time Restrictions on connection times shall be used to provide 
additional security for high-risk applications. 

 Application and information access control 

Objective To prevent unauthorised access to information held in application systems. 
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 Information access restriction Access to information and application system functions by 
users and support personnel shall be restricted in 
accordance with the defined access control policy. 

 Sensitive system isolation Sensitive systems shall have a dedicated (isolated) 
computing environment. 

 Mobile computing and teleworking 

Objective To ensure information security when using mobile computing and teleworking facilities. 

 Mobile computing and communications A formal policy shall be in place, and appropriate security 
measures shall be adopted to protect against the risks of 
using mobile computing and communication facilities. 

 Information systems acquisition, development and maintenance 

 Security requirements of information systems 

Objective To ensure that security is an integral part of information systems. 

 Security requirements analysis and specification Statements of business requirements for new information 
systems, or enhancements to existing information systems 
shall specify the requirements for security controls. 

 Correct processing in applications 

Objective To prevent errors, loss, unauthorised modification or misuse of information in applications. 

 Input data validation Data input to applications shall be validated to ensure that 
this data is correct and appropriate. 

 Control of internal processing Validation checks shall be incorporated into applications to 
detect any corruption of information through processing 
errors or deliberate acts. 

 Message integrity Requirements for ensuring authenticity and protecting 
message integrity in applications shall be identified, and 
appropriate controls identified and implemented. 

 Output data validation Data output from an application shall be validated to ensure 
that the processing of stored information is correct and 
appropriate to the circumstances. 

 Encryption controls 

Objective To protect the confidentiality, authenticity or integrity of information by encryption means. 

 Policy on the use of encryption controls A policy on the use of encryption controls for protection of 
information shall be developed and implemented. 

 Key management Key management shall be in place to support the 
organisation’s use of encryption techniques. 

 Security of system files 

Objective To ensure the security of system files. 

 Control of operational software There shall be procedures in place to control the installation 
of software on operational systems. 

 Protection of system test data Test data shall be selected carefully, and protected and 
controlled. 

 Access control to program source code Access to program source code shall be restricted. 

 Security in development and support processes 
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Objective To maintain the security of application system software and information. 

 Change control procedures The implementation of changes shall be controlled by the 
use of formal change control procedures. 

 Technical review of applications after operating 
system changes 

When operating systems are changed, business critical 
applications shall be reviewed and tested to ensure there is 
no adverse impact on organisational operations or security. 

 Restrictions on changes to software packages Modifications to software packages shall be discouraged, 
limited to necessary changes, and all changes shall be 
strictly controlled. 

 Information leakage Opportunities for information leakage shall be prevented. 

 Outsourced software development Outsourced software development shall be supervised and 
monitored by the organisation. 

 Technical Vulnerability Management 

Objective To reduce risks resulting from exploitation of published technical vulnerabilities. 

 Control of technical vulnerabilities Timely information about technical vulnerabilities of 
information systems being used shall be obtained, the 
organisation's exposure to such vulnerabilities evaluated, 
and appropriate measures taken to address the associated 
risk. 

 Information security incident management 

 Reporting information security events and weaknesses 

Objective To ensure information security events and weaknesses associated with information systems are communicated 
in a manner allowing timely corrective action to be taken. 

 Reporting information security events Information security events shall be reported through 
appropriate management channels as quickly as possible. 

 Reporting security weaknesses All employees, contractors and third party users of Information 
systems and services shall be required to note and report any 
observed or suspected security weaknesses in systems or 
services. 

 Management of information security incidents and improvements 

Objective To ensure a consistent and effective approach is applied to the management of information security 
incidents. 

 Responsibilities and procedures Responsibilities and procedures shall be established 
to ensure a quick, effective, and orderly response to 
information security incidents. 

 Learning from information security incidents There shall be mechanisms in place to enable the types, 
volumes, and costs of information security incidents to be 
quantified and monitored. 

 Collection of evidence Where a follow-up action against a person or organisation 
after an information security incident involves legal action 
(either civil or criminal), evidence shall be collected, 
retained, and presented to conform to the rules for evidence 
laid down in the relevant jurisdiction(s). 

 Business continuity management 

 Information security aspects of business continuity management 

Objective To counteract interruptions to business activities and to protect critical business processes from the 
effects of major failures of information systems or disasters and to ensure their timely resumption. 
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 Including information security in the business 
continuity management process. 

A managed process shall be developed and maintained for 
business continuity throughout the organisation that 
addresses the information security requirements needed for 
the organisation’s business continuity. 

 Business continuity and risk assessment Events that can cause interruptions to business processes 
shall be identified, along with the probability and impact of 
such interruptions and their consequences for information 
security. 

 Developing and implementing continuity 
plans including information security 

Plans shall be developed and implemented to maintain or 
restore operations and ensure availability of information at 
the required level and in the required time scales following 
interruption to, or failure of, critical business processes. 

 Business continuity planning framework A single framework of business continuity plans shall be 
maintained to ensure all plans are consistent, to consistently 
address information security requirements, and to identify 
priorities for testing and maintenance. 

 Testing, maintaining and reassessing business 
continuity plans 

Business continuity plans shall be tested and updated 
regularly to ensure that they are up to date and effective. 

 Compliance 

 Compliance with legal requirements 

Objective To avoid breaches of any law, statutory, regulatory or contractual obligations, and of any security 
requirements. 

 Identification of applicable legislation All relevant statutory, regulatory and contractual 
requirements and the organisation’s approach to meet these 
requirements shall be explicitly defined, documented, and 
kept up to date for each information system and the 
organisation. 

 Intellectual property rights (IPR) Appropriate procedures shall be implemented to ensure 
compliance with legislative, regulatory, and contractual 
requirements on the use of material in respect of which there 
may be intellectual property rights and on the use of 
proprietary software products. 

 Protection of organisational records Important records shall be protected from loss, destruction 
and falsification, in accordance with statutory, regulatory, 
contractual, and business requirements. 

 Data protection and privacy of personal 
information 

Data protection and privacy shall be ensured as required in 
relevant legislation, regulations, and, if applicable, 
contractual clauses. 

 Prevention of misuse of information processing 
facilities 

Users shall be deterred from using information processing 
facilities for unauthorised purposes. 

 Regulation of cryptographic controls Cryptographic controls shall be used in compliance with all 
relevant agreements, laws, and regulations. 

 Compliance with security policies and standards, and technical compliance 

Objective To ensure compliance of systems with organisational security policies and standards. 

 Compliance with security policies and standards Line managers shall ensure that all security procedures 
within their area of responsibility are carried out correctly 
to achieve compliance with security policies and 
standards. 

 Technical compliance checking Information systems shall be regularly checked for 
compliance with security implementation standards. 
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 Information systems audit considerations 

Objective To maximize the effectiveness of and to minimize interference to/from the information systems audit 
process. 

 Information systems audit controls Audit requirements and activities involving checks on 
operational systems shall be carefully planned and agreed 
to minimize the risk of disruptions to business processes. 

 Protection of information systems audit tools Access to information systems audit tools shall be protected 
to prevent any possible misuse or compromise. 

 
7. Dissemination and Implementation 

 
7.1. This policy will be made available via the Trust’s Document Library. 

 
7.2. This policy will be identified as an updated policy in general 
communications. 

 
 

8. Monitoring compliance and effectiveness  
 

Element to be 
monitored 

All aspects of this policy will be monitored. 

Lead Information Services Manager 
IT Security Manager (s) 

Head of Information Governance 

Tool Quarterly SIRO Report 

Frequency Bi-monthly to Information Governance Group 

Reporting 
arrangements 

Information Governance Group. 
 

The Head of Information Governance will provide a detailed report 
including actions and outcomes.   

 
The IGG’s Terms of Reference states that it will receive 

appropriate reports. 
 

Acting on 
recommendations  
and Lead(s) 

 
The IGC will receive reports and will either approve the actions 

of the nominated lead or assign a lead as required. 
 

Any actions required will be in the minutes of the IGC  

Change in 
practice and 
lessons to be 
shared 

Any changes to systems will be communicated to Information 
Asset Owners. Any general changes will be communicated via the 

Daily Bulletin. 

 
9. Updating and Review 

 
9.1. This policy will be reviewed on a regular basis to ensure any system 
changes are reflected in a timely fashion. There will be a 3 year review date 
applied for purposes of ratification. 
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9.2. Where the revisions are minor, e.g. amended job titles or changes in the 
organisational structure, approval can be sought from the Executive Director 
responsible for signatory approval, and can be re-published accordingly without 
having gone through the full consultation and ratification process. 

 

10. Equality and Diversity  
  
10.1. This document complies with the Royal Cornwall Hospitals NHS Trust 
service Equality and Diversity statement which can be found in the 'Equality, 
Inclusion & Human Rights Policy' or the Equality and Diversity website. 

 

10.2. Equality Impact Assessment 
The Initial Equality Impact Assessment Screening Form is at Appendix 2. 
 

 

http://www.rcht.nhs.uk/GET/d10268876
http://www.rcht.nhs.uk/GET/d10268876
http://intranet-rcht.cornwall.nhs.uk/shelf/equality-and-diversity/
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Appendix 1. Governance Information 

Document Title Information Security Policy V4.0 

Date Issued/Approved: 26th September 2019 

Date Valid From: January 2020 

Date Valid To: January 2023 

Directorate / Department 
responsible (author/owner): 

Mark Scallan – Head of Information Governance 

Contact details: 01872 258580 

Brief summary of contents 
Outlines those activities required to ensure 
Information is managed in a secure way. 

Suggested Keywords: Information, Security 

Target Audience 
RCHT CFT KCCG 

   

Executive Director responsible 
for Policy: 

Director of Integrated Governance 

Date revised: 23 July 2019 

This document replaces (exact 
title of previous version): 

Information Security Policy V3.0 

Approval route (names of 
committees)/consultation: 

Information Governance Group 

Care Group General Manager 
confirming approval processes 

Bernadette George - Director of Integrated 
Governance 

Name and Post Title of additional 
signatories 

 Not Required 

Name and Signature of Care 
Group/Directorate Governance 
Lead confirming approval by 
specialty and care group 
management meetings 

{Original Copy Signed} 

Bernadette George  

Signature of Executive Director 
giving approval 

{Original Copy Signed} 

Publication Location (refer to 
Policy on Policies – Approvals 
and Ratification): 

Internet & Intranet  Intranet Only  

Document Library Folder/Sub 
Folder 

Health Informatics / Infrastructure Technical 
Security 

Links to key external standards 
Data Security and Protection Toolkit 
Data Protection Act 2018 
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Related Documents: 
 Information Use Framework Policy 
 IT Security Policy 
 Policy to Manage Information and Records 

Training Need Identified?  No 

 

Version Control Table  
 

Date 
Version 

No 
Summary of Changes 

Changes Made by 
(Name and Job Title) 

 
Jan 2010 

 
V0.1 

 
Draft Policy 

 
D. Watson. (CPT) 

 
Feb 2010 

 
V0.2 

 
Amended to fit RCHT requirements. 

M. Scallan Head of 
Information 
Governance 

 
Feb 2010 

 
V1.0 

 
Information Governance approved 

M. Scallan Head of 
Information 
Governance 

 
Feb 2013 

 
V2.0 

 
POP compliance and updated to reflect 

M. Scallan Head of 
Information 
Governance 

 
Sept 2015 

 
V3.0 

Minor changes to reflect current policies and 
responsibilities. 

M Scallan, L 
Lancaster, 
A Mann, M Price. 

 
July 2019 

 
V4.0 

Minor changes to reflect DAP 2018 and 
General Data Protection regulations and to 
conform to new template design 

M Scallan,                  
L Lancaster, 
A Mann, M Price. 

 
  

All or part of this document can be released under the Freedom of Information 
Act 2000 

 

This document is to be retained for 10 years from the date of expiry. 
This document is only valid on the day of printing 

 
Controlled Document 

This document has been created following the Royal Cornwall Hospitals NHS Trust 
Policy for the Development and Management of Knowledge, Procedural and Web 

Documents (The Policy on Policies). It should not be altered in any way without the 
express permission of the author or their Line Manager. 
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Appendix 2. Initial Equality Impact Assessment Form 

Are there concerns that the policy could have differential impact on: 
Equality Strands: Yes No Unsure Rationale for Assessment / Existing Evidence 

Age  X  

 This policy describes an administrative activity 
within the capability of all relevant staff regardless 
of age. 

Sex (male, 

female, trans-gender / 
gender reassignment) 

 X  

 This policy describes an administrative activity 
within the capability of all relevant staff regardless 
of sex. 

Name of the strategy / policy /proposal / service function to be assessed  
Information Security Policy V4.0 

 

Directorate and service area: 
Integrated Governance 

New or existing document: 
Existing 

Name of individual completing assessment: 
Mark Scallan 

Telephone: 
01872 258580 

 1. Policy Aim* 
 
Who is the strategy / 
policy / proposal / 
service function aimed 
at? 

To set out the security arrangements for person identifiable 
information. 

2. Policy Objectives* 
 

To provide clear processes for managing the security of person 
identifiable information. 

3. Policy – intended 
Outcomes* 
 

To have a measurable security culture within the Trust. 

4. *How will you 
measure the 
outcome? 

Datix and Cornwall IT Services reports presented to Information 
Governance. 

5. Who is intended to 
benefit from the 
policy? 

The Trust through assurances that personal identifiable data is 
handled securely. The data subjects who will gain assurance that the 
Trust is managing their information securely. 

6a Who did you 
consult with 
 
 
b). Please identify the 
groups who have 
been consulted about 
this procedure. 

Workforce  Patients  
Local 
groups 

External 
organisations 

Other  

    X 

Information Governance Group 

What was the 
outcome of the 
consultation? 

Approved 

7. The Impact 
Please complete the following table. If you are unsure/don’t know if there is a negative 
impact you need to repeat the consultation step. 
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Race / Ethnic 
communities 
/groups 

 X  

This policy describes an administrative activity 
within the capability of all relevant staff regardless 
of Race/Ethnicity 

Disability - 
Learning disability, 
physical 
impairment, sensory 
impairment, mental 
health conditions and 
some long term health 
conditions. 

 X  

This policy describes an administrative activity 
within the capability of all relevant staff regardless 
of disability. 

Religion / 
other beliefs 

 X  

This policy describes an administrative activity 
within the capability of all relevant staff regardless 
of Religious beliefs 

Marriage and 
Civil partnership 

 X  

This policy describes an administrative activity 
within the capability of all relevant staff regardless 
of marital or civil partnership status 

Pregnancy and 
maternity 

 X  

This policy describes an administrative activity 
within the capability of all relevant staff regardless 
of pregnancy or maternity status. 

Sexual 
Orientation, 
Bisexual, Gay, 
heterosexual, Lesbian 

 X  

This policy describes an administrative activity 
within the capability of all relevant staff regardless 
of sexual orientation. 

You will need to continue to a full Equality Impact Assessment if the following have 
been highlighted: 

 You have ticked “Yes” in any column above and 

 No consultation or evidence of there being consultation- this excludes any policies which have 
been identified as not requiring consultation.  or 

 Major this relates to service redesign or development 

8. Please indicate if a full equality analysis is recommended. Yes   No X 

9. If you are not recommending a Full Impact assessment please explain why. 
 

 
Not indicated 
 

Date of completion 
and submission 

 
July 2019 

  

Members approving 
screening assessment  
 

 
Policy Review Group (PRG) 
 
‘APPROVED’  

 

This EIA will not be uploaded to the Trust website without the approval of the Policy 
Review Group.  
 
A summary of the results will be published on the Trust’s web site.  


