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Summary 
 
The Royal Cornwall Hospitals Trust (RCHT) has a statutory responsibility to patients and 
the public to ensure that the services we provide have effective processes, policies and 
people in place to deliver our objectives in relation to holding and using confidential and 
personal information. 
 
As a provider of services we need to be assured that the services we provide and those of 
our partner organisations have effective processes in place in relation to Information 
Governance (IG) is the way by which the NHS handles all organisational information - in 
particular the personal and special category information of patients and employees. It 
allows organisations and individuals to ensure that personal information is dealt with 
legally, securely, efficiently and effectively, in order to deliver the best possible care.  
 
This policy describes the process used for ensuring our systems which contain 
personal identifiable data have adequate auditing routines and process to ensure we 
can monitor and maintain confidentiality. 
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1. Introduction 
 

1.1. With advances in the electronic management of both health and employment 
information within the NHS brought about by the advent of the NHS Care Record 
Service, Electronic Prescribing, Choose and Book, Electronic Staff Record and 
forthcoming technologist that provide e-notes there is a greater requirement to 
monitor access to such confidential information.  

With the large number of staff using these systems, it is imperative that access is 
strictly monitored and controlled. 

 

1.2. Furthermore, with the increased use of electronic communications, the 
movement of confidential information via these methods poses the threat of 
information falling into the hands of individuals who do not have a legitimate right of 
access to it. 

 

1.3. Failure to ensure that adequate controls to manage and safeguard 
confidentiality are implemented and fulfil their intended purpose may result in a 
breach of that confidentiality, therefore contravening the requirements of Caldicott, 
the Data Protection Act 2018, General Data Protection Regulation, Human Rights 
Act 1998 and the Common Law Duty of Confidentiality. 

 
These procedures provide an assurance mechanism by which the effectiveness of 
controls implemented within the Trust are audited, areas for improvement and 
concern highlighted and recommendations for improved control and management of 
confidentiality within the Trust made. 
 
1.4. This version supersedes any previous versions of this document.  
 
1.5. Data Protection Act 2018 (General Data Protection Regulation – 
GDPR) Legislation  
 
The Trust has a duty under the DPA18 to ensure that there is a valid legal basis 
to process personal and sensitive data. The legal basis for processing must be 
identified and documented before the processing begins. In many cases we may 
need consent; this must be explicit, informed and documented. We can’t rely on 
Opt out, it must be Opt in. 
 
DPA18 is applicable to all staff; this includes those working as contractors and 
providers of services. 
 
For more information about your obligations under the DPA18 please see the 
‘information use framework policy’, or contact the Information Governance Team 
rch-tr.infogov@nhs.net 
 

2. Purpose of this Policy/Procedure  
 

These procedures have been written to meet the requirements of: 
 

 Common Law Duty of Confidentiality 
 Confidentiality: NHS Code of Practice 

mailto:rch-tr.infogov@nhs.net
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 NHS Care Record Guarantee 
 Caldicott Principles 
 The Data Protection Act 2018 
 General Data Protection Regulation 
 The Human Rights Act 1998 

 

3. Scope 
 

This policy covers the use of all IT systems operating within the Trust which have 
the technical capability to monitor and audit access to identifiable information. 

 

4. Definitions / Glossary 
 

4.1. IAO – Information Asset Owner 
4.2. IGG – Information Governance Group 
4.3. DPO – Data Protection Officer 
4.4. ICO -  Information Commissioner Office 
 

5. Ownership and Responsibilities  
 

5.1. Role of the Senior Information Risk Officer 
 
The SIRO will act as the senior officer receiving reports in to breaches of 
confidentiality and data protection. They will ensure the Board are made aware 
of any serious incidents and ensure appropriate actions have been taken. 
 

5.2. Role of the Information Governance Group 
 
The Information Governance Group (IGG) will be responsible for monitoring 
incidents and complaints relating to confidentiality breaches within the Trust. 
 

5.3. Role of the Information Asset Owner 
 
The Information Asset owners (IAO) will be responsible for ensuring that access to 
confidential information is regularly audited within the Trust. They will be responsible 
for ensuring that concerns and recommendations arising from confidentiality audits 
are actioned within a reasonable timescale. 
 

5.4. Role of Head of Information Governance/ Data Protection 
Officer 

  
 The DPO will assist in investigating breaches of confidentiality in relation to  

access to a record where there is no clear legitimate relationship with the user 
and the record. 

 
 Report any breaches that meet the requirements of the Data Security and 

Protection Toolkit to the ICO via that tool. 
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5.5. Role of Individual Staff 
 

 All staff will be responsible for ensuring that they comply with local access 
monitoring procedures, when requesting access to confidential manual records. 
 

 They should ensure that confidential information is not accessed either 
personally or by other individuals without prior authorisation. 
 

 They should only access data relating to persons with whom they have a 
legitimate role based relationship with. At no point will they access records that 
pertain to themselves, family members or colleagues unless they have been 
given authority to do so. 
 

  All staff will be responsible for complying with confidentiality audits conducted 
within their area. They will be responsible for complying with recommendations 
which are made as a result of such audits. 

 

6. Standards and Practice 
 

Monitoring Access to Confidential Information 

 
6.1. In order to provide assurance that access to confidential information is gained 
only by those individuals that have a legitimate right of access, it is necessary to 
ensure appropriate monitoring is undertaken on a regular basis. 
 
6.2. Monitoring should be carried out by the system’s IAO in order that irregularities 
regarding access to confidential information can be identified, reported to the Head of 
Information Governance, Senior Information Risk Officer, or Caldicott Guardian and 
action taken to address the situation, either through disciplinary action, the 
implementation of additional controls or other remedial action as necessary. 
 
6.3. Actual or potential breaches of confidentiality should be reported to the Head of 
Information Governance, Senior Information Risk Caldicott Guardian or Officer 
immediately in order that action can be taken to prevent further breaches taking 
place. This should be within 72 hours in order to meet the Trusts obligations to report 
breaches within this time period to the ICO. 
 
6.4. Near misses or actual breaches of confidentiality should be logged on Datix, the 
Trust’s Incident/Risk management system. 
 
6.5. The Head of Information Governance will be responsible for ensuring that the 
Information Governance Group is informed of any concerns highlighted as a result of 
monitoring access to confidential information. Should unauthorised access to 
confidential information be gained by any individual, this will be dealt with in 
accordance with the Trust’s disciplinary procedures. 
 

6.6. Where an incident has occurred, which requires an investigation the Head of 
Information Governance or one of the team will work with the staff member’s line 
manager to achieve this. The tool used for this will be the Information Governance 
Incident Investigation Form found in Appendix 3. 
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7. Dissemination and Implementation 
 

7.1. This document will be submitted to the Information Governance Group for 
approval and following approval will be disseminated to staff via the Documents 
Library.  
 
7.2. New and existing staff will be notified via the a targeted bulletin when the 
policy is made available on the Document Library: They will be made aware of its 
contents during relevant Data Security and Awareness training in line with the 
Training Needs Analysis as outlined in the RCHT Core Training Policy. 

8. Monitoring compliance and effectiveness  
 

8.1. The Information Asset Owners will ensure that audits of security and access 
arrangements within each area are conducted on a regular basis.   

 
8.2. Areas to be audited should include:- 

 

Element to be 
monitored 

 Security applied to manual files, e.g. storage in locked 
cabinets/locked rooms 

 Evidence that checks have been carried out to ensure that the 
person requesting access has a legitimate right to do so 

 The existence and location of whiteboards containing 
confidential information; 

 The understanding of staff within the department of their 
responsibilities with regard to confidentiality and restrictions on 
access to confidential information 

 Access checks to electronic records 

 Evidence of shared passwords being  

Lead Information Asset Owner       
Head of Information Governance 
Cornwall IT Services 
Departmental Managers 

Tool CITS will monitor account management processes as part of their 
centralised role for the creation and management of user accounts. 
Access request forms will be checked to ensure correct 
authorisation process is being followed. 
 
Power BI will be used to monitor account use by staff who have 
logged on to an application via another staff users Active Directory 
Account.  
 
Datix will be used to record and action risks and incidents relating 
to account management and Information breaches. 

Frequency There will be an on-going rolling programme of monitoring. 
 
Security reports are reported to the IGC bimonthly. 

Reporting 
arrangements 

Reports will be tabled at the Information Governance Committee 
and the IAO meetings 
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Reports will be discussed and minutes produced. 

Acting on 
recommendations  
and Lead(s) 

There will be a combination of leads depending on the type of 
Incident or recommendation. The Data Protection Officer, IAO 
and CITS will act together or individually where required. 
 
Required actions will be identified and completed in a 
specified timeframe 

Change in 
practice and 
lessons to be 
shared 

Required changes to practice will be identified and actioned 
within the time frame agreed at either the IGG or IAO meetings. 
 
A lead member of the team will be identified to take each change 
forward where appropriate. Lessons will be shared with all the 
relevant stakeholders 

 
9. Updating and Review 
The Confidentiality Audit Procedure for Employees in Respect of Confidentiality is 
updated and reviewed every 3 years or earlier if required. 
 

10. Equality and Diversity  
 

10.1. This document complies with the Royal Cornwall Hospitals NHS Trust 
service Equality and Diversity statement which can be found in the 'Equality, 
Inclusion & Human Rights Policy' or the Equality and Diversity website. 
 

10.2. Equality Impact Assessment 
The Initial Equality Impact Assessment Screening Form is at Appendix 2. 
  

http://www.rcht.nhs.uk/GET/d10268876
http://www.rcht.nhs.uk/GET/d10268876
http://intranet-rcht.cornwall.nhs.uk/shelf/equality-and-diversity/
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Appendix 1. Governance Information 

Document Title Confidentiality Audit Procedure V4.0 

Date Issued/Approved: July 2019 

Date Valid From: January 2020 

Date Valid To: January 2023 

Directorate / Department 
responsible (author/owner): 

Mark Scallan Head of Information Governance 

Contact details: 01872 258580 

Brief summary of contents 

This policy describes the process used for 
ensuring our systems which contain personal 
identifiable data have adequate auditing 
routines and process to ensure we can monitor 
and maintain confidentiality. 
 

Suggested Keywords: Audit, Confidentiality, Data Protection, Access 

Target Audience 
RCHT CFT KCCG 

   

Executive Director responsible 
for Policy: 

Bernadette George - Director of Integrated 
Governance  

Date revised: July 2019 

This document replaces (exact 
title of previous version): 

Confidentiality Audit Procedure V3.0 

Approval route (names of 
committees)/consultation: 

Information Governance Group 

Care Group General Manager 
confirming approval processes 

Bernadette George - Director of Integrated 
Governance 

Name and Post Title of additional 
signatories 

  ‘Not Required’ 

Name and Signature of Care 
Group/Directorate Governance 
Lead confirming approval by 
specialty and care group 
management meetings 

{Original Copy Signed} 

Name: Bernadette George   

Signature of Executive Director 
giving approval 

{Original Copy Signed} 

Publication Location (refer to 
Policy on Policies – Approvals 
and Ratification): 

Internet & Intranet  Intranet Only  

Document Library Folder/Sub 
Folder 

Health Informatics / Information Governance 
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Links to key external standards 

Data Protection Act 2019 
General Data Protection Regulation 
Caldicott Principles 
Data Security and Protection Toolkit 
 

Related Documents: None 

Training Need Identified? No 

 

Version Control Table  
 

Date 
Version 

No 
Summary of Changes 

Changes Made by 
(Name and Job Title) 

 
10 Jun 10 

 
V1.0 

 
Initial Issue 

M Scallan Head of 
Information 
Governance 

 

March 13 

 

V2.0 

POP compliant. 

Changes to the reporting and responsibilities 
arrangements 

M Scallan Head of 
Information 
Governance 

 

March 16 

 

V3.0 

Minor changes as part of review period, 
including updating to comply with Policy on 
Policy format 

M Scallan Head of 
Information 
Governance 

July 19 V4.0 
Full review with addition of roles and 
responsibilities, updates to meet GDPR and to 
current template. 

M Scallan Head of 
Information 
Governance 

    

 
 All or part of this document can be released under the Freedom of 

Information Act 2000 
 

This document is to be retained for 10 years from the date of expiry. 

This document is only valid on the day of printing 

 

Controlled Document 

This document has been created following the Royal Cornwall Hospitals NHS Trust 

Policy for the Development and Management of Knowledge, Procedural and Web 

Documents (The Policy on Policies). It should not be altered in any way without the 

express permission of the author or their Line Manager. 
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Appendix 2. Initial Equality Impact Assessment Form 

 

Are there concerns that the policy could have differential impact on: 
Equality Strands: Yes No Unsure Rationale for Assessment / Existing Evidence 

Age  x  No equality issues. 

Name of the strategy / policy /proposal / service function to be assessed  
Confidentiality Audit Procedure V4.0 

 

Directorate and service area: 
Information Governance 

 

New or existing document: 
Existing 

Name of individual completing assessment: 
Mark Scallan 

 

Telephone: 
01872 255014 

 1. Policy Aim* 
 
Who is the strategy / 
policy / proposal / 
service function aimed 
at? 

To provide a clear understanding of the processes for auditing  
compliance with confidentiality procedures. 

2. Policy Objectives* 
 

To provide assurance that the accounts and access to personal 
identifiable  information  is  being  managed appropriately. 

3. Policy – intended 
Outcomes* 
 

 
Identify any areas of weakness or provide assurance of best practice. 

4. *How will you 
measure the 
outcome? 

 
The level of risks and incidents reported with regard to breaches of 
confidential information. 

5. Who is intended to 
benefit from the 
policy? 

 
The Trust. 

6a Who did you 
consult with 
 
 
b). Please identify the 
groups who have 
been consulted about 
this procedure. 

Workforce  Patients  
Local 
groups 

External 
organisations 

Other  

    X 

Information Governance Group 

What was the 
outcome of the 
consultation? 

Approved 

7. The Impact 
Please complete the following table. If you are unsure/don’t know if there is a negative 
impact you need to repeat the consultation step. 
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Sex (male, 

female, trans-gender / 
gender reassignment) 

 X  No equality issues. 

Race / Ethnic 
communities 
/groups 

 X  No equality issues. 

Disability - 
Learning disability, 
physical 
impairment, sensory 
impairment, mental 
health conditions and 
some long term health 
conditions. 

 X  No equality issues. 

Religion / 
other beliefs 

 X  No equality issues. 

Marriage and 
Civil partnership 

 X  No equality issues. 

Pregnancy and 
maternity 

 X  No equality issues. 

Sexual 
Orientation, 
Bisexual, Gay, 
heterosexual, Lesbian 

 X  No equality issues. 

You will need to continue to a full Equality Impact Assessment if the following have 
been highlighted: 

 You have ticked “Yes” in any column above and 

 No consultation or evidence of there being consultation- this excludes any policies which have 
been identified as not requiring consultation.  or 

 Major this relates to service redesign or development 

 

8. Please indicate if a full equality analysis is recommended. Yes   No x 

9. If you are not recommending a Full Impact assessment please explain why. 
 

 

Not indicated   

Date of completion 
and submission 

 
 
July 2019 

Members approving 
screening assessment  
 

 
Policy Review Group (PRG) 
 
‘APPROVED’  

 
 

This EIA will not be uploaded to the Trust website without the approval of the Policy 
Review Group.  
 
A summary of the results will be published on the Trust’s web site.  
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Appendix 3. Information Governance Incident Monitoring Form 

 

INFORMATION GOVERNANCE INCIDENT INVESTIGATION FORM 
 

Date of incident     

Datix report number   

DSPT Reference number  

Reported to ICO on  

Nature of incident   

Department / location of incident   

Specialty / Division   

Lead Investigator  

Actual effect on patient   

Incident grading (externally reportable 
incidents should be graded as moderate 
even if there is no patient harm)  

 

Actual severity of the incident  

Has the SIRO been informed? 
Yes  ☐ No  ☐   

Has the Caldicott Guardian been 
informed? Yes  ☐ No  ☐ 

Information required by the Information Commissioner’s Office: 

Was the information Personal? Yes  ☐ No  ☐ 

Was the data Special Category? Yes  ☐ No  ☐ 

Has the information been recovered? Yes  ☐ No  ☐ 

If not, why not? 
Details –   
 

Information media type? Electronic  ☐  Physical  ☐ Device   ☐ 

Was the incident caused by a problem with a 
network or an information system? 

Yes  ☐  No  ☐ 

Was the data encrypted? Yes  ☐  No  ☐   N/A ☐ 

Was the letter marked Private and Confidential? Yes  ☐  No  ☐    N/A ☐ 

Has the patient suffered any clinical detriment 
as a result of the incident?  

Yes  ☐  No   ☐    N/A ☐   
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Did the breach include details relating to staff? Yes  ☐   No  ☐    

What is the likelihood of citizens’ rights being 
affected? 

Not occurred     ☐ 

Not likely           ☐ 

Likely                ☐ 

Highly Likely     ☐ 

Occurred           ☐ 

  

Specific details regarding the nature and amount 
of personal information compromised? 

  

 
 

Is there any evidence to date that the personal 
data involved in this incident has been 
inappropriately accessed / processed?  

Yes  ☐   No  ☐ If so, please provide details: 

 

What policies procedures and guidance cover 
this? 

  

 
 
 
 

How do you bring any policies/processes to staff 
attention? 

  

  

  

  

Name of staff member involved?  

Staff members line manager?  

Were the members of staff IG trained? Yes  ☐   date:                        No  ☐   
 

Has the staff member breached any policies? Yes  ☐   No  ☐   N/A   ☐ 

What steps were taken after the incident? 

  

  

  

  

Has the staff member been contacted about 
their access? 

 

Has an audit of access been conducted? 
 

Maxims  ☐ 

Oceano  ☐ 

CRIS/Insight/Inscribe ☐ 

E3   ☐ 

Bluespier  ☐ 

Nervecentre  ☐ 

JAC   ☐ 
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Medisoft  ☐ 

PAS   ☐ 

ESR   ☐ 

NHS Mail  ☐ 

Carevue  ☐ 

eNotes (Civica) ☐ 
Other (please list):  

Has the patient’s electronic record been locked? 
Please provide details 

 

Has the staff members access been 
blocked/removed 

Yes  ☐   No  ☐    

Has the organisation received a complaint? Yes  ☐   No  ☐    

Has there been any media coverage of the 
incident? Yes  ☐   No  ☐ 

Did the member of staff receive any disciplinary 
action? 

Yes  ☐   No  ☐  N/A   ☐ 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 

Confidentiality Audit Procedure V4.0 
Page 16 of 19 

 

BACKGROUND AND CONTEXT (including summary of incident, implications for patient, how 
error was detected, corrective/preventative action(s) taken and key dates) 

 

1.  

 

 

 

 

 

 

 

Immediate Actions Taken: 

  

What should of happened – please identify the intended process and security provisions to 
ensure safe processing  

  

 

 

Were there any incidental findings?  (If yes list the findings)  Yes  ☐ No    ☐ 

 

 

Was any notable practice identified? (If yes list the findings)  Yes  ☐ No   ☐ 

  

Was any learning identified?           Yes  ☐ No  ☐ 

  

Conclusion 

 

Arrangements for shared learning 

  

Investigation completed by:  

Date:  
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Duty of Candour 
 

Patient informed of 
incident 

1.  

 

Recorded on Datix 1.  

Verbal apology given 
and documented on 
Datix 

1.  

Letter sent  
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ACTION PLAN 
 

To be formulated by the area where incident occurred and monitored to completion by the IGG  
This can be completed with input from the Incident Review Group in relation to any Trust-wide issues. 

 

Person responsible for monitoring the Action Plan:   

Date action plan created:  

 

Item 
Care/Service Delivery Concerns/ 

Recommendations 
(Taken from investigation report) 

Action Required 
(SMART Objectives to be used) 

Lead Responsible for 
completing action  

Date to be 
completed 

Update on 
action / 

comments 
<insert date> 

1      

2      

3      

4      

5      

6      
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Appendix 4. Monitoring Process 
 
 

Area to be monitored Tool/Process 

Security applied to manual files, e.g. storage in locked 
cabinets/locked rooms 

Monthly audit conducted by Head of Information Governance 

Evidence that checks have been carried out to ensure that the 
person requesting access has a legitimate right to do so 

CITS to monitor request forms to ensure correct authorisation 
has been received. 

The existence and location of whiteboards containing 
confidential information; 
 

Monthly audit conducted by Head of Information Governance 

The understanding of staff within the department of their 
responsibilities with regard to confidentiality and restrictions on 
access to confidential information 

Rolling programme of awareness audits to be conducted by 
Information Governance Team using tools such as Survey 
Monkey  

Access checks to electronic records Information Asset Owners to request/conduct random audits of 
records to determine who has accessed a record and whether it 
was legitimate. 

Evidence of shared passwords being used within the area being 
audited. 

Power BI used by Cornwall IT Services. 

 
 


