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Data Protection Act 2018 (General Data Protection Regulation – GDPR) 
Legislation 

The Trust has a duty under the Data Protection Act 2018 and General Data Protection 
Regulations 2016/679 to ensure that there is a valid legal basis to process personal and 
sensitive data. The legal basis for processing must be identified and documented before 
the processing begins. In many cases we may need consent; this must be explicit, 
informed, and documented. We cannot rely on opt out, it must be opt in. 

Data Protection Act 2018 and General Data Protection Regulations 2016/679 is 
applicable to all staff; this includes those working as contractors and providers of 
services. 

For more information about your obligations under the Data Protection Act 2018 and 
General Data Protection Regulations 2016/679 please see the Information Use 
Framework Policy or contact the Information Governance Team  
rch-tr.infogov@nhs.net 
 

 

mailto:rch-tr.infogov@nhs.net
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1. Introduction 

1.1. The Royal Cornwall Hospitals NHS Trust (RCHT) needs to be able to plan 
for and respond to a wide range of incidents and emergencies that could 
affect health or patient care.  This could be anything from severe weather to 
an infectious disease outbreak or a major transport accident. 

 
1.2. Under the Civil Contingencies Act 2004, NHS organisations must show that 

they can deal with these incidents while maintaining services to patients.  
This work is referred to in the health community as ‘emergency 
preparedness, resilience and response’ (EPRR).  This is reinforced by the 
Health and Social Care Act 2012. 

 
1.3. NHS organisations must therefore be able to maintain continuous key 

services when faced with disruption from identified local risks such as 
severe weather, fuel or supply shortages or industrial action. 

 
1.4. Business continuity management (BCM) provides organisations with a 

framework for identifying and managing risks that could disrupt normal 
service. 

 
1.5. RCHT business continuity management system (BCMS) helps it to 

anticipate, prepare for, prevent, respond to and recover from disruptions, 
whatever their source and whatever part of the business they affect. 

 
1.6. Disruptions can be caused by periods of severe pressure (for example, in 

winter), a long-term increase in demand for services, external emergencies 
and disasters, and internal system failures.  Planning to tackle these effects 
goes way beyond the initial emergency response. 

 
1.7. BCM is an essential tool in establishing an organisation’s resilience. 

 
1.8. Business continuity should be seen as embedded in the culture of the NHS and 

linked to regulatory controls, good corporate governance and effective risk 
management. 

 
1.9. This version supersedes any previous versions of this document.  

2. Purpose of this Policy/Procedure  

This policy outlines the processes to be followed to ensure the Trust has in place 
effective BCM arrangements to minimise the impact of disruptive events on 
patients, staff, stakeholders and the Trust’s reputation. 

3. Scope 

This document applies to all RCHT staff. 
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4. Definitions / Glossary 

4.1. The Civil Contingencies Act 2004 places a statutory duty on the Acute Trust 
to have a business continuity plan.  The Acute Trust are “a person or body 
listed in Part 1 or 2 of Schedule 1” of the Civil Contingencies Act 2004.  
Section 2 lists the duties placed on the listed organisations, where Section 
2 (1) states we shall: “Maintain plans for the purpose of ensuring, so far as 
is reasonably practicable, that if an emergency occurs, the body is able to 
continue to perform his or its functions.” 

 
4.2. The duty relates to all functions, not just our emergency response functions. 

 
4.3. A disruption to services is defined as: 

 
“Any incident which threatens personnel, buildings or the operational procedures 
of an organisation and which requires special measures to be taken to maintain 
and restore normal functions.” 

 
4.4. As a general guide, business continuity planning is designed to minimise the 

effects of the disruption.  For example: 

• Major accidents or incidents 

• Fire or adverse weather conditions 

• Loss of utilities 

• Major disruption to staff, e.g. pandemic, industrial action, fuel shortage. 

 
Should any of the above occur this would mean that command and control 
function might need to be implemented as per the Major Incident Plan. 
 

4.5. The NHS Commissioning Board Business Continuity Management 
Framework (service resilience) 2013 defines BCM in the NHS as: 

 
The management process that enables the NHS organisation to: 

• Identify those key services which, if interrupted for any reason, would have 
the greatest impact upon the community, the health economy and the 
organisation. 

• Identify and reduce risks and threats to the continuation of these key services. 

• Develop plans which enable the organisation to recover and or maintain core 
services in the shortest possible time. 

 
4.6 The Business Continuity Institute defines business continuity as: 
 

“A holistic management process that identifies potential impacts that threaten an 
organisation and provides a framework for building resilience and the capability 
for effective response which safeguards the interests if its key stakeholders, 
reputation, brand and value creating activities.” 
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5. Ownership and Responsibilities  

5.1. In each NHS organisation the Chief Executive is responsible for ensuring 
that there is a Business Continuity Strategy in place based on the principles 
of risk assessment, cooperation with partners, emergency planning, 
communicating with the public and sharing information.  (NHS 
Commissioning Board Business Continuity Management Framework: 
Service Resilience 2013). 

5.2. Role of the Chief Operating Officer 

The Chief Operating Officer is the nominated executive director and is 
responsible for ensuring that: 

• Plans are in place to manage disruptions to services – internal or external 
that require special provision to be made. 

• Plans are written and published to ensure business continuity for any 
emergencies that may impact on Trust activity. 

• Business continuity plans are kept up to date. 

• The Trust is compliant with all legislation relevant to EPRR. 

• The plans are exercised appropriately. 

• Trust staff are familiar with the plans for their particular work area and are 
familiar with the Trust’s core plan. 

• There is participation in multi agency planning and exercising. 

• An annual report is produced for the Trust Board. 

• The Trust’s activity with regard to EPRR meets the requirements of the NHS 
Commissioning Board EPRR core standards and Care Quality Commission 
Standards. 

5.3. Role of the General Managers  

General Managers are responsible for ensuring that:  

• A lead is identified for each unit/ward/service to complete the BC Plan and 
disseminate the information. 

• Services complete an analysis of critical functions and risk assessments. 

• Business continuity plans are completed for every risk identified. 

• Ensure plans are signed off by the Care Group Boards. 

• Updated information on plans, actions, and exercises is supplied to the 
Emergency Preparedness, Resilience and Response Committee. 

• Business continuity plans are cascaded to appropriate staff within 
departments and appropriate information and support given. 

• Plans and critical function analyses are reviewed annually. 

• During an incident they manage the BCM consequences and report for their 
area. 
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5.4. Role of the Emergency Preparedness, Resilience and Response 
Committee  

The Emergency Preparedness, Resilience and Response (EPRR) Committee is 
responsible for:  

• Co-ordinating mitigation measures to manage the consequences of a range 
of disruptive events that could affect the Trust’s ability to deliver patient care. 

• Ensure statutory duties under the Civil Contingencies Act 2004, requirements 
of the NHS Operating Framework, Care Quality Commission Standards and 
any other requirements subsequently placed upon the Trust are met. 

• Providing updates on the Trust’s Business Continuity Management to the 
Trust Board. 

5.5. Role of Emergency Planning Lead 

This role is responsible to the Director of Operations, and ultimately to the 
Accountable Emergency Officer and is responsible for: 

• Reviewing the Business Continuity Strategic Plan. 

• Developing and reviewing the Service Continuity Plan template. 

• Supporting Business Continuity Planning Leads and Managers with the 
development, testing and annual review of Service Continuity Plans. 

• Co-ordinating exercises to test the Trust’s Business Continuity Plans. 

• Reviewing the response to incidents to ensure learning points are shared and 
included in future planning. 

• Reviewing the Business Continuity Plans of major outsourced providers 
inconjunction with the trust contracts management team.  

5.6. Role of Business Continuity Planning Leads within Care 
Groups 

Care Group Leads are responsible for:  

• Providing a link between the Emergency Planning Lead and Managers 
responsible for completing Service Continuity Plans. 

• Supporting Managers with the development, testing and annual review of 
Service Continuity Plans. 

• Write action plans and update business continuity plans following exercises 
and incidents. 

 

5.7. Role of the Procurement Department 

The trust is committed to embedding Business Continuity in all areas of the      
organisation and is therefore also keen that a similar approach is taken by outside 
suppliers of products and services. Therefore, the Procurement Department 
should: 
 

• Ensure that suppliers, through contract monitoring have robust Business 
Continuity systems in place. 
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• Feel assured that the supplier can appropriately cope with a variety of risks.  

• Request a copy of the suppliers BCP as part of the tendering process when 
entering into a new supplier contract. 

6. The Business Continuity Planning Process 

6.1. The Business Continuity Institute has developed a six-stage approach that 
is widely accepted as an industry standard.  The stages are: 

• BCM programme management - Programme management enables the 
business continuity capability to be both established (if necessary) and 
maintained in a manner appropriate to the size and complexity of the 
organisation. 

• Understanding the organisation - The activities associated with 
"Understanding the organisation" provide information that enables 
prioritisation of an organisation's products and services, identification of 
critical supporting activities and the resources that are required to 
deliver them. 

• Determining business continuity strategies - This allows an appropriate 
response to be chosen for each product or service, such that the 
organisation can continue to deliver those products and services at the 
time of disruption. 

• Developing and implementing a BCM response - This involves 
developing incident management, business continuity and business 
recovery plans that detail the steps to be taken during and after an 
incident to maintain or restore operations. 

• BCM exercises, maintaining and reviewing BCM arrangements - This 
leads to the organisation being able to demonstrate the extent to which 
its strategies and plans are complete, current and accurate and identify 
opportunities for improvement. 

• Embedding BCM in the organisation's culture - This enables BCM to 
become part of the organisation's core values and instils confidence in 
all stakeholders in the ability of the organisation to cope with 
disruptions. 

 
6.2. See Appendix 3 for the Business Impact Assessment template and 

Appendix 4 for the Business Continuity Plan template.  A working example 
of a Business Continuity Plan is shown at Appendix 5 (Staff Shortages due 
to Infectious Diseases Outbreak). 

 
6.3. Critical Functions 

In order to develop business continuity plans, the organisation needs to have 
a thorough understanding of its business, the effect of the functions being 
disrupted and the priority for recovery. 

 
The RCHT critical functions are: 
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• Provide safe care to existing patients in the hospital (this includes Level 2 & 3 
provision, continuation for those mid radiotherapy/chemotherapy) 

• Inpatient Echocardiography, Interventional Radiography, X-Ray and CT at 
Treliske 

• Primary percutaneous coronary intervention 

• CITS - System recovery, answer x1717 CITS Helpdesk / On Call Engineer 
provision  

• Processing of urgent pathology requests  

• Receive life threatening ill/injured patients into ED/UTC 

• Active GI bleed endoscopy 

• Estates - responding to emergency requests such as loss of utilities, project 
management of onsite contractors  

• Emergency C-section theatre, deliver babies, care for existing mothers and 
babies 

• Staff Needlestick Injury Advice  

• Transfer patients to Bristol PICU, Derriford MTC and other specialist referral 
hospitals 

• Emergency patient record requests  

• On-Call Pharmacy Provision 

• Major Incident Response and Fire Calls  

• Respiratory physio cover 

• Continue any surgery already started and recover patients 

7. Understanding our Business – Business Impact Analysis 

7.1. Identifying Core Services and Business Continuity Leads 
 
Step 1:  
The services should be considered as an ‘end to end’ service in which many 
players, both internal and external, ensure delivery to patients and 
customers and recognise that an interruption to any element of the service 
may threaten the delivery of the overall service. 
 
To identify a critical core service, consideration should be given to: 

• Maintenance of statutory functions. 

• Safeguarding the financial viability of the Trust. 

• Continuing compliance with national and regional performance targets. 

• Interdependency with other core services. 

• Impact on specific groups of patients. 

 
Examples of core clinical services the Trust may need to maintain are: 
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• Emergency Department 

• Critical Care 

• An emergency service for all specialities 

• Renal Dialysis 

• Emergency theatre facilities 

• Paediatric services 

• Maternity services 

• Chemotherapy and day treatment to avoid admission to hospital 

• Cancer services 

• Mortuary 

• Emergency diagnostics 

• Therapy Services 

• Infection Control 

• Pharmacy 

Core non-clinical services may include elements of the following services 
which support other core services: 

• Procurement 

• Finance 

• IT and Information Services 

• Human Resources 

• Facilities, including catering, portering, laundry and transport 

• Corporate and Clinical Governance 

• Medical Records 

 
Within each core clinical or non-clinical service there are activities that will 
be more critical than others. These are identified as part of the Business 
Impact Analysis.   

 
7.2. Business Impact Analysis 
 

Step 2: 
Complete a Business Impact Analysis (BIA) to: 

• Obtain an understanding of the organisation’s core services, the priority 
of each and the timeframes for resumption of these following an 
interruption. 

• Quantify the Maximum Allowable Outage (MAO) for each service – the 
timeframe after which an organisation’s viability will be irrevocably 
threatened if the service delivery cannot be resumed. 

• Define the appropriate Recovery Time Objective (RTO) for each service 
which must be less than the Maximum Allowable Outage. 
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• Obtain an understanding of the critical functions and resources required 
to maintain the core services. 

• Quantify the resources required over time to maintain the core services at 
an acceptable level and within the maximum tolerable period of disruption. 

• Provide the resource information from which an appropriate recovery 
strategy can be determined/recommended, outline dependencies that 
exist both internally and externally to achieve critical objectives. 

 
All NHS organisations are legally required to prepare, maintain and review 
business continuity plans on the principle that their organisation should be 
able to maintain critical services.  However, as the Trust provides a number 
of specialist services the MAO will depend significantly on the availability of 
suitable facilities in the wider health community. 
 
Responsibility for completing the Business Impact Analysis sits with the 
named lead for business continuity identified by the Care Group 
Management Team. 
 

7.3. Identifying the Critical Activities of Core Services 
 

In order to provide each core service, there are a number of activities that 
can be identified and categorised according to their priority in maintaining 
the service using the Business Impact Analysis Template (Appendix 3).  The 
identified Business Continuity Lead must record the critical activities of the 
identified core services using the following criteria: 

 
Priority 1 – Critical Activity 

Loss of a critical activity would immediately: 

• Directly endanger life. 

• Endanger the safety of those individuals for whom the Trust has a legal 
responsibility. 

• Prevent the operation of another activity in this category. 

• Seriously affect the Trust’s finances or accuracy of critical records. 

• Prevent communication of vital information to partners or the public. 

 
In the event of disruption, all Priority 1 activities must continue to be provided 
at all times. 
 
Priority 2 – Essential Activity 
Loss of an essential activity would immediately: 

• Present a risk to health or safety. 

• Prevent the Trust fulfilling a statutory obligation. 

• Prevent the operation of another activity in this category. 

• Seriously affect the Trust’s reputation. 
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In the event of disruption, Priority 2 activities must be recovered within three 
days. 
 
Priority 3 – Priority Activity 
Loss of a priority activity would lead to: 

• The Trust failing to meet its statutory obligations. 

• Seriously affect the operation of a Priority 1 or 2 activity. 

• The Trust’s reputation being adversely affected. 

 
In the event of disruption, Priority 3 activities should be recovered within 
seven days. 
 
Priority 4 – Support Activity  
These are all the other activities which are required for the Trust to go about 
its normal business. 
 
In the event of disruption, the Priority 1 Critical Activities should be prioritised 
for recover first followed by Priority 2 Essential Activities, etc. Activities 
should be recovered as soon as possible. 
 

7.4. Identifying Resources to Support Critical Activities 
 

In order to provide each critical activity, a number of resources are required.  
These include: 

• People with identified skills and competencies. 

• Accommodation and environment. 

• Technology, equipment and telecommunications. 

• Information systems and IT applications. 

• Suppliers, including utilities and partners. 

 
Using the Trust’s Business Impact Analysis template, the identified Business 
Continuity Lead within the Care Group must identify the resources required 
to maintain the identified critical activities for their area of responsibility. 
 
Once each resource has been identified, the Lead must identify the hazards 
and risks to the delivery of those critical activities.  For example: 

• Unplanned absence of staff. 

• Loss of systems (IT and telecommunications). 

• Loss of utilities eg water, gas or electricity. 

• Loss of, or access to, premises (or part of). 

• Loss of key suppliers. 

• Loss of heating/hot water. 

• Loss of catering. 

• Surge conditions (escalation plan). 
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• Loss of equipment. 

• Loss of medical gases. 

• Loss of transport. 

• Lockdown.  

 
In addition, the Lead must identify and document stakeholders, 
interdependencies with other departments’ contingency plans, legal 
considerations and any reciprocal arrangements that are in place. These 
should be recorded on the Business Impact Assessment in the 
Interdependencies section. 

8. Local Resilience Forum (LRF) Identified Risks 

8.1. Under the Civil Contingencies Act 2004, Devon, Cornwall and Isles of Scilly 
Local Resilience Forum (LRF) have produced a community risk register. 

8.2. The top risks identified are: 

• Failure of Electricity Network 

• Flooding 

• Industrial Accidents and Environmental Pollution 

• Influenza Type Disease 

• Major Air Quality Incident  

• Major Pollution of Controlled Waters 

• Malicious Threats 

• Prolonged Low Temperatures, Heavy Snow and/or Ice 

• Volcanic Eruption 

9. Developing Plans 
9.1. It is important that every Care Group, department or service has ownership 

of the business continuity plans that relate to the services provided.  Each 
department is responsible for completing a business impact analysis and 
identifying risks to those functions.  This information is then used to develop 
contingency arrangements and plans.  Each department is responsible for 
identifying inter dependencies with other departments and communicating 
with these areas to identify solutions. 

 
9.2. It is the responsibility of individual Care Groups to determine how many 

Business Continuity Plans are required to effectively cover their areas of 
work.  The Care Group Plans should be effective for spontaneous and pre-
planned events which could affect services. 

9.3. Care Group managers will cascade the pro-forma and template to all 
departments and hold copies of the business impact assessments and 
business continuity plans. Completed plans should be kept on a shared IT 
drive that all relevant staff can access and paper copies should be kept in 
that area in case of IT failure.  
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9.4. Whilst developing the plans, Care Groups, departments and services must 
identify any issues and develop action plans to overcome these issues.  
These should be added to the risk register if they present a risk that could 
benefit from further management or mitigation measures beyond business 
continuity planning. 

10. Planning Documents and Guidance 

10.1. Business Impact Assessment Template (view at Appendix 3) 
 
To be completed in Excel – available separately in Documents Library.  

 
This is for each department/Care Group to identify its critical functions.  

 
10.2. Key risks to the critical functions will be identified and then risk assessed 

(using the Trust’s risk assessment tool).  These are documented on the pro-
forma.  (This process is known as business impact analysis).  

 
10.3. Business Continuity Plan Template (Appendix 4) 

 
For the following generic risks, a business continuity plan will be completed using 
the template provided (Appendix 4): 

• Loss of staff 

• Loss of premises or access to the premises 

• Loss of key supplier 

• Loss of utilities (medical gases, water, heating, electricity) 

• Loss of IT/telephony 

• Loss of essential equipment (unavailable elsewhere in the trust) 

• Surge of patients 

• Lockdown  

• Any other service specific issue  

This plan will: 

• Describe the risk and the risk score. 

• Prioritise for recovery the hierarchy of Critical Activities down to 
Support Activities.   

• Detail actions to mitigate the risk.  This should not be how to resolve 
the issues, but how the division/department will maintain service while 
the issue is resolved by the relevant department e.g. Estates.  Include 
alternative locations if applicable. 

• Include details of who is responsible for overseeing the contingency 
planning and activating the plans. 

• Detail who is responsible for implementing actions. 

• Detail any external organisations to be involved, if appropriate. 
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• Detail who should be informed if the plan is activated (particularly 
those who are dependent on the service provided). 

 
10.4. Whilst completing the BC Plan the department/Care Group should keep an 

audit trail of considerations, liaison with its interdependent areas/services 
and any identified issues/actions which will require an action plan. 

 
10.5. Some departments such as CITS and Estates will need to have a Business 

Recovery Plan (BRP) to identify in detail how issues will be resolved.  These 
departments still require a BC Plan but this can be referenced to the BRP. 

11. Exercising and Review 

11.1. The Care Groups must ensure all their Business Continuity Plans are 
exercised on an annual basis unless they have a real activation of the plan 
following an incident. 

 
11.2. An action plan should be produced including lessons identified that require 

an update of the plan and other issues which have been identified which 
require further actions. 

 
11.3. These action plans should be reported through the EPRR Committee to 

enable other Care Groups to learn from their exercises or incidents. 

12. Activation, Command and Control 

12.1. All Business Continuity Plans highlight who to escalate issues to. This will 
usually be a senior manager within the Care Group and also the Clinical Site 
Manager.  If the issue is serious or affects more than one area the Senior 
Duty Manager and Director On Call will be notified.  

 
12.2. If required they will implement a Trust Recovery Team. The Director On Call 

will become Strategic (Gold) Commander and the Senior Duty Manager will 
assume the role of Tactical (Silver) Commander. The Care Group/Corporate 
Managers will be at the Operation (Bronze) level reporting issues for their 
areas to the Tactical Commander. The purpose of the Trust Recovery Team 
is to coordinate business continuity activities and plan for a return to 
normality.   

 

12.3. An example of the Trust Recovery Team structure is shown overleaf. The 
representatives in the team will vary depending on the type of incident.  

12.4. If deemed necessary to help the response and recovery the Director On Call 
can declare a Critical Incident or Internal Major Incident. In these 
circumstances the Major Incident Plan may also be utilised and the Trust 
Recovery Team will be formed as an Incident Coordination Centre Team. 

 

12.5. One of the key functions of the Trust Recovery Team is to coordinate the 
prioritisation of staff, physical space and equipment when the incident is 
affecting a large proportion of the trust. They will be expected to compare 
and evaluate each of the affected areas critical functions and make key 
decisions on resource allocation.        
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12.6. The Action Card for the Trust Incident Recovery Lead is at Appendix 6.  
 

12.7. Any Business Continuity incidents should be recorded on Datix. 
 

13. Dissemination and Implementation 

13.1. Staff groups that need to have knowledge of the policy: 

• Chief Executive 

• Accountable Executive Officer for EPRR 

• Senior Duty Managers, Directors on Call and Care Group Managers 

• Care Group/Corporate Business Continuity Planning Leads 

• All managers and senior nurses 

 
13.2.  Key objectives: 

• EPRR Committee meets at least quarterly. 

• Service business continuity plans are reviewed annually and following 
any significant activation. 

• The Care Groups must ensure all their business continuity plans are 
exercised on an annual basis unless they have a real activation of the 
plan. Additionally specific risks that warrant inclusion on the Risk 
Register should be exercised.   

• Business continuity is referred to in corporate induction. 

• Care Group/Corporate Managers ensure that the Business Continuity 
Plans for their areas are embedded to ensure that their staff are aware 
of its contents. 

• Records of who has been trained and exercised in the plan must be 
maintained by the Care Groups. 
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14. Monitoring Compliance and Effectiveness  
 

Element to be 
monitored 

The plan will be monitored through exercising on a yearly 
basis or if the plan is activated. 

Lead 
Emergency Planning Lead. 

 

Tool 
The plan will be monitored through a debrief process of 
what went well and what did not go well. 

Frequency 
The plan will be monitored when it is activated – through 
severe weather, etc, or tested.  Testing will be yearly 
through a table top exercise. A report will be completed 
after the plan is invoked. 

Reporting 
arrangements 

The reporting of business continuity is to the EPRR 
Committee. All Care Groups/Corporate areas are 
represented on this committee.  The Committee then 
creates a report for the Quality Assurance Committee.  

Acting on 
recommendations  
and Lead(s) 

The EPRR Committee will nominate a lead for actions to 
be undertaken depending on the circumstances. The 
committee will monitor the action planning and 
recommendations within reasonable time frames. 

Change in 
practice and 
lessons to be 
shared 

Shared learning will be via the debrief process. 

Required changes to practice will be identified and 
actioned within an agreed time frame.  A lead member of 
the team will be identified to take each change forward 
where appropriate. 

Lessons will be shared with all the relevant stakeholders. 

15. Updating and Review 

This document will be reviewed every 3 years by the Emergency Planning Lead. 

16. Equality and Diversity  

16.1. This document complies with the Royal Cornwall Hospitals NHS Trust Equality 
and Diversity statement which can be found in the ‘Equality, Inclusion & Human 
Rights Policy’ or the Equality and Diversity website.  

16.2. Equality Impact Assessment 

The Initial Equality Impact Assessment Screening Form is at Appendix 2. 
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Directorate / Department responsible 
(author/owner): 

Matthew Overton, Emergency Planning 
Lead 
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Emergency Planning 
Lead 

Jul 14 
 
 

V2.3 Policy updated Simon Wilkins, 
Emergency Planning 
Lead 

Nov 15 V2.4 Updated following feedback from NHS 
England/Kernow CCG EPRR Assurance 
Process 

Matthew Overton, 
Emergency Planning 
Lead 

Mar 18 V2.5 Updated with the trust ‘Critical’ activities 
from the 2017 BIA updates 

Matthew Overton, 
Emergency Planning 
Lead  

Aug 21 V3.0 3 yearly review, layout updated, minor 
amendments  

Matthew Overton, 
Emergency Planning 
Lead 

 
All or part of this document can be released under the Freedom of Information 

Act 2000 
 

This document is to be retained for 10 years from the date of expiry. 
This document is only valid on the day of printing 

 
Controlled Document 

This document has been created following the Royal Cornwall Hospitals NHS Trust 
Policy for the Development and Management of Knowledge, Procedural and Web 

Documents (The Policy on Policies).  It should not be altered in any way without the 
express permission of the author or their Line Manager. 
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Appendix 2. Equality Impact Assessment 
 

 
  

Section 1: Equality Impact Assessment Form 

Name of the strategy / policy /proposal / service function to be assessed: 
Business Continuity Strategic Plan V3.0 
 

Directorate and service area: 
Emergency Planning 
 

Is this a new or existing Policy? 
Existing 

Name of individual/group completing EIA: 
Matthew Overton, Emergency Planning Lead  
 

Contact details: 
01872 256356 

1. Policy Aim 

Who is the 
strategy / policy / 
proposal / service 
function aimed at? 

To provide guidance for improving the Trust’s resilience in 
the event of a serious disruption to critical services. 

2. Policy Objectives - To provide information and support managers in the development 
of business continuity plans. 
- To ensure that business continuity plans are developed within a 
corporate framework. 

3. Policy Intended 
Outcomes 

- The development of coherent business continuity plans for the 
Trust. 
- Provide assurance that risks to all critical services are mitigated by 
effective planning. 

4. How will 
you measure 
the outcome? 

- Audit of plans 
- Exercising of plans 

5. Who is intended 
to benefit from the 
policy? 

Patients, staff, business partners and the public 

6a). Who did you 
consult with? 

 
 
b). Please list any 
groups who have 
been consulted 
about this procedure. 

Workforce  Patients  
Local 
groups 

External 
organisations 

Other  

  ✓   

Please record specific names of groups: 
Emergency Preparedness, Resilience and Response Committee  

c). What was the 
outcome of the 
consultation? 

Agreed 
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7. The Impact 
Please complete the following table.  If you are unsure/don’t know if there is a negative impact 
you need to repeat the consultation step. 
Are there concerns that the policy could have a positive/negative impact on: 

Protected 
Characteristic 

Yes No Unsure Rationale for Assessment / Existing Evidence 

Age 
 ✓   

Sex (male, female 
non-binary, asexual 
etc.)  

 ✓   

Gender 
reassignment  ✓   

Race/ethnic 
communities 
/groups 

 ✓   

Disability  
(learning disability, 
physical disability, 
sensory impairment, 
mental health 
problems and some 
long term health 
conditions) 

 ✓   

Religion/ 
other beliefs  ✓   

Marriage and civil 
partnership  ✓   

Pregnancy and 
maternity  ✓   

Sexual orientation 
(bisexual, gay, 

heterosexual, lesbian) 
 ✓   

If all characteristics are ticked ‘no’, and this is not a major working or service 
change, you can end the assessment here as long as you have a robust rationale 
in place. 

I am confident that section 2 of this EIA does not need completing as there are no highlighted 
risks of negative impact occurring because of this policy. 
 

Name of person confirming result of initial 
impact assessment: 

Matthew Overton, Emergency Planning Lead 

If you have ticked ‘yes’ to any characteristic above OR this is a major working or 
service change, you will need to complete section 2 of the EIA form available here: 
Section 2. Full Equality Analysis 
 
For guidance please refer to the Equality Impact Assessments Policy (available from 
the document library) or contact the Human Rights, Equality and Inclusion Lead 
india.bundock@nhs.net  

 

http://doclibrary-rcht-intranet.cornwall.nhs.uk/DocumentsLibrary/RoyalCornwallHospitalsTrust/ChiefExecutive/Templates/Section2FullEqualityAnalysis.docx
mailto:india.bundock@nhs.net
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Appendix 3. Business Impact Assessment 
 

 

Appendix 3 to Business Continuity Strategic Plan

BUSINESS IMPACT ASSESSMENT
Royal Cornwall Hospital Trust

LOCALITY: NORMAL STAFF LEVEL: CLINICAL: ADMIN:

DEPARTMENT / WARD CRITICAL STAFF LEVEL: CLINICAL: ADMIN:

MAO RTO

AT 1 HR AT 4 HRS AT 1 DAY AT 1 WEEK LIKELIHOOD SEVERITY

1

2

3

4

5

6

7

8

9

10

11

COMMENTS RISK ASSESSMENT

Loss of communications (eg 

telephones)

Loss of utilities (incl medical gases, 

heating, etc)

Loss of premises (or part of)

Loss of equipment

Clinical Staff < critical level

Admin Staff < critical level

DEPENDENCIES IMPACT OF LOSS OVER TIME

Any others identified - list

ESSENTIAL EQUIPMENT (Unavailable Elsewhere in the Trust)

INTERDEPENDENCIES:

Surge of patients (escalation)

Key suppliers

Lockdown

P1 - CRITICAL

P2 - ESSENTIAL

P3  - PRIORITY

P4 - SUPPORT

Loss of IT (eg PAS) - list

http://doclibrary-rcht-intranet.cornwall.nhs.uk/DocumentsLibrary/RoyalCornwallHospitalsTrust/ChiefOperatingOfficer/EmergencyPlanning/BusinessContinuityPlanBusinessImpactAssessment.xlsx
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Key for use with Appendix 3.  Business Impact Assessment 

 
An editable version (MS Excel spreadsheet) is available via the Document Library. 
 
MAO – Maximum Allowable Outage 
RTO – Recovery Time Objective 

 
IMPACT 
Low 
Medium 
High 
 
LIKELIHOOD 
Rare – 1    Can’t believe that this will ever happen or recur 
Unlikely – 2    Do not expect it to happen or recur but it is possible 
Possible – 3    Might happen or recur occasionally 
Likely – 4    Will probably happen or recur but it is not a persistent issue 
Almost certain – 5   Will undoubtedly happen or recur, possibly frequently 

 
SEVERITY 
Negligible - 1    Peripheral element of treatment or service sub-optimal, loss/interruption of >1 hr  
Minor - 2    Minor implications for patient safety, overall treatment or service suboptimal, loss/interruption of >8 hrs  
Moderate - 3    Treatment or service has significantly reduced effectiveness, loss/interruption of >1 day 
Major - 4    Loss/interruption of >1 week, significant risk to patients if unresolved 
Catastrophic - 5   Impacts on a large number of patients, permanent loss of service/facility, gross failure of patient safety  
 
RAG 
Red - High 
Orange - Medium 
Yellow - Low 
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Appendix 4.  Business Continuity Plan Template 

 
An editable version (MS Word document) is available via the Document Library. 
 
 
 
 
 
 

Business/Service Continuity Plan 
 
 

Division  

Service Continuity Plan for   

 
 
 
 
 
 
 
 
Version Number  

Date  
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PLAN MAINTENANCE 
Completed by 
(Manager’s name and title) 

 

Agreed by Divisional General Manager 
(DGM’s name) 

 

Date 
 

 

Review due (at least annually and following an 
exercise or incident) 

 

 
RECORD OF AMENDMENTS 

Amendment Amendment dated Date inserted Initials 

    

    

    

 
DISTRIBUTION 

Name Title/Position 

  

  

  

  

  

  

 
EXERCISE/ACTIVATION HISTORY 
Activation/ 
Exercise Date 

Location Type of Nature of Exercise/Incident Date of Debrief 

    

    

    

    

Title: 
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 THREAT Impact on 
organisation if 
threat occurs 

ACTION (Mitigation) BY WHOM 

1   ● 
 
● 
 
● 
 
● 
 
● 
 
● 
 
● 
 
● 
 
● 
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Appendix 5.  Example of Completed Business Continuity Plan – Staff Shortages 

 
Staff Shortage Due to Infectious Disease Outbreak 

 THREAT Impact on 
organisation if 
threat occurs 

ACTION (Mitigation) BY WHOM 

1 Severe shortage of 
staff (whole Trust) 

High • Activate the Emergency Plan. 

• Equip the Incident Coordination Centre. 

• Allocate core team roles as per the plan. 

• Conduct an immediate appraisal of bed states in 
inpatient areas. 

• Identify all community commitments. 

• Identify current staffing levels across the 
organisation. 

• Identify all clinically trained staff working in non 
clinical positions. 

• Identify all non clinical trained staff who could assist 
in clinical areas. 

• Identify non essential services that may be closed to 
provide staff to assist essential services. 

• Ensure delivery of support functions eg Finance and 
IT. 

• Arrange immediate update in BLS/patient 
handling/infection control/hand hygiene for staff 
newly deployed to clinical settings. 

• Communication with media and staff to support 
RCHT. 

• Identify any Kernowflex or agency staff who could be 
brought in to provide support. 

• Consider requesting Mutual Aid from other health 
providers. 

• Request assistance from Voluntary Sector. 

On Call Executive 
On Call Manager 
On Call Executive 
 
Care Group Managers 
Care Group Managers 
Director of HR 
 
Director of HR 
 
Director of HR 
 
On Call Exec/Chief Exec 
 
Director of Finance 
 
 
Director of Workforce 
Development 
 
Comms Manager 
 
Director of HR 
 
On Call Executive 
On Call Executive 
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Appendix 6.  Action Card for Trust Incident Recovery Lead  

 Royal Cornwall Hospitals NHS Trust 
TRUST RECOVERY TEAM 

Card 1 

 
TRUST INCIDENT RECOVERY LEAD 

  

 
Name: 

Accountable to: Director On-Call  Location:  Incident Coordination 
Centre (ICC) 

 
Incident: 
 

 
Date: 

To lead the Trust’s response to the incident and support the Strategic (Gold) Commanders strategic 
decision making. The Trust Recovery Team is responsible for analysing the overall impact of an 
incident on staff, patients and services, ensuring that the Trust response is proportionate and planning 
the return to normality. The team once formed will agree a recovery strategy and initial operating 
timeframe. The team will cover the following areas:  

CORE ACTIONS DATE/TIME/ 
INTIALS 

1 Operations / Facilities  

 • Where the incident involves loss of premises, identify the areas 
requesting relocation and based on the critical activities and 
environment required decide on who will be relocated to which area. 

• Revise bed management policy based on the incident. 

• Review/revise Infection, Prevention and Control guidelines. 

• Cancel elective activity with a plan for to re-instate where possible. 

 

2 Liaison  

 • Liaise with Care Group/Corporate Managers who will be acting as 
Operational (Bronze) Commanders. 

• If taken, inform them of the decision to cancel elective activity. 

• Liaise with CCG around services that need to be suspended. 

• Request suspension of targets and decide on the triggers for re-
introduction. 

• Request mutual aid through the CCG (where required from within 
Cornwall). If required from outside of Cornwall this is to be referred to  
NHS England and Improvement (South West). 

 

3 Human Resources Management  

 • Where the incident involves loss of critical staff coordinate 
redeployment of staff from other areas based on the areas critical 
activities and skill mix needed. 

• Formally recognise the efforts of all staff and volunteers once the 
incident is over. 

 

4 Return to Normality  

 • During the incident, and the immediate period afterwards it is 
reasonable for non-critical services to have been temporarily 
suspended so that resources can be reallocated to the more critical 
areas.  However, these functions cannot be suspended indefinitely. 

• Services should have been discontinued in a priority order with the 
most important functions being discontinued last.  The recovery order 
will, in the main, be a reversal of this. 
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CORE ACTIONS DATE/TIME/ 
INTIALS 

 • The Business Impact Assessment highlights the most and least 
essential functions for each Care Group.  These will be overseen by 
the Trust Recovery Team who will make the final decision on the order 
of recovery after taking advice from all affected Care Groups. 

• The Trust may have to increase funding in areas which were 
suspended.  These areas could have increased waiting lists where, for 
example, elective surgery was postponed.  Additionally, it should be 
expected that some patients will have developed complications as a 
result of delay. 

• Seek financial redress where appropriate. 

• It should not be expected that the organisation will be able to recover 
quickly from any event. 

 

5 Communication   

 • In conjunction with the Communications Lead, provide up to date 
information to the public, patients and staff. 

• Communicate the concept of “new normal” i.e. daily activity will not 
return to baseline until the incident and its effects are truly resolved. 

• Communicate the recovery strategy, what to expect, announcements 
and notifications of the gradual restoration of services. 

• Be prepared to deal with press enquiries that have resulted from the 
incident. 

• Acknowledge contributions of staff. 

 

6 Equipment and Supplies  

 • Review and ensure that appropriate levels of supplies and equipment 
are maintained during the incident.  

• Determine any equipment which has been lost or destroyed which 
would need replacement to allow restoration of service. 

• Arrange for the cleaning and decontamination of equipment to an 
appropriate standard if necessary. 

 

COLLATION OF EVIDENCE ACTIONS – ALL PAPERWORK IS SUBJECT TO 
DISCLOSURE 

A Collate any paperwork used (even scraps of paper) and hand to the 
Emergency Planning Lead. 

 

B Sign-off the Emergency Log Book with the Loggist.   

C Ensure the debrief feedback form (Appendix 7) is widely distributed to 
those involved for completion. 

 

D Make arrangements for a formal debrief to take place.   
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Appendix 7.  RCHT Debrief Feedback Form 

DEBRIEF FEEDBACK FORM 
 

Incident name:  

Date completed:  

Completed by:  

Role in this operation/incident:  

Organisation:  

 
After any incident or event it is accepted there will be some areas of improvement identified, 
but it is also important to note good practice to assist and guide others who may face a 
similar set of circumstances in the future.  Your views and experience count. 
 
The boxes below will expand to allow you to continue to give feedback in any particular area. 

 

Please detail the things that went well: 

 
 
 
 

 

Please detail the things that did not go well: 

 
 
 
 

 

What is the most valuable thing you have learned as a result of this incident? 

 
 
 
 

 

Please provide any tips for people who may perform a similar role in the future: 

 
 
 
 

Please return form to:      Or email: matthewoverton@nhs.net 
Matt Overton                                                  
Emergency Planning Lead 
Royal Cornwall Hospitals Trust 
TRURO   TR1 3LJ                                                               RCHT Debrief Feedback Form/040915/MO/jmh 


