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SUMMARY REPORT 
TRUST BOARD 31 October 2019 Agenda Number: 15 

Title of Report Information Governance – Senior Information Risk Owner (SIRO) 
Report Quarter One 

Accountable Officer Bernadette George, Director of Integrated Governance   

Author(s) Mark Scallan – Head of Information Governance  
Martin Price – IT Security Manager 
Ceri Evans, Project Manager – Compliance & Governance 

Purpose of Report • To provide the Trust’s current position with the Data Security and 
Protection Toolkit (DSPT). 

• Provides a summary of the IT, IG and Information security risks held 
on the Corporate Risk Register (‘CRR’) as at 27 August 2019). 

• Provides a summary of Information related risks held on the Trust 
Risk Register. 

What is the question 
for the meeting to 
consider? 

Is the Trust assured that progress is being made against the 
Information Governance Agenda? 
Do the corporate risks contained in this report accurately reflect the key 
strategic and operational Information risks facing the organisation?  

Recommendation  The Trust Board is recommended to: 
• To receive and discuss the information contained in this report as part 

of its board assurance arrangements relating to the progress of the 
Information Governance broader agenda. 

• Note the information related principal risks, considering whether they 
are appropriately described and scored, and whether there is 
sufficient assurance that they are being effectively managed. 

• Note the information risks held on the CRR. 

Consultation 
Undertaken to Date 

The key topics are discussed at Information Governance Group on a bi-
monthly basis. 
The CRR and BAF are circulated with the Risk Assurance reports prior 
to all Committee meetings. 

Signed off by 
Executive Owner 

16th October 2019 Bernadette George, Director Of 
Integrated Governance 

Reviewed by 
Executive Team 

N/A  

Reviewed by Board 
Committee  

22 October 2019 Quality Assurance Committee 

Reviewed by Trust 
Board  

To go to Trust 31st October 2019  

Next Steps • The Quality Assurance Committee will continue to receive 
information on the various aspects of the Senior Information Risk 
Officers commitments. 

• Work through outstanding assertions to achieve compliance with 
toolkit. 
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• Continue to submit the CRR to board level committees to provide 
assurance that the most significant risks to the Trust are managed 
appropriately. 

  

Executive Summary 
The risk section of this report provides: 
• A summary of Information related risks held on the Trust Risk Register. 
• A summary of the IT, IG and Information security risks held on the Corporate Risk Register 

(‘CRR’) as at 27 August 2019) and mitigation in place. 
Specifically :  

There are 6 information risks held on the CRR. 
 
Corporate Risk Register changes since the previous month: 
 

1 risk reduced to 12 and proposed for removal from the CRR but remain on Care Group 
Risk Register (7180 - ICNet Infection Control System End of Life) 
 
1 risk closed (6882 - Lack of a Digital Strategy and Roadmap in RCHT) 

 
There are 1331 live risks held on the Trust’s Risk Management system, Datix. 130 of these are 
categorised in the Information Governance or IM&T domains (Information Governance – 62 risks, 
IM&T – 68 risks). 
 
The report also outlines progress against the Data Security and Protection Toolkit (DSPT) with :  
 

• 44 of 116 mandatory evidence items provided 
• 2 of 44 assertions confirmed 
• 4 assertions are high risk of not achieving compliance but work is active in terms of trying 

to progress this 
 
The report outlines ICO reportable incidents and actions taken and the learning shared. 

 
 
 
 

Financial Risks Potential for the Information Commissioner to levy penalties as a 
result of breach of contract. 
Key Financial risks held on the Corporate Risk Register are detailed 
within this report. 

Key Risks  • Non-compliance with the Data Security & Protection Toolkit. 
• Non-compliance with Data Protection Freedom of Information 

Acts and the General Data Protection Regulation. 
• The Trust exposed to a Cyber-attack 
Key risks held on the Corporate Risk Register are detailed within 
this report. 
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Disclosure Statement Information in this report is taken from the Information Governance 
Group, Cyber Security Group and Datix reports. 
This report contains data extracted from the live Risk Management 
system, Datix. 
The Corporate Risk Register dashboard which forms the basis of 
this report is created on the first working day of each month. Risk 
scores are correct at the time of writing and may change prior to the 
meeting date following review. 

Equality and Diversity 
Statement 

There are no equality or diversity concerns with this area of work. 
There are no equality related risks held on the Corporate Risk 
Register. 
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Information Governance – SIRO Report Quarter One 

 
1. Introduction / Background 

 
This paper provides the Governance Committee with the Senior Information Risk Owner 
(SIRO) Annual Report summarising the work undertaken during quarter one of the 2019-20 
financial year. 
 
This report provides an overview of the Trusts compliance and adherence with legislation 
and regulatory requirements relating to the processing of personal identifiable data under the 
Data Protection Act 2018 and its duty to be transparent through its execution of the Freedom 
of Information Act 2000. 

 
This report includes a summary of: 
 

1. The current position of the Data Security and Protection Toolkit (DSPT)  
2. Information Governance incidents, including the learning from incidents 
3. Cyber security incidents and risks 
4. Compliance with Data Security Awareness mandatory training 
5. ICO Communications 
6. Information Governance Risks (including CITS and Corporate) 
7. Compliance with Freedom of Information Act 
8. Compliance with Subject Access Requests (SAR) and Access to Health Records 

Act (AHRA) requests for information 
9. Corporate Records  
10. DPIA’s 
11. Caldicott Approvals 
12. General Data Protection Regulation compliance. 

 
2. Data Security and Protection Toolkit (DSPT) 
 
The Data Security and Protection Toolkit is an online self-assessment tool that enables 
organisations to measure and publish their performance against the National Data 
Guardian's ten data security standards. 
 
The 2019/20 version of the toolkit was released in June, this saw an increase in mandatory 
requirements from the previous version increase by 16%. 
 
The increase in requirements was in response to the need to provide additional evidence to 
show compliance with: 

 
•  “Cyber Essentials” and the Minimum Cyber Security Standard (MCSS) for relevant 

organisations; 
 

• Inclusion of Network and Information Systems (NIS) Regulations 2018 Cyber 
Assessment Framework (CAF)   

 
Although access to the toolkit was only available from June there were a number of 
assertions that were quickly actioned and evidence provided. 
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• 44 of 116 mandatory evidence items provided 
• 2 of 44 assertions confirmed 

 
There are 4 areas currently outlined below where we may be challenged to complete full 
compliance. Action plans are being generated to ensure we are able to apply solutions to 
resolve these difficult to achieve assertions. 
 
i) Has the Head of IT, or equivalent, confirmed that IT administrator activities are 

logged and those logs are only accessible to appropriate personnel? 
 
Security information and event management (SIEM) may not be able pull the required data 
due to processing limitation. 

 
ii) Suitable backups of all important data and information needed to recover the 

essential service are made, tested, documented and routinely reviewed. Provide 
evidence that your back up, testing and review process if effective 
 
• No human resources, either technical or clinical (validation) 
• No full test environment for all systems. 

 
iii) Does the organisation track and record all end user devices and removable media 

assets? 
 

e.g. we hold an up to date list of all our end user devices and removable media. 
 
We do not currently have a solution to track all devices, some would be almost impossible to 
track as they do not have an asset number, e.g. CD/DVD, SIM Cards. 

 
iv) Only approved software can be installed and run and unnecessary software is 

removed? 
 
This is for all devices within the organisation including servers; desktop computers; laptop 
computers; tablets; mobile phones.   

 
3. Information Governance incidents, including the learning from incidents 

 
The coding in Datix has recently been updated to more detailed categories; this will now 
provide a clearer understanding of the types of information governance incidents occurring 
within the Trust. 
 
Total number of Information Governance incidents reported within Q1 is within normal 
variation. 
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IG incidents reported by severity: 

 
IG incidents reported by ‘new’ sub-category: 

 
 
4. IT Risks and Incidents Including Cyber  

 
A number of critical and high severity cyber-security risks have been identified and are 
regularly reviewed by the CITS Quality and Risk Group (QARG). The identified critical and 
high severity risks are: 
 

• undetected security incidents and events – Datix Risk ID 7137 
• Windows Server 2003 patches – Datix Risk ID 6907 
• cyber-attack: 

o network perimeter – Datix Risk ID 7138 
o unpatched software – Datix Risk ID 7140 
o Windows servers – Datix Risk ID 7867 
o network operating system – Datix Risk ID 6869 
o firewalls – Datix Risk ID 6964 
o Remote Desktop Services – Datix Risk 6995 
o user identity and access management – Datix Risk 6967 
o Linux servers – Datix Risk 6868 
o enterprise database system – Datix Risk 6870 

• unauthorised malicious access to network – Datix Risk 7142 
• IT security staff resources – Datix Risk 6921 
• disaster recovery backups – Datix Risk 6728 
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4.1 Undetected Security Incidents and Events (Datix Risk ID 7137) 
The managed Security Incident and Event Management (SIEM) solution, IBM Qradar, is now 
processing incident and event logs from the Microsoft Active Directory domain controllers 
and a schedule for the introduction of logs from the perimeter firewalls, other authentication 
sources and then the wider Windows server infrastructure and the data centre has been 
provisionally agreed with the reseller. CITS expect to gain access to the QRadar console 
imminently to allow access to dashboards pertinent to the success criteria as well as 
important KPI data. At this point it is anticipated that the likelihood of the risk occurring will 
reduce, decreasing the risk score. 
 
4.2 Windows Server 2003 Patches (Datix Risk ID 6907) 
The work to deploy the virtual patching solution (Trend Micro Deep Security) commenced in 
July 2019 and the majority of the Windows Server 2003 machines are now protected. A 
schedule to deploy the solution to the remainder of the Windows Server 2003 machines has 
to be agreed internally within CITS to allow the likelihood score for the risk to be reduced. 
 
4.3 Cyber-attack 
A number of actions should all help to reduce the likelihood of a cyber-attack in general: 

• access to the SIEM dashboards 
• the deployment of an Intrusion Prevention Solution at the network perimeter 
• the implementation of the virtual patching solution 
• the work to decommission the legacy Microsoft Windows domain 
• the intended deployment of Network Access Control 
• the programme of work to deploy Windows 10 and associated advanced threat 

protection (ATP) software  
• the deployment of a vulnerability scanning solution (Nessus Pro) 
• the introduction of an enhanced network password policy using SpecOps 

Password Policy. 
The risk of a cyber-attack has been broken down into a number of sub-risks: 
 
4.4 Network Perimeter (Datix Risk ID 7138) 
Cornwall IT Services have successfully been selected to be an early adopter of the NHS 
Digital Perimeter Security solution that incorporates functionality to allow CITS to deploy an 
Intrusion Prevention Solution as part of the firewall protecting the network perimeter.  
 
It is anticipated that implementation of the solution will be complete by January 2020 which 
should result in a reduction in the overall risk score due to the likelihood of the risk of a 
cyber-attack on the network perimeter decreasing. 
 
4.5 Unpatched Software (Datix Risk ID 7140) 
The reduction of this specific risk is hampered by the fact that a number of national 
Smartcard applications are dependent on an end-of-life version of the Java Runtime 
Environment. Equally, until recently, when the Maxims system was upgraded to a later 
version, there was a significant dependence on an out-of-date version of Adobe Acrobat 
Reader that no longer receives updates from Adobe. A number of other applications are 
dependent on specific software versions that may not be end-of-life but cannot be updated to 
the latest version because of the dependency of the application on the specific version. 
A specific piece of work investigating how later versions of the Java Runtime Environment 
and Adobe Acrobat Reader may be deployed without a detrimental effect on the Smartcard 
applications or Maxims. 
 
The recent purchase of a piece of software, Nessus Pro,  should allow CITS to scan the 
network for vulnerabilities, particularly those that are present in end-of-life applications, and 



8 
 

determine an action plan to upgrade such applications to a later, supported version or to 
determine where a gap in controls exists. 
 
4.6 Windows Servers (Datix Risk ID 6867) 
 
The vast majority of Windows servers are regularly and routinely patched, either 
automatically, requiring no user interaction, or manually requiring CITS staff to oversee the 
restarting of the server to confirm that installed applications are not adversely affected. 
However, there is a small number that still require formal agreement on a suitable day and 
time each month for the server to be restarted to install any security updates. Some progress 
has been made with regards to the Oceano servers used within ED and the Minor Injury 
Units and a one-off update to the Windows servers occurred during September 2019 and 
discussions are being held to agree a suitable regular scheduled day and time for the routine 
installation of security updates. 
 
4.7 Network Operating System (Datix Risk ID 6869) 
 
A programme of business-as-usual work is beginning to ensure that the network operating 
system on all network equipment across the entire county is updated at least biennially 
although it should be recognised that there are challenges in obtaining formal agreement on 
a suitable date and time for network downtime to allow the network operating system to be 
updated, particularly in critical acute areas and during the normal working day. 
However, some of the network equipment is end-of-life and cannot have the latest network 
operating system installed and initial trials of such upgrades proved to be a little problematic.  
 
4.8 Trust Firewalls (Datix Risk ID 6964) 
 
It has been agreed that the likelihood of this risk occurring can be reduced further with the 
introduction of formal, documented firewall policies and procedures, the production of 
comprehensive network diagrams depicting the locations of the firewalls and regular and 
routine updates to the network operating system on all firewalls at least once a month. 
 
4.9 Remote Desktop Services (Datix Risk ID 6995) 
 
Actions to specifically reduce the likelihood of this risk occurring that pertain to the recently 
identified Bluekeep and Deja Blue threats include the deployment of a critical Microsoft 
security update, implementation of network level authentication or disabling remote desktop 
services. More generally, actions to reduce the wider risk include consideration for two-factor 
authentication (something you have and something you know) and the restriction of RDP 
access to non-administrative accounts (requiring the remote user to escalate their privileges 
as and when required). 
 
4.10 User Identity and Access Management (Datix Risk ID 6967) 
 
A script to automatically disable any ICT user account that has been inactive for more than 
180 days is currently run manually every two weeks. The procedural documentation 
surrounding this process has recently been compiled and automation is being reviewed. 
Work is currently underway to review the information available to CITS in relation to staff 
movers and how this can be presented to the line manager to assist them with ensuring that 
access to information and systems continues to comply with the Data Protection Act. 
The Domain Administrators group, high-level network administrators, is reviewed on a 
monthly basis and any identified anomalies are formally recorded and investigated and fed 
back to CITS senior managers. This procedure needs to be formally documented. 
 
4.11 Linux Servers (Datix Risk ID 6868) 
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Risk reductions will come in the form of updates to the Service Level Agreement with 
NerveCentre and contractual agreements with other suppliers to ensure that security 
patches and operating system updates are routinely and regularly applied to Linux servers 
connected to the corporate network and where a patch for a critical or high-risk vulnerability 
has not been applied within fourteen days, the risk is understood, documented and has been 
agreed by the SIRO. There is a requirement to ensure that the responsibilities of both the 
supplier and the Trust in relation to anti-virus protection on the NerveCentre Linux servers 
are documented in the relevant service level agreement. 
 
Discussions are proving challenging but are ongoing with NerveCentre around suitable 
amendments to the Service Level Agreement to mitigate this particular risk but, currently, 
NerveCentre’s informal view is that anti-virus protection is not needed on their servers. 
 
4.12 Enterprise Database System (Datix Risk ID 6870) 
 
Some of the actions to reduce the likelihood of this risk focus, in a not dissimilar way to the 
actions to reduce the risk of an attack on a Linux server, on contractual agreements to 
ensure that regular security patches and updates are applied to the NerveCentre MySQL 
database and the VitalData (Renal) MySQL database. 
 
However, the Maxims Oracle database is end-of-life and security updates are no longer 
available. This particular action is dependent on the Maxims IT project to provide an upgrade 
to the latest supported version of Maxims along with a Microsoft SQL Server database that 
can be regularly and routinely patched. 
 
4.13 Unauthorised Malicious Access to the Network (Datix Risk ID 7142) 
Licences for Cisco Identity Services Engine (ISE) were purchased in 2017 as part of the 
network technical refresh project to facilitate more robust wireless authentication primarily. 
Cisco ISE also incorporates functionality to allow the deployment of Network Access Control 
across the entire corporate network.  
 
The Infrastructure Team within CITS will be responsible for proactively managing and 
monitoring Network Access Control, which will result in the team having to take on additional 
responsibilities and duties. An IT project has been created to implement Network Access 
Control but has not yet commenced implementation awaiting availability of required 
additional staff resources within the team. It is likely that the project will take at least twelve 
months to complete and, given the dependencies on staff resources within the Infrastructure 
Team, is unlikely to commence before Q2 2020/21. 
 
4.14 IT Security Staff Resources (Datix Risk ID 6921) 
 
Internal strategy meetings within Cornwall IT Services identified a requirement for additional 
substantive posts to help fulfil the Trust’s cyber-security requirements. These vacancies 
have been agreed and advertised and are starting to be filled. 
 
An initial assessment against the NCSC Cyber Essentials Plus was conducted in late 2018 
and a number of recommendations were identified and agreed. A robust action plan and 
timeframe for implementing the agreed recommendations needs to be developed by the 
countywide Cyber Security Group and all NHS organisations in Cornwall need to support 
this. 
 
The NHS Digital Data Security Centre provided some funded opportunities for cyber-security 
training in late 2018, although the dates offered in early 2019 were not suitable for CITS staff 
members. Feedback suggests that this course was extremely popular and NHS Digital have 
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reviewed the success of their programme and have managed to secure additional funding 
with the intention of being able to offer further cyber-security training courses in in 2019/20.  
 
4.15 Disaster Recover Backups (Datix Risk ID 6728) 
 
A significant capital investment has been made in the Superna Eyeglass solution that 
protects the Isilon storage array on the data centre at RCHT. Superna Eyeglass simplifies 
disaster recovery planning and execution and makes data available in the event of hardware 
failure within the data centre. 
 
Additionally, it monitors user behaviour on the data centre to detect potential ransomware 
attacks, allowing it to detect and block attacks in real-time, locking out affected users and 
protecting data.  
 
A project is underway currently to migrate data from the traditional data centre storage to the 
new Isilon storage array that is protected by the Superna Eyeglass solution. 

 
4.16 GCHQ Certified Cyber Security Training for SIROs 
 
NHS Digital’s Data Security Centre is currently offering a new, one day face-to-face training 
initiative for NHS Senior Information Risk Owners (SIROs).  This GCHQ certified training will 
help SIROs and their deputies build essential knowledge, understanding and capability to 
mitigate cyber risks and foster a positive culture to support effective clinical, financial and 
patient centred outcomes. Training is booked for October for the SIRO and Deputy. Repeat 
Trust board training will be set up for a future Board informal meeting by the end of the year. 
 
5. Compliance with Information Governance and Data Security Mandatory Training 

 
The Information Governance and Data Security training is a mandatory eLearning 
programme that is required to be completed by all staff on an annual basis. The Data 
Security and Protection Toolkit require the Trust to have trained a minimum of 95% of all 
staff annually. 
 
All employees are accountable for maintaining compliance; the responsibility subsequently 
lies with line managers to ensure that their staff are compliant and are released to undertake 
training. 
 
The tables below show the Trust wide compliance with Information Governance and Data 
Security training by Care Group. These figures are for the current compliance and the 
projected compliance within one month. 
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At almost six months through 2019/20 compliance remains higher than that achieved during 
any of the previous two years at the same point of the year.  On-line training is now 
understood and the assessment can be undertaken without taking the training if knowledge 
is sufficient to evidence competency. 
 
Actions being undertaken in order to obtain compliance include: 
 

• All staff members who have elapsed with their compliance are emailed by the 
Information Governance Team fortnightly. 

• All staff members who will elapse within the next month are sent reminders by the 
Information Governance Team fortnightly. 

• Data Security & Awareness training is to be added to the monthly non Clinical 
training sessions. 

• An Information Governance leaflet/booklet will be created to send to all staff who are 
non compliant asking them to read it and confirm they have done so.  

• Compliance continues to be reported monthly to care groups and corporate 
directorates through Performance Assurance reviews with detailed reports of 
individuals compliance provided to the Information Governance Team.   

• Staff are reminded of the need to complete their training during the Achieving a 
Brilliant Accredited Administrative Workforce sessions which are held fortnightly. 

 
6. ICO Communications 
 
The Information Commissioner's Office (ICO) is responsible for enforcing the data protection 
legislation in the UK. They have the power to carry out investigations and issue fines, and 
advise businesses on how to comply with the GDPR. 
 
 
The Trust has had responses on 2 incidents in the first quarter of this year from the 
Information Commissioners Office. 
 
6.1 Case reference number: COM0757373 
 
Staff member disclosed the address of a child to the child’s father over the phone, after the 
father called the Trust and provided the child’s name, date of birth and an incorrect address. 
The staff member told the father the address they had for the child was different to the 
address given by the father, and then proceeded to tell him the address on the Trust’s 
system. 
 
This incident was due to human error, as the staff member breached the Trust’s policies by 
disclosing personal data without checking whether the caller was entitled to it. However, 
prior to the disclosure, a note was placed on a data base (the Child in Care health database) 
about the father trying to obtain the data subject’s address, but this note was not available to 
hospital staff. Had the staff member been aware of this information, it is likely the incident 
would not have occurred. 
 
Action required by the ICO: 
 

• Implement a procedure that outlines how staff at the Trust are to identify people over 
the phone, for example, through using standard questions. 

• Review the Trust’s personal data breach reporting process to ensure that incidents 
are reported within 72 hours to the ICO, where required. 

• Take steps to ensure staff understand the Trust’s obligation to report personal data 
breaches to the ICO, such as by introducing training in this area. 
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• Use this incident as an example in data protection training to highlight the 
importance of checking whether individuals are entitled to information 

• Consider introducing refresher training to ensure staff do not forget the learnings 
from induction training, such as not to disclose information unless the staff member is 
100% certain of the identity of a caller. 

 
Based on the information provided the ICO have decided that regulatory action is not 
required in this case 
 
6.2 Case Reference Number IC-14853-C4N3 
 
A number of records relating to other children were included in a Subject Access and 
Freedom of Information Request. 
 
Action required by the ICO: 

• Understanding the root cause of this incident to determine what further processes 
might need to be put in place to prevent a recurrence. While this incident appears to 
be the result of human error, you are obliged under the GDPR to have appropriate 
technical and organisational measures in place to ensure the security of personal 
data. 

• Make every effort to retrieve the documents. 
• Continuing with your investigation to identify the learning from this incident which 

should be shared with relevant people 
 
The ICO considered the information provided and have decided that no further action is 
necessary on this occasion 
 
All Actions for these incidents have been actioned  
 
7. Information Governance Risks (including CITS and Corporate) 

 
The body of this report contains a detailed view of the, information risks held on the CRR, 
including details of changes to risks.  
 
It provides a breakdown of the total number of information risks held on the Trust’s Risk 
Register by risk score and Care Group. 
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Key Terms Used in this Report: 
Corporate Risk Register (CRR): A register of all operational risks with scores of 15 
or more or those deemed to have an organisational wide impact. 

 
Current risk score: Assessment of current risk score with current mitigation in place 
using 5(c) x5(l) risk matrix.  
Care Group risk register: Register of all risks scoring 1-12. 

 
Information risk: Risks assigned to Information Governance or IM&T categories on 
Datix, or identified as impacting on the information goals of the Trust. 
Principal risk: A risk which threatens achievement of the Trust’s strategic objectives. 
Risk scores: 
1-3=’Low risk’ 
4-6=’Moderate risk’ 
8-12=’High risk’ 
15-25=’Extreme risk’ 
Target risk score: The estimated achievable risk score when all actions are 
completed. 

   
7.1 Corporate Risk Register (CRR) 
 
This report includes all risks held on the CRR (risks scoring 15 or more or which have a 
Trust wide impact). For context, there are currently 18 risks held on the Trust Corporate Risk 
Register. 6 of these risks related to Information Governance, Records Management or Cyber 
Security. These risks are listed below. 
 
Table 3 Summary of Information Risks on the CRR 

Corporate Risk Description Risk 
Score 

Target 
Risk 

Score 

Executive Lead 

ID 7137 
Lack of Security Incident and Event Management 

20 4 Chief Information 
Officer 

ID 7138 
Lack of Intrusion Detection or Prevention Solution 

20 4 Chief Information 
Officer 
 

ID 7140 
Cyber-Attack on Unpatched Software 

20 4 Chief Information 
Officer 
 

 
For completeness, the following risks are included within this report but are assigned to other 
domains: 
 
Table 4 Additional Relevant CRR Risks 

Corporate Risk Description Risk 
Score 

Target 
Risk 

Score 

Executive Lead 

ID 6766 
Delayed or not sent discharge summaries 

16 6 Medical Director 

ID 6770 
Inability to assure whether prospectively booked 
follow-up patients are booked within their To Be 
Seen Date 

15 6 Director of 
Operations 
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Significant changes to the Corporate Risk register in the previous month: 

1 risk reduced to 12 and proposed for removal from the CRR but remain on Care 
Group Risk Register (7180 - ICNet Infection Control System End of Life) 
 
1 risk closed (6882 - Lack of a Digital Strategy and Roadmap in RCHT) 

 
Details of risks and rationale for changes to risk score are shown in Table 4. Risk reductions 
are highlighted in grey. 
 
Table 5 Risk Score variations 

Risk Description & Owner Change 
7180 Title:  ICNet Infection Control System 

End of Life 
 
Risk Owner: Director of Infection 
Control &  Prevention 
 
Executive Lead:  
Chief Information Officer 

Risk Score decreased from 16 to 12 
Removed from CRR 
 
Rationale for Decrease:  
Following risk review and Executive Risk Surgery, 
the risk likelihood score was reduced to 3 as this 
software has been financed at 2nd capital round. 
The next step is to rollout the system. 

6882 
 

Title: Lack of a Digital Strategy 
 
Risk Owner: Chief Information 
Officer 
 
Executive Lead:  
Chief Information Officer 

Risk Closed 
 
Rationale for Closure: 
Digital Strategy developed. 

 
7.3 Information Risks held on Trust Risk Register 
 
For context, there are 1331 live risks held on the Trust’s Risk Management system, Datix. 
130 of these are categorised in the Information Governance or IM&T domains (Information 
Governance – 62 risks, IM&T – 68 risks). 
 
Chart 1 details all risks according to current score. The 3 extreme risks are all held on the 
CRR. 
 
Chart 1 Information Risks – Trust Risk Register Profile 
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Chart 2 details the Information risks held on the trust’s Risk Register by Care Group: 
Chart 2 Trust Risks by Care Group 

 
 

A number of risks held on Datix may be assigned to domains other than IG or IM&T due to 
the primary impacts of the risk. These risks are not included in these figures however may 
be referenced in other areas of this report. All information risks held on the CRR are included 
in this report.  
 
8. Compliance with Freedom of Information Act 

 
The Freedom of Information Act 2000 provides public access to information held by public 
authorities. The Trust is required to provide a full response within 20 days from receipt of the 
request unless there is an exemption which can be applied.   
 
Number of FOI requests received by month for quarter one 
During the first quarter the FOI team received 166 requests. 
 
 KPI Target Baseline April May June 
Received   54 53 59 
% of FOI in  
month closed  
within 20 day 
timeframe 

95% 91% 97%    96% 94.7% 

 
9. Internal Reviews 

 
The Trust would be required to respond to an internal review when an applicant is not 
satisfied with the response that has been provided.  
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Applicants must seek resolution with the organisation locally, if all attempts to resolve 
internal reviews are exhausted then the applicant may take their concerns to the Information 
Commissioners Office (ICO) for an independent review of the request and the organisations 
response. 
 
The Trust has received two requests for an internal review during the first quarter, these 
were as follows: 

 

  
10. Compliance with Subject Access Requests (SAR) and Access to Health Records 

Act (AHRA) requests for information 
 
In May 2018 we saw a shift from charging for SAR’s to proving these for free, this saw an 
initial increase of 60% in the number and complexity of requests, this has reduced to 
approximately 30% in the last few months. This rise is similar to that reported by other Trusts 
within the South West Peninsular. 
 
During the first quarter of 2019 the Disclosure Office received 789 requests for personal 
information, this shows in increase in the same quarter of 2018 of 322 requests. 
 
KPI Target Baseline April May June 
received    276  268  245 
 Number of outstanding 
disclosure requests 
greater than 1 week (and 
not in process) 

30  187 70   156 110  

 
The Disclosure team has now been fully recruited to with the addition of a Band 3 Senior 
Disclosure Officer. The team is currently out to advert for a Level 3 Business Administration 
Apprentice which will provide further resources to help with the increase in activity.  
 
Continued monitoring of activity to be conducted to ensure staffing levels are fit for purpose. 

 
11. Corporate Records  

 
There were 295 documents which were identified as having expired on the Trusts Document 
Library in October 2018. Each document once reviewed by Care Group/Author goes through 
a review at the Policy Review Group to ensure it follows the agreed templates which ensure 
we have consistent good quality documents to support staff in delivering brilliant healthcare.  
 
These documents will mostly be available to the public through the external facing 
documents library link on the Trust’s internet page. 

 

Datix 
Ref 

Date internal 
review 
requested  

Date internal 
review 
responded to 

Summary of the internal review Outcome 

5981 15.04.2019 15.05.2019 Information intended for future 
publication in August 2019. 
Applicant requested that the 
information was made available 
sooner 

Information 
provided 

6457 29.05.2019 20.06.2019 Full Vehicle Registration 
Numbers Requested 

Information 
withheld under 
section 31 
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No. of Corporate Records out of date: 156* which is 6.29% as the total documents on 
the Trust Library is 2477  
*(this does not include hot topic document, templates, mobile guidelines, minutes or patient 
information).  
 
17 x clinical documents and 6 x corporate records have expired on 30th June and 1st 
July = 23 documents expired in the last week. 
 
No. of documents approved at PRG and not been uploaded: 24  
No. of out of date documents approved at PRG not uploaded at this time: 11  
 
No. of historic Corporate Records out of date: 70 from the backlog of 295 documents on 
01.11.18.  
 
No. of Documents left to Expire in July: 16 (clinical) + 6 (corporate) = 22 left to expire 
by the end of July 
 
No. of Documents Expiring in August: 13 (clinical) + 5 (corporate) = 18 to expire 
before the end of August 
 
12. Data Privacy Impact Assessments (DPIA’s) 

 
The DPIAs is a locally created tool based on the nation template we use to identify and 
reduce the privacy risks of your projects. A DPIA can reduce the risks of harm to individuals 
through the misuse of their personal information. It can also help us to design more efficient 
and effective processes for handling personal data. 
 
The use of DPI’s became mandatory for all projects which have the potential to pose a risk 
to the confidentiality of an induvial, therefore any new project or one that substantially 
changes an existing process have a DPIA conducted. 

 
DPIA’s reviewed in first quarter: 

• BK Ultrasound software - Urology Diagnostics, this is to assist with prostrate 
biopsies. There are no major issues identified but we are checking to see if the data 
can be stored on the Isilon along with any audit records of who logged in to the 
system. 

• ProKnow – creation of a Network of Radiotherapy (RT) centres that will need to work 
together to provide radiotherapy services to the population of the South West. Initial 6 
Months trail to see if this is the right product, only pseudonymised data will be used. 

• Q-Pulse through various configurations provides and effective tool for the quality 
management system for compliance with multiple regulatory authorities across 
Pathology, CSSD, Clinical Imaging and Pharmacy. It automatically alerts and 
escalates management/visibility of any non-compliances, completion of any 
corrective or preventive/improvement actions (CAPAs) and supports document 
control needs. Incident reporting, audit and equipment monitoring. The upgrade is 
essential to ensure continual compliance and safe and effective service delivery.  

 
13. Caldicott Guardian Approvals 

 
Caldicott Guardians are responsible for agreeing and reviewing internal protocols governing 
the protection and use of patient-identifiable information by the staff of their organisation or 
those shared with other NHSS organisations. 
 
The Caldicott Guardian Office has approved the following data sharing process in the first 
Quarter.  
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• 08.04.19 Ultramed  My Pre Op Trial  

 
The Data Protection Officer is also part of the approval process and the following data 
sharing practise were given DPO approval during this period. 
 

4/4/19 Lisa Wooding ANIMATE Data Protection Check 

03/04/19 Nicola Pryke Apprenticeships Agreement STCG  May 2018 Royal 
Cornwall Hospital 

05/4/19 Paul Dixon South West Regional Group for 
Accredited Local Security Management Specialists 
Security Data Sharing and Benchmarking 
Terms of Reference 

05/4/19 
16/05/19 

Linz Lancaster 
Rosanne Furniss 

Newton Europe proposal 
Signed ISA following consultation with all interested 
parties 

20/05/19 Cornwall Council Continuation of the ISA between RCHT and CFT but 
with the Council to provide information to support the 
commissioned services for Children's Community 
Services  

31/05/19 Karen Burt RESEARCH –Clinical evaluation pf a POC assay to 
identify Phenotypes In the Acute Respiratory Distress 
Syndrome   
 

30/05/19 Lisa Wooding  RESEARCH - MK3475-905 Data Protection 

 
14. General Data Protection Regulation Compliance 

 
The General Data Protection Regulation (GDPR) is a mechanism by which the European 
Union has strengthened and unified data protection for all individuals within its boundaries. 
The Regulation became mandatory in the UK on the 25th May 2018 and will remain relevant 
when the UK leaves the European Union. 
 
It aimed to ensure all citizens had the same rights across Europe and its main objective was 
to ensure the citizen was in control of what happened to their information. 
 
The Information Commissioners Office produced a 12 step guide for the UK to ensure all 
organisations that process personal and confidential information would be compliant by May 
2018. 
  
Audit South West’s Audit conclusion stated: 
The Information Governance (IG) Manager has made significant progress with implementing 
the new processes and the changes required to existing systems both in the lead up to and 
post implementation of GDPR. The Trust has had a high focus on raising awareness across 
the Trust, updating relevant information for staff and patients (on both the Intranet and 
Internet) and assigning responsibility to a Data Protection Officer. The Trust is also mapping 
Data flows and it is handling Subject Access Requests appropriately 
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Rec 
no Recommendation Risk 

Rating Management Action (SMART) 
Action Lead/ 
Responsible 
Manager 

Action 
date 

1 The DPO should update the existing 
GDPR action plan to monitor completion 
of the following through the Information 
Governance Committee: 
 
• Complete development and embed 

the use of the Information Asset 
Register. 

• Eliminate the Subject Access 
Request backlog. 

• Verify that all third party contractors 
can demonstrate compliance with 
GDPR. 

• Fully embed DPIA monitoring across 
the Trust.  

• Ensure that the DPO maintains his 
external accreditation. 

Moderat
e 

 
GDPR Action Grid to be included as a standing agenda 
item on IGG until full compliance is agreed and 
approved at Board Level .(on-going process)                                                  
Actions include 
 

• Finish development of IAR and ensure it is 
populated with appropriate assets .(on-going) 

• recruitment to Band 3 Vacancy.   (Complete) 
• build in internal incentive initiative  
• conduct regular team briefs and training 

sessions  .(on-going process)                             
• continue to improve skill mix within Information 

Governance  .(on-going process)                                                  
• Work with CITS to compile comprehensive list 

of contractors. party contractors can 
demonstrate .(on-going)   

• Risk of lack of contract management to be 
added to Datix and assigned to CIO (Complete)   

• DPIA training provided to CITS Project 
Managers  (Complete)                               

• The need for DPIA's to be included in training 
sessions for senior clinicians  (Complete)                                               

• DPIA process to be added to the  "For the 
Record" newsletter.  (Complete)               

• The side banner of the AD log in screen to carry 
the message for the need for a DPIA to be 
conducted. .(on-going)      

Mark Scallan, 
Head of 
Information 
Governance 
Quality, 
Safety & 
Compliance 
 

Many 
actions 
have been 
completed 
but planned 
for all to be 
complete 
by 31 
March 
2020 
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•  DPIA policy updated to make it easier to use by 
non IG staff.  (Complete)             

• Creation of IG Resource Pack .(on-going) 
• DPO attendance at appropriate conferences   

(Complete)                                       
• Source a suitable DPA refresher course and 

possible examination.(on-going) 
2 Risks to the Trust associated with 

GDPR should be appropriately reported 
and managed through the Trust’s 
governance structure. 

Moderat
e 

All risks to be tabled through Information Governance 
Group .(on-going) 

Mark Scallan, 
Head of 
Information 
Governance 
Quality, 
Safety & 
Compliance 

bi-monthly 
from 
September 
2019 

3 The DPO should review and update all 
relevant policies to reflect GDPR 
requirements. In particular: 

• IT Security Policy: this was 
ratified in 2016 and expired in 
January 2019. 

• Security Policy: this was ratified 
in 2016 and expired in July 2019. 

Moderat
e 

• IT Security Policy was updated 
and ratified in March 2019. 
(Complete)                                       

• Security Policy was updated 
and ratified July 2019. 
(Complete)                                       

 

 

Mark Scallan, 
Head of 
Information 
Governance 
Quality, 
Safety & 
Compliance 
 

complete 
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15. Conclusion 
 
The actions to mitigate the critical and high cyber-security risks, whilst complex and 
challenging to implement, are essential to mitigate the above tolerance risks identified in 
relation to cyber-security and potential cyber-attack. Given cyber-security is now ranked by the 
UK government as a top tier threat to national infrastructure the committee are asked to note 
the recommendations below and to expect further updates as work progresses. 
 
This report also provides details of the Information risks held on the Corporate Risk Register.  
There are 6 information risks held on the CRR and are presented in dashboard summary in 
Appendix 2 of this report. 
 
Corporate Risk Register changes since the previous month: 
 

1 risk reduced to 12 and proposed for removal from the CRR but remain on Care Group 
Risk Register (7180 - ICNet Infection Control System End of Life) 
 
1 risk closed (6882 - Lack of a Digital Strategy and Roadmap in RCHT) 

For context, there are 1331 live risks held on the Trust’s Risk Management system, Datix. 130 
of these are categorised in the Information Governance or IM&T domains (Information 
Governance – 62 risks, IM&T – 68 risks). 
 
16. Recommendation 

 
The Committee is asked to: 

 
• Receive and discuss the information contained in this report as part of its board 

assurance arrangements relating to the progress of the Information Governance 
broader agenda. 

• Note the critical and high cyber-security risks recorded on Datix. 
• Note the progress to date in relation to the reduction of the critical and high cyber-

security risks and within the cyber-security programme. 
• Note the planned progress over the coming months. 
• Note the local controls and the assurance measures in place currently. 
• Note the information related principal risks, considering whether they are appropriately 

described and scored, and whether there is sufficient assurance that they are being 
effectively managed. 

• Note the information risks held on the CRR. 
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