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SUMMARY REPORT 

TRUST BOARD 28th July 2016 Appendix 9 

Title of Report Senior Information Risk Officer Annual Report 2015/16 

Accountable Officer  Christine Perry, Nurse Director and Senior Information Risk 
Officer (SIRO) 

Author(s) Mark Scallan, Head of Information Governance 

Purpose of Report To inform the Board of Information Governance activity 
2015/16 and the structures in place to support compliance 
with the Information Governance Toolkit 

Recommendation  The Board is recommended to: 

 Receive and note the report. 

Consultation 
Undertaken to Date 

The report has been produced in consultation with the 
SIRO.  The Information Governance Sub-Committee has 
received and approved the report. 

Date(s) at which 
previously discussed 
by Trust Board / 
Committee 

Nil. 

Next Steps Information governance matters will continue to be overseen 
by the Information Governance Sub-Committee. 

  

Executive Summary 

The Trust has the appropriate information governance structures in place with the Nurse 
Director being the SIRO and the Medical Director being the Caldicott Guardian.  The 
Trust achieved the required standards within the NHS Information Governance Toolkit 
with Audit Southwest identifying that the Trust had a strong performance management 
culture in place. 

Eleven incidents were reported through the Health and Social Care Information Centre, 
with four of these being reported to the Information Commissioner’s Office. 

Care Quality Commission inspections in 2015/16 highlighted the need for improved 
records security.  These have been addressed and will undergo ongoing monitoring in 
both inpatient and outpatient areas. 

The Trust received 511 Freedom of Information requests with 97.5% being responded to 
in the 20 day timeframe and extensions applied where this was not met.  3,481 requests 
for disclosure under the Data Protection act were responded to with no breaches of the 
40 day deadline. 

All appropriate policies and procedures are in place and are managed through the 
Information Governance Sub-Committee. 

There are no high scoring information governance risks. 

 

Financial Risks Resources were deployed to provide secure record storage 
in clinical areas as a result of the CQC inspections. 
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Key Risks  There are no high scoring Information Governance risks. 

Disclosure Statement Audit Southwest undertook a review of the evidence to 
support the Trust’s submission to the IG Toolkit with no 
discrepancies identified. 

Equality and Diversity 
Statement 

There are no issues identified within the report. 
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Senior Information Risk Officer Annual Report 2015/16 
 

 
1. Context  

 
The Trust has a Head of Information Governance (Data Protection Officer, Freedom of 
Information (FOI) Lead) who is supported by an Information Governance Officer (see 
appendix A). They are responsible for the delivery of the Information Governance (IG) 
Toolkit, Freedom of Information and Subject Access Requests.  
 
The Head of Information Governance reports through the line management process to Chris 
Perry, Director of Nursing who became the Trust’s Senior Information Risk Officer (SIRO) in 
January 2016, previously this position was held by Richard Johnson, Head of Quality Safety 
& Compliance. The SIRO role is to ensure organisational information risk is properly 
identified and managed and that appropriate assurance mechanisms exist. 
 
There is a link to the Trust’s Caldicott Guardian, Dr Rob Parry; the Caldicott Guardian is a 
senior person responsible for protecting the confidentiality of patient and service-user 
information and enabling appropriate information-sharing. 
 
The Information Governance Agenda is governed through the Information Governance Sub-
Committee (IGC) who is responsible for ensuring the annual work programme is progressing 
to plan. There are a number of committees which report to the IGC whose activity supports 
the wider Information Governance agenda. The IGC reports to the Trusts Management 
Committee – Quality and Safety (See Appendix B). 
 
The IG Toolkit is a Department of Health (DH) Policy delivery vehicle that the Health and 
Social Care Information Centre (HSCIC) is commissioned to develop and maintain. It draws 
together the legal rules and central guidance set out by DH policy and presents them in a 
single standard as a set of information governance requirements. The organisations in scope 
of this are required to carry out self-assessments of their compliance against the IG 
requirements. 
 
The Information Governance that covers personal information i.e. that relating to 
patients/service users and employees, and corporate information, e.g. financial and 
accounting records. 
 
Information Governance provides a way for employees to deal consistently with the many 
different rules about how information is handled, including those set out in: 
 
• The Data Protection Act 1998; 
• The common law duty of confidentiality; 
• The Confidentiality NHS Code of Practice; 
• The NHS Care Record Guarantee for England; 
• The Social Care Record Guarantee for England; 
• The Information Security NHS Code of Practice; 
• The Records Management NHS Code of Practice; 
• The Freedom of Information Act 2000; 
• The Human Rights Act article 8; 
• To share or not to share - Government Response to the Caldicott 2 Review. 
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2. Information Governance Toolkit  

 
A minimum of level 2 compliance for all requirements must be reached by 31 March 2016 in 
order to show compliance. The Royal Cornwall Hospitals Trust published a position of 
compliance as shown below.  
  

Assessment   Stage  Overall Score Self-assessed Grade   

Version 13 (2015-2016) Published 72%                Satisfactory 

 
Audit South West (ASW) conducted their annual audit of the toolkit as part of the assurance 
requirements of HSCIC. The audit was conducted 2 months prior to the end of the IG year 
which had an effect on their conclusion.  
 
The audit included: 
 

 A review of the local operation of the organisation's information governance 
framework including the fitness for purpose of the local IG training (requirement 12-
113); 

 A review of the Information Governance Senior Management details section of the 
IGT; 

 An evidence based review of a sample of the IGT self-assessments and 
improvement planning requirements; and 

 A risk based review of the operational processes that support the IGT requirements.  
 
ASW alerted the Trust to potential gaps in assurance (i.e. up to and including level 2 scores) 
highlighted through their audit work to allow further evidence to be collated and/or consider 
the potential impact on the Trusts self-assessed version 13 toolkit scores.  (See audit 
conclusion Appendix C) 
 
There were a number of challenges to the compliance to this toolkit which were overcome. 
These included, but not limited to: 
 
The raised bar with regard for the need for 95% of all staff to have undertaken Mandatory 
Information Governance Training. In previous years there were no set target; however it was 
agreed with Audit Southwest who undertakes our external audit for compliance that 85% 
was an acceptable standard. The current policy on training places responsibility for being 
compliant on the member of staff or their manager.  
 
Although this is policy, there does not appear to be any actions taken on those staff 
members or managers who are not ensuring compliance is achieved. 
 
The delivery of this required % was achieved through a lot of hard work which consisted of 
constantly contacting staff individually in order to ensure they became compliant. What 
needs to happen is for this drive to be centrally led with staff being reminded they are 
contractually obliged to ensure all their mandatory training needs are attended to. 
 
The post of Corporate Records Manager had been vacant in the last quarter of the year; this 
weakened the delivery of this role which is embedded within the toolkit through numerous 
elements. (The vacancy will be filled by Cornwall IT Services in the near future from existing 
staff resources.) 
 
The main risk this posed was through the need to conduct audits for records compliance. 
Although this was a weakness in our submission there was sufficient self-assessment 
evidence with an agreed action plan post submission with the Records Manager who is 
responsible for this role to show the required level of achievement.  
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3. Data Protection  
 
The Trust has two qualified Data Protection practitioners with the main responsibility sitting 
with the Head of Information Governance. 
 
There were a number of potential Serious Incidents reported to HSCIC through the IG 
Toolkit’s incident reporting tool. In total 11 incidents were reported:  
 

 Four were level 0 incidents, which are near misses due to actions not directly 
connected to the breach 

 

 Two were level 1 incidents, locally managed without external scrutiny. 
 

 Four were level 2 incidents (one relating to identifiable confidential patient information 
left inappropriately and the other three relating to unintended disclosure of patient 
and staff information through non secure routes).  These were reported to the 
Information Commissioner Officer (ICO) as serious breaches. Three are awaiting a 
decision from the ICO, and in the other case no action by was taken by the ICO. 
 

 One was a cyber-security incident - No data at risk as current security measures 
were sufficient.  

 
Other data related risks and incidents are managed at a local level through Datix as 
appropriate. This was agreed between the previous SIRO and the Caldicott Guardian as the 
best method to manage IG related incidents . 
 

4. Care Quality Commission 
 
Care Quality Commission (CQC) Unannounced Focussed Inspection in June 2015 
 
In January 2014 the Trust received a comprehensive inspection by CQC, the findings 
included: 
 
Where lockable notes trolleys are provided they are locked when unattended.  RCH Care 
records in ED in open filing trolley not supervised at all times.  Wellington ward - records in 
the corridor held in plastic files where records could be seen through.  On some surgical 
wards patient care records stored in plain folders at the entrance to each bay.  It was not 
obvious they were patient related.  In the Surgical Admissions Lounge patient notes and 
care records were stored in lockable cabinets that were shut but not locked). 
 
June 2015 findings. 
 
During our previous inspection concerns about the confidential storage of records in ward 
areas had been observed. The Trust now used lockable cabinets to store patient care plans 
and medical records. This meant they had responded to the previous compliance action. All 
the wards, apart from one, were using the lockable storage appropriately and maintaining 
patient confidentiality. However, records storage on Wellington ward did not ensure privacy 
and confidentiality as some records were held in plastic files through which patient details in 
records could be seen. These records included personal details of patients, including name, 
date of birth and prescription for blood products. This method of storage did not protect 
patient confidentiality. 
 
Local actions post inspection. 
 

o Regular audits are conducted by the Health Records Management team to 
ensure the cabinets are locked. 
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o Clinical Matron undertakes random spot checks on a number of wards, including 
Wellington to ensure records are managed and stored securely. 

 
5. Freedom of Information.  

 
The Trust has two qualified Freedom of Information practitioners with the main responsibility 
sitting with the Head of Information Governance. 
 
During 2015/16 the Trust received 511 requests (an average of 42 per month). This 
compares to 237 in 2013/14 and 420 in 2014/15. This demonstrates an 18% rise year on 
year (see appendix D for a breakdown of requester profile). 
 
97.5% of all requests received were responded to within the 20 day timeframe. Where 
delays were experienced these were down to the need to apply corporate oversight before 
disclosure or difficulty with obtaining the information. In all cases an extension was applied in 
line with the Freedom of Information Act.  
 

6. Disclosures under Data Protection  
 
The Disclosure function deals with all requests for personal data from patients, relatives, 
Department of Works & Pensions, Police and 3rd party organisations mandated to act on the 
patients behalf.  There is a need to respond within 40 days of request, however the Trust 
aims to comply within 25 days as this is considered best practice. 
 
There were 3481 requests during 2015/16 (an average of 290 requests per month. In the 
first 3 months of this year the Trust has disclosed 112,110 pages of patient data. (see 
Appendix E for more details.)  There were no breaches of the 40 day deadline. 
 

7. Development Actions 
 
To continue to support activities to ensure compliance with the next iteration of the toolkit 
which should see a greater emphasis on Caldicott 2 principles and assurances of activities 
to protect the Trust from further Cyber Incidents. Until the toolkit is released we will not be 
able to specify what actions will be required. 
 
Planned developments. 
 
Seek ways to improve the provision of mandatory training for Information Governance. This 
includes: 
 

o Tighter governance controls at divisional level through greater interaction from IG 
team.  

o New Training materials. 
 
Prepare for the new General Data Protection Regulations which are likely to come into effect 
in 2017/18.  The precise details of the new regulations are unknown, areas where we will be 
giving due consideration in order to be prepared is as follows: 
 

o Awareness 
We should make sure that decision makers and key people in the Trust are aware 
that the law is changing to the GDPR. We need to ensure the changes are fully 
understood and what it may mean to the delivery of our service and identify areas 
that could cause compliance problems under the GDPR.   

 
o Information we hold 

We need to ensure we have fully documented what personal data we hold, where it 
came from and who we share it with.   
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o Communicating privacy information 

We should review our current privacy notices and put a plan in place for making any 
necessary changes in time for GDPR implementation. The main changes will include 
identifying the legal basis for processing information, publishing retention periods. 

 
o Individuals’ rights 

We should check our procedures to ensure they cover all the rights individuals have, 
including how you would delete personal data or provide data electronically and in a 
commonly used format. 
Rights include: 

 
 subject access, 
 to have inaccuracies corrected, 
 to have information erased, 
 to prevent automated decision-making and profiling, and 
 data portability. 

 
o Subject access requests 

We should update our procedures and plan how we will handle requests within the 
new timescales and provide any additional information. We will no longer have 40 
days; it will be a calendar month. There will be new grounds for refusing requests 
which must be documented. There is also a need to inform requesters of the 
retention periods of the data requested, and the process to be followed if they require 
corrections or deletions. We will also need to inform requesters the legal basis for 
which we have processed the data. 

 
o Legal basis for processing personal data 

We must look at the various types of data processing we carry out, identify our legal 
basis for carrying it out and document it. 

 
o Consent 

We must review how we are seeking, obtaining and recording consent and whether 
we need to make any changes. We must be able to demonstrate consent was given, 
not rely on inferred consent from silence, implied, preticked boxes or inactivity. To 
achieve this we will need to look at our processes and those we share information 
with to ensure we are able to capture consent; this will be a major undertaking and 
may require system changes to support this. 

 
o Children 

We should start thinking now about putting systems in place to gather parental or 
guardian consent for the data processing activity of children under 13. There will be a 
mean verifying consent and ensuring our Fair Processing notices are written in a way 
that can be understood by children.  

 
o Data breaches 

We currently have robust procedures in place to detect, report and investigate a 
personal data breach. What we do need to do is ensure that reporting of incidents is 
embedded across the Trust and is an inherent response to breaches rather than an 
afterthought. There is a need to carry our data protection awareness sessions and 
workshops to discuss current practices, identify areas of weakness and ensure 
privacy by design is at the heart of all we do. 
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o Data Protection by Design and Data Protection Impact Assessments 
Although we conduct Privacy Impact Assessments (PIA’s) for larger projects we 
should look to conduct them for all new processes or systems that have a potential to 
affect privacy.   It has always been good practice to conduct PIA’s and indeed an 
implicit requirement of the data protection principles; however, the GDPR will make 
this an express legal requirement. To achieve this we need to establish a better 
understanding of how new systems are implemented beyond CITS and to ensure 
they are given appropriate consideration.  We need to identify who will do it? Who 
else needs to be involved? Will the process be run centrally or locally? 

 
o Data Protection Officers 

The Information Asset Owners should become more knowledgeable of the GDPRs’ 
and act as local champions for their systems and areas of influence. This will ensure 
there is a greater understanding of the risks and issues of processing data on a daily 
basis and should ensure appropriate risk assessments are conducted.    

 
Conduct Data Protection Audit and awareness sessions focusing on: 

 

 Data Sharing; 

 Data Flow mapping and risk assessments; 

 Database management and registration (legal requirement); 

 Workplace practices; 

 Security of assets. 
 

8. Risk Management and Information Asset Owners 
 
Risk management processes are in place for the information assets and processes used by 
the Trust. These are managed by the Information Asset Owners (IAO) who have been 
identified for the critical assets. 
 
The Trust relies on IAO reporting risks and issues directly through Datix which can be 
managed locally, or if serious enough through appropriate board level reporting, and through 
direct contact with the Head of Information Governance. Changes or implementation of new 
assets should be cover by privacy Impact Assessments. This approach differs than the 
suggested reporting of risks to the SIRO but consideration to changing this will be given. 
 
All IAO are scheduled to attend Data Quality Assurance (& IAO) Committee to discuss 
issues relating to quality and asset related issues. However the pressures of daily activity put 
this meeting low down on the priorities of asset owners.  
  
Main role of the IAO include: 
 

o For information risk, IAOs are directly accountable to the SIRO and will provide 
assurance that information risk is being managed effectively for their assigned 
information assets.  

o It is particularly important that each IAO (or equivalent) should be aware of what 
information is held, and the nature of and justification for information flows to and 
from the assets for which they are responsible. 

o The role of the IAO is to understand what information is held, what is added and what 
is removed, how information is moved, who has access and why. As a result they 
should be able to understand and address risks to the information and to ensure that 
information is fully used within the law for the public good.  

o It is important that “ownership” of Information Assets is linked to a post, rather than a 
named individual, to ensure that responsibilities for the asset are passed on, should 
the individual leave the organisation or change jobs within it. 
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o It is the responsibility of Information Asset Owners to ensure there is good 
understanding of the hardware and software composition of their assigned assets to 
ensure their continuing operational effectiveness. In practice this is managed through 
Cornwall IT Services who have a physical asset register for the Trust. CITS also 
manage the servers and have an effective Business Continuity plan and Disaster 
Recovery Plan to ensure continued operating conditions. 

  
9. Policy, Procedures and Strategies 

 
The Information Governance Agenda is supported through a number of policies, procedures 
and strategies: 
 

 Information Governance Strategy; 

 Information Governance Policy; 

 Information Security Policy; 

 Privacy Impact Assessment; 

 Code of Conduct for employees in respect of confidentiality; 

 Information Use Framework Policy (revision due): 
o Data Protection; 
o Freedom of Information; 
o Pseudonymisation; 
o Safe Haven. 

 Policy to Manage Information and Records; 

 Mobile IT Security Policy; 

 IT Security Policy; 

 Acceptable Use Policy; 

 Email Policy; 

 Integrated Identity Management Policy (smart cards); 

 Occasional Home Working Policy; 

 Confidentiality Audit Procedure; 

 Records, Information and Data Quality Strategy; 

 Data Quality Policy (currently under revision); 

 Policy for the Development and Management of Knowledge, Procedures and Web 
Documents. 

 
These are ratified through the Information Governance Sub-Committee. 
 

10. On-going Risks  
 
There are currently no corporate risks on the risk register for Information Governance. There 
are currently 16 low to high risks. 
 
System Management x 5 
Risk of adverse event x 1 
Records storage x 8 
Miscommunication x 2  
 
Head of IG is monitoring these to support the required outcome. 
 

11. Conclusions 
 
The Trust is compliant with its obligations for compliance with the Information Governance 
toolkit and carries out its obligations of adherence with both the Data Protection Act 1998 
and the Freedom of Information Act 2000. 
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Appendix A: 

 

Information Governance Structure Chart 
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Supervisor (1 wte) 

Team Leader (1 wte) 
Clerical Officers x2 (1 wte) 

 

Head of Information 
Governance 

(x1 wte) 

Chris Perry 
Senior Information Risk Officer 

Richard Johnson 
Head of Quality Safety & Compliance 

Dr Rob Parry 
Caldicott Guardian 
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PAS, Data Quality, 
Corporate Records 

Manager (CITS) 
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Appendix B 

 

RCHT Informatics Committee Structure  
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Appendix C 

 

Audit Southwest IG Report 
 
Conclusion 

 
The systems in place for delivering compliance with the Information Governance 
Assurance Framework, as defined by the IGT, are in place and working effectively. We 
are also satisfied that the governance and management structure for delivering IG is 
generally well embedded across the Trust. 
 
A strong performance management culture is also in place for IG, which includes having 
effective incident management processes, comprehensive training and communication 
programmes that correctly reflect Department of Health guidance. 
 
Our assessment of the evidence held by the Trust in support of a level two compliance 
rating is shown in the IGT Summary Report for 2015/16. For those six requirements 
scored at level one, evidence held in support of the IGT either needs to strengthened, 
refreshed or updated. 
 
In addition to the eight requirements reviewed, the following points below were 
identified as requiring attention by the Trust: 
 

 Requirement 13-314 needs to be updated by the IT Security Manager 
before the March 2016 IGT submission date. 

 The code of connection for 2015/16 needs to be completed by the Director of 
Cornwall IT Service and ratified by the IGSG in time for the IGT submission 
date. 
 

We have also provided feedback to the March IGC regarding our findings. We would like 
to acknowledge the help and assistance given by the IG Team 
during the course of this review.
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Appendix D 

 

Royal Cornwall Hospitals Trust FOI Activity by requester 

 

FOI Requester profile 2015/16                
                     

Requester Profile April May June July August September October November December January February March 

Contractor 3 6 6 10 13 15 9 8 2 8 5 3 

Member of Public 9 12 8 16 7 9 5 4 7 18 13 12 

Allied Health 
Professional 2 2 4 3 7 1 1 2   1 1   

Press/Journalist 12 7 15 13 12 6 8 14 2 7 6 2 

Unknown 8 5 7 10 7 8 13 13 15 11 6 11 

Patient 4   1         1 1       

Student 1     4   3 3         4 

Member of 
Parliament         3 2 1 2   2 1 1 

Employee         1           1 14 

Solicitor         1     1         

Agency                   1 3   

Advocate                     1   

Medical Staff                     2   

Carer                       1 

Volunteer                       1 

  39 32 41 56 51 44 40 45 27 48 39 49 

 

 



Detailed Findings 
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Appendix E 

 

Disclosure Office Activity 2015/16 

Type of 
Disclosure 

April May June July August September October November December January February March 

Subject Access 
Requests received 
- Solicitors, 
Patients, Police 
etc 

167 168 226 221 219 229 220 215 178 190 189 191 

Police reports 17 17 21 21 19 21 31 13 15 23 13 24 

Insurance 
Company requests 

1 2 2 1 1 8 3 2 1 2 1 2 

Human Resource 
(P File) 

1 3 2 2 1 1 0 1 3 1 3 1 

DSS requests 8 20 12 16 13 13 6 9 9 9 14 12 

Patient Claims 
(Insurance Forms) 

39 33 21 25 23 26 34 22 16 23 21 25 

Access to Health 
Records Requests 

18 21 18 11 11 10 15 12 3 8 15 19 

Requests made by 
the Legal 
Department 

10 4 18 20 15 15 19 22 25 0 3 2 

 261 268 320 317 302 323 328 296 250 256 259 276 


