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Data Protection Act 2018 (General Data Protection Regulation – GDPR) Legislation 

The Trust has a duty under the Data Protection Act 2018 and General Data Protection 
Regulations 2016/679 to ensure that there is a valid legal basis to process personal and 
sensitive data. The legal basis for processing must be identified and documented before the 
processing begins. In many cases we may need consent; this must be explicit, informed, and 
documented. We cannot rely on opt out, it must be opt in. 

Data Protection Act 2018 and General Data Protection Regulations 2016/679 is applicable to 
all staff; this includes those working as contractors and providers of services. 

For more information about your obligations under the Data Protection Act 2018 and General 
Data Protection Regulations 2016/679 please see the Information Use Framework Policy or 
contact the Information Governance Team  

Royal Cornwall Hospital Trust rch-tr.infogov@nhs.net 
 

  

mailto:rch-tr.infogov@nhs.net
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1. Introduction 

1.1 This document sets out the key aims and objectives for the management of risk at 
the Royal Cornwall Hospitals NHS Trust (RCHT). 

1.2 The Trust is committed to having a risk management culture that underpins and 
supports the business of the Trust and demonstrates an on-going commitment to 
improving the management of risk throughout the organisation. 

1.3 Risk management is the systematic method of identifying, analysing, managing, 
monitoring, and reviewing of risks in order to ensure achievement of the Trusts 
objectives. It is also clear that managed risk taking is sometimes critical to taking 
developments forward and improving care for patients. A list of definitions can be 
found in section 4. 

1.4 This version supersedes any previous versions of this document. 

2. Purpose of this Policy/Procedure 

The purpose of the Risk Assessment and Management Strategy and Policy is to: 

• Provide a framework which supports the development of an organisational 
culture whereby risk management is an integral part of providing healthcare 
and day to day decision-making. 

• Support the delivery of safe, caring, effective and sustainable health 
care provision for patients, visitors, and staff. 

• Comply with legal statutory requirements and comply with the requirements 
of external regulators and other relevant bodies. 

• Identify risk escalation arrangements throughout all levels of the organisation. 

• Provide a common risk identification and management process which sets 
out a consistent and integrated approach to risk management and allows for 
meaningful comparison of risk, thus establishing priorities for action. 

• Provide a framework of assurance for the management of risk. 

• Promote an open, honest, and just culture where staff can report any risks, 
free from fear and which will support them and enable positive action to take 
place to reduce risk. 

• Describe the resources available for risk management in the organisation. 

3. Scope 

This document applies to all employees working within the Trust including bank, 
agency, and locum staff. It also applies to all honorary contract holders. Contractors 
must be advised upon commencement of contract of how to raise a risk and will be 
made aware of their own responsibilities. 
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4. Definitions 

• Risk Management 

The systematic method of identifying, analysing, managing, monitoring, and 
reviewing of risks. 

• Risk Register 

A register of all identified risks within the Trust. 

• Risk Assessment 

The process used to evaluate the risk and to determine whether controls are 
adequate or more should be done to mitigate the risk. 

• Board Assurance Framework 

Sets out the principal risks to achievement of the Trust’s strategic objectives. 

• Principal Risks 

Risks that threaten the achievement of the principal objectives of the Trust. These 
are managed through the Board Assurance Framework. 

• Risk 

The likelihood of something happening that will have an impact upon objectives or 
an adverse outcome. It is measured in terms of likelihood and consequence. 

• Consequence 

The potential adverse outcome(s) should the risk materialise. 

• Control Measure 

Steps taken to minimise the risks associated with the area, activity or process being 
undertaken. 

• Corporate Risk Register 

All risks which score above 15 or which are considered to have a Trust wide impact. 

• Escalation 

The act of advancing an issue to a higher management level for resolution, action, or 
attention. 

• Likelihood 

The degree of potential for the risk to materialise. 

• Residual Risk Score 

The estimated achievable risk score when all actions are completed. 
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• Risk Appetite 

The amount of risk that the Trust Board is prepared to tolerate or accept. This 
reflects the Trust values, policies, and objectives. 

• Risk Domain 

Risk domains help classify risks based on potential consequences. 

• Live Risk 

An identified risk that has been approved and is currently managed with further 
planned mitigating actions. Live risks will tend to have active impacts. 

• Accepted Risk 

Risks which are below the residual (target) score where all reasonable actions have 
been carried out and the risk cannot be practically reduced any further or there are 
no further actions possible. 

• Closed Risk 

A risk which is no longer relevant or covered by another risk can be defined as 
closed on the Datix Risk Management System. There may be risks that can be 
closed which have reoccurring theme (e.g. New intake of junior doctors). These risks 
should be given an annual review date to check on current status. 

5. Ownership and Responsibilities 

5.1. Governing levels of risk and responsibilities: 

5.1.1. There are different levels (or ‘tiers’) of governing risk within the Trust: 
The document outlines these tiers and scores and how these factors 
dictate the process of risk review within the Trust. 

Please see flow chart on next page 
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Figure 1 Governing Levels and Reporting 
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*BAF: Board Assurance Framework 
CRR: Corporate Risk Register 
ARC: Audit and Risk Committee 
TMG: Trust Management Committee 

 

* Some specialties may not hold Specialty Governance meetings as these take place at Care Group level, 
it is important that all Specialty risks are reviewed Care Group Governance meeting. 

5.1.2. Within these tiers, there are various Committees responsible for the 
review and scrutiny of risk. The table below describes each of these 
Committees and their responsibilities as regard to risk: 
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Figure 2: Committees responsible for risk review and management. 

Committee
/ Group 

Tier Frequency Report Remit Function Purpose / Responsibility 

Trust Board 1 Quarterly Corporate risk 
register (all risks 
that are 15 and 
above). 

Overall 
accountability for 
effective risk 
management. 

To understand the nature and extent of risks facing 
the Trust. 

To establish principal strategic and corporate 
objectives and drive the organisation forward 
to achieve these. 

Monitor risks identified in the Board Assurance 
Framework that may prevent the Trust from 
achieving its objectives. 

To consider the extent and categories of risk 
which it regards as acceptable for the Trust to 
bear i.e. risk appetite. 

To weigh the likelihood of specific risks 
materialising. 

To identify the Trust’s ability to reduce incidences 
occurring and reduce/eliminate the impact on the 
business. 

To direct the executive to act on risks that do 
materialise. 

To weigh the costs of operating particular controls 
relative to the benefits obtained in managing 
related risks i.e. cost/risk balance. 

 Quarterly Board 
Assurance 
Framework (all 
associated 
risks). 

Agreeing 
strategic 
objectives and 
associated risks 
for inclusion in 
the Board 
Assurance 
Framework and 
reviewing the 
achievement 
against these 
objectives. 
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Committee/ 
Group 

Tier Frequency Report Remit Function Purpose / Responsibility 

Audit and Risk 
Assurance 
Committee 

1 Quarterly Corporate risk 
register (all 
risks that are 
15 and above). 

To seek assurance and 
review risks to ensure 
effective management of 
the Corporate risk 
register; Consider deep 
dives into the 
effectiveness of the risks 
management structure. 

Maintain an overview of the Trust’s risk 
management processes and 
responsibilities. 

Receive the Corporate risk register and 
undertake periodic deep dives on individual 
risks. 

   Board 
Assurance 
Framework (All 
associated 
risks). 

To seek assurance and 
review risks associated 
with the achievement of 
the strategic objectives. 

Monitor and review the Board Assurance 
Framework. 

     Review progress on assessing and managing 
major risks. 

Executive 
Risk Group 

1 Monthly Candidate risks 
for Corporate 
Risk Register 
approval/removal. 

Corporate Risk 
Register (all 
risks that are 15 
and above). 

Approval of New Risks 
onto the Corporate Risk 
Register. 

Review 
recommendations made 
by Care Groups for 
inclusion onto the 
Corporate risk register. 

Approval of removal of 
risks from Corporate Risk 
Register. 

To provide the operational management and 
monitoring of risk through the Corporate Risk 
Register and the Board Assurance Framework. 

To agree new and closed risks onto the 
Corporate risk register. 

Scrutinise the accuracy / validity of risks that 
have been escalated. 

To agree action mitigation plans, ensuring their 
delivery. 

The group will review recommendations made 
by Board Committees for inclusion of additional 
risks to the Corporate Risk Register. 
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Committee/ 
Group 

Tier Frequency Report Remit Function Purpose / Responsibility 

     Provide information and making 
recommendations to the Board 
on risk issues. 
 

Provide assurance that risks are 
being managed appropriately. 
 

Make recommendations where it 
considers any identified risk should 
be escalated to the Corporate Risk 
Register. 
 

Report any areas of significant 
concern to the Trust Board as 
appropriate. 

Care Group 
Performance 
Review Meetings. 
 

Relevant 
groups 
reporting into 
this group: 
 

Care Group 
Business and 
Governance 
Meetings. 

3 Monthly High level risk 
(risk scores 
above 12). 

Operational. 
To agree risks for escalation 
onto the CRR. 

Challenge the validity of risk scores, 
action plans to mitigate risks. 
 

Ensure that risks are proportionate. 
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Committee/ 
Group 

Tier Frequency Report Remit Function Purpose / Responsibility 

Care Group 
Boards Relevant 
groups 
reporting into 
this group: 
 
Specialty 

3 Monthly* All risks held in 
Care Group via 
dashboard 
review (e.g. 
risks overdue 
for review/high 
level risks). 

Operational. 
To agree de/escalation of risks 
from ward level to Care Group. 
Provide exception report to 
Executive Board bi- monthly. 

To ensure the appropriate governance 
arrangements are in place for safety, 
quality, and risk management. 
 

To ensure the 
identification and 
management of risk. 
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Committee/ Group Tier Frequency Report Remit Function Purpose / Responsibility 

Governance 
meetings. 

    To agree accepted and closed risks. 

 

To identify risks for escalation and 
de- escalation. 

Corporate services 
groups / forums / 
Speciality 
governance 
groups. 

 

Relevant groups 
reporting into this 
group: 

 

Corporate team/ 
departmental / 
Ward meetings. 

4 Monthly* All risks within the 
service domains 
(e.g. risk type) or 
Logged to the 
speciality area 
(e.g. risks that are 
logged below 
Care Group 
Governing level). 

Operational. 

To agree escalation risks 
from services to Care 
Group Governance Board 
monthly. 

To ensure the appropriate governance 
arrangements are in place for safety, 
quality, and risk management. 

 

To ensure the identification 
and management of risk. 

 

To agree accepted and closed risks. 

 

To identify risks for escalation and 
de- escalation. 

*Frequency of meetings will vary by Care Group 

5.1.3. Each Care Group and Corporate service is responsible for ensuring that adequate governance processes are in place. All 
risks on either the care group risk register, corporate service groups or risks logged within the relevant service domain (such 
as medical device risks) must be reviewed as per the risk review frequency guidance. It is at these meetings that risks for 
appropriate escalation via the risk reporting tiers are agreed. Guidance on completing the risk register can be found in 
appendix 3. 
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5.2. All staff 

Risk management is the responsibility of all staff, irrespective of their level or 
job title, all staff must: 

• Identify actual or potential hazards, issues or risks and escalating them to the 
appropriate manager. 

• Raise concerns about any activity, practice or location that does not appear 
to have a satisfactory risk assessment. 

• Attend, participate in, and comply with mandatory training as required by the 
Trust. 

• Implement and adhere to the identified control measures to minimise the 
risks identified within risk assessments. 

5.3. Board Members 

All members of the Trust Board have a collective responsibility to ensure that 
systems and processes to ensure that risks are appropriately identified, 
robustly managed, and monitored through regularly regular assurance; 
summarised annually through the Annual Governance Statement. 

Provide leadership on risk management and in particular: 

• Determine the risk appetite for the Trust. 

• Ensure the approach to risk management is consistently applied. 

• Seek assurances that risks have been identified, assessed and all 
reasonable steps taken to manage them effectively and at sufficient pace. 

• Endorse the Annual Governance Statement which assures the organisation 
has the necessary controls in place to manage its exposure to risk. 

• Approve annually the Risk Management Strategy. 

• Oversight on Principal Risks specific to their portfolio. 

• Leading specific Committees responsible for the assurance of risk. 

5.4. Chief Executive 

On behalf of the Trust Board, the Chief Executive is the accountable officer 
with overall responsibility for risk management. 

5.5. Chief Nursing Officer and Director of Integrated Governance 

The Chief Nursing Officer is responsible, via delegated authority from the Chief 
Executive via this policy, for the Trust’s overall approach to risk management 
and, in turn, delegates day-to-day responsibility to the Director of Integrated 
Governance for: 
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• Risk management and is responsible for reporting to the Trust Board on the 
development and progress of Risk Management on behalf of the Chief 
Nursing Officer and Chief Executive. 

• Ensuring the Risk Management Strategy and Policy is implemented and 
evaluated effectively. 

• Providing the Board with specialist advice and support regarding the risk 
management policy and processes. 

• Ensuring relevant and focused training is provided to board members in risk 
management. 

• Ensuring the Trust operates in accordance with statutory regulations, Trust 
Standing Orders and Standing Financial Instructions in relation to risk 
management. 

• Ensuring the Risk Management Strategy and Policy, is reviewed on an 
annual basis, and revised as appropriate. 

5.6. Company Secretary 

The Company Secretary is responsible for working with the Director of 
Integrated governance on implementation of the Trust’s Risk Management 
Policy and processes and specifically for: 

• Recording and maintaining the Board Assurance Framework including 
updating the risks, controls, sources of assurance and any gaps in control or 
assurance identified and reporting to the Trust Board and its Committees. 

• Ensuring the Trust’s risk appetite is reviewed at least annually, liaising with 
the Director of Integrated Governance to combine this with annual risk 
training for the Trust Board 

5.7. Head of Patient Safety, Risk and Patient Experience 

The Head of Patient Safety, Risk and Patient Experience has responsibility for: 

• Delivery of the Trust’s Risk Management Strategy’s Implementation Plan, 
providing expert advice as appropriate. 

• Ensuring continuous development of a proactive risk management culture 
and practice throughout the organisation. 

• Promoting and ensuring good risk and governance practices. 

• Developing and maintaining the Trust Risk Register. 

• Providing practical risk advice, challenge, support, and training to staff across 
the Trust to ensure adoption of good risk management practice. 

• Ensuring the effective operation of the Trust’s electronic risk management 
system (Datix). 
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• Undertaking periodic risk analysis to identify trends in risk themes. 

• Providing an annual programme of Risk Management training. 

• Producing cyclical and ad hoc reports for the Trust Board, Committees, 
services, and corporate areas. 

5.8. Risk Manager 

The Risk Manager has responsibility for: 

• Leading the development and operational delivery of the Trust’s Risk 
Management Strategy. 

• Providing expert advice and support in risk management in order to ensure 
the Trust: 

▪ Develops and coordinates a risk management structure 

▪ Utilises risk management processes in the clinical environment 

• Providing expert advice / guidance on risk management issues to the 
Executive Team and all staff upon request at all levels of the organisation on 
existing and new legislation and directives of all risk management 
requirements showing negotiating skills as necessary. 

• Providing expert advice for risk identification and assessment. 

• Leading monthly Care Group Risk Surgeries, providing advice and guidance 
as required and monitoring the completion of reviews and risk assessments 
in a timely manner. 

• Leading and take full accountability for the development, implementation and 
monitoring of the Trusts Risk Policy and trust policies and procedures to 
ensure effective and efficient incident investigation and patient experience 

• Including complaints management, ensuring these comply with national and 
local requirements and the corporate agenda. 

• Leading the development of an environment and culture that improves the 
monitoring and management of clinical risk management. 

• Planning and organisation of a broad range of complex risk management 
activities including the development of action plans which impact across 
departments. 

• Leading the implementation of Risk Management Strategies, monitoring, and 
facilitating the risk management work programme. 

• Ensuring the Trust is able to meet current standards for risk management. 

• Developing bespoke Risk Management Training for clinicians, managers, 
and employees, where appropriate identify and source key training providers. 
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• Acting as the module leader for risk management training courses. Plan and 
organise training courses in line with the strategic objectives of the 
organisation. 

5.9. Care Group / Corporate Governance Leads – In conjunction 
with Clinical Directors, General Managers and Lead Nurses. 

Have responsibility for: 

• Providing specialist clinical safety and risk managements advice and support 
to managers within their Care Groups as required. 

• Provide Guidance for those undertaking risk assessments and other local risk 
management functions. 

• Acting as the link between their Care Group and the corporate functions on 
risk management issues. 

• Coordinating the generation of Service Line risk registers and assist in the 
development of risk mitigation plans. 

• Adding Identified risks to the Trust’s Datix system completing the risk 
assessment, identification of the risk owner and securing care group approval 
of the risk. 

• Ensure that risks on service and Care Group risk registers are appropriately 
articulated, scored and relevant 

• Ensure that following risk review, risks are logged to the appropriate 
governing level and sits within the correct risk workflow (e.g. live risk, 
accepted risk, closed risk). 

• Using the Trust’s risk register system (Datix), ensuring risks are reviewed in a 
timely manner as per the risk workflow. 

• Provide advice and guidance on which risks required escalation and de- 
escalation 

• Promoting a culture where staff feel confident and supported in reporting 
risks, incidents, and issues. 

• Agree / sign off individuals for access to Datix to add new risks 

5.10. Corporate/Specialty/Service/Ward/Department Management 
Teams 

These teams have responsibility for: 

• Ensuring compliance with the overall risk management system and 
processes. 

• Ensuring that all risks within their areas are managed appropriately with 
adequate controls. 
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• Ensuring the Risk Register is maintained and updated regularly through 
review at monthly Corporate services groups / forums. 

• Ensuring that all relevant risks are reviewed and managed at Service 
governance meetings and discussed with the appropriate risk owner for 
review of risk scoring and management. 

• Ensuring that risks which are proposed for closure or acceptance are 
reviewed and agreed at the appropriate committee / group and/or with the 
appropriate risk owner. 

• Ensuring that staff have a clear understanding of the risks to their Service 
and at all times ensure compliance with policies/procedures and all relevant 
legislation. 

• Ensuring that appropriate action mitigation plans are in place with clear 
predefined action plans that would be initiated should the risk materialise. 

• Working in partnership with other Services and specialties to provide cross 
challenge of risk descriptions and scores. 

• Making decisions on which risks required escalation and de-escalation. 

• Fostering an environment where staff feel confident and supported in 
reporting risks, incidents, and issues. 

5.11. Risk Owners 

Risk owners should be the individuals best placed to take responsibility for 
mitigation of the risk. The risk owner will be agreed by the relevant manager. 
The identified risk owner is responsible for: 

• Ensuring the risk is managed appropriately, controls are in place to mitigate 
the risk and an action plan is identified to address gaps in control measures. 

• Reviewing the risk register on Datix at appropriate intervals to ensure the 
descriptor, controls and risk score accurately reflect the level of risk and that 
progress is being made at sufficient pace to reduce the risk score to the 
residual level. 

• Liaising with action owners to ensure they are aware of their responsibilities 
for delivering actions. 

• Reporting on the overall status of the risk, escalating where appropriate in 
line with local risk procedure and the risk escalation process detailed in this 
policy. 

5.12. Action Owners 

Action owners have responsibility for: 

• Ensuring the delivery of a task or activity by the appointed deadline that will 
address gaps in control measures. 
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• Providing regular reporting on progress. 

6. Standards and Practice 

6.1. Risk Identification 

The identification of risks broadly falls into two categories: proactive and 
reactive identification. Risks may be identified proactively through local risk 
assessment, compliance with national standards or regulatory frameworks 
whereas the reactive process identifies risks from events that have already 
occurred such as incidents. 

Figure 3: Risk Identification Methods. 

 

6.2. Risk Assessment 

6.2.1. Once a potential risk has been identified, the risk should be entered on 
the Trust’s Datix system where a risk assessment will be carried out to 
assess the level of risk. It is vital that all risks are assessed in an 
objective and consistent manner. 

6.2.2. In order to assess the risk, it is important to understand not only what 
is likely to go wrong but also how and why it may go wrong. Consider 
the activity within the context of the physical and emotional 
environment, and the culture of the organisation and the staff who 
perform the activity. Take into account things that have gone wrong in 
the past and near-miss incidents. Further guidance on risk assessment 
can be seen in appendix 3. 

6.2.3. The risk matrix in appendix 3 must be used to score risks. Your risk 
should be scored on the potential consequences of the risk developing 
along with the likelihood of the risk materialising. 
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6.3. Risk Response and Management 

6.3.1. Following identification and assessment of a risk, a decision will need 
to be made as to how to respond to the risk. The response options are 
listed below, the most appropriate response will be selected according 
to the nature of the risk. Usually, the Trust will attempt to treat the risk 
and reduce it to an accepted level: 

• Treat: Further management actions that ideally minimise the 
likelihood and/or impact of a threat or maximise the likelihood of 
opportunities. For each risk an action plan to eliminate, minimise, or 
maximise the risk is required. 

• Tolerate: In cases where the ability to do anything may be limited, or 
the cost of taking any action may be disproportionate to the potential 
benefit gained. 

• Terminate: Discontinuation of the activity which carries the risk (i.e. 
removing the source of the risk). 

• Transfer: To insure against the risk, etc. This includes sharing the 
risk. 

6.3.2. If it is decided that the controls are not adequate and further 
management actions are required to reduce the risk (i.e. treat the risk), 
the risk owner should develop an action plan, using the Datix system. 
These planned actions should address any gaps in control measure. 
Generally, as actions are completed these will become controls 
measures. As control measures are put in place, the risk should 
reduce. 

6.3.3. Actions should be recorded in Datix individually and linked to the risk 
so that progress can be monitored by the risk owner. All actions should 
be SMART (Specific, Measurable, Achievable, Realistic, Time 
Specified), should mitigate the risk and should include: 

• Target Implementation date 

• Person responsible for implementing action 

• How the action will be evidenced 

• Progress on completion of action 

6.3.4. The residual risk score should be calculated by assuming all of the 
control measures and subsequent actions have been taken. It should 
be noted that specific risk assessment forms are used in some 
instances such as health and safety assessments and clinical 
assessments (VTE, Falls etc.). Where this occurs, the process will be 
outlined in the related policy, however risks arising as a result of these 
assessments should be added to the Risk Register as appropriate. 
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6.4. Risk Register 

6.4.1. The Trust risk register is populated from risk assessments carried out 
proactively and reactively as a result of incidents, these are 
undertaken both at strategic and operational levels, which are 
recorded on the Trust’s electronic risk management system (Datix). 
Where risks cannot be immediately resolved they will be added to this 
register. 

6.4.2. A risk register is a living document, constantly being updated to 
demonstrate progress of risk reduction. It is a way of assisting with the 
prioritisation of actions in relation to the risks identified. It is also a tool 
to operationally manage the reduction and mitigation of risk and 
actively demonstrate that risks are being managed. 

6.4.3. The aim of a risk register is to help the Trust: 

• Identify all actual and potential hazards and their associated risks. 

• Evaluate the level of existing controls in place to address the risk and 
track their progress. 

• Quantify the risk according to its relative importance in terms of 
consequence of the risk and the likelihood of occurrence. 

• The risk score will inform the escalation of risks. 

• Decide the appropriate additional methods of control and risk 
treatment. 

• Prioritise annual business plan objectives and associated planning. 

6.4.4. Each level of the organisation (service, specialty, ward/department) 
must include all identified risks on the Trust Risk Register held on 
Datix to enable the Board to be assured that its system of internal 
control is effective in managing risk at all levels. Risks should not be 
held in other formats or on local risk registers. All risks should be held 
on Datix. 

6.4.5. Access to the Risk Register on Datix will be provided according to 
remit and role and will be agreed by Care Group Governance Leads 
for clinical Care Groups/ Corporate Governance team for Corporate 
Services. 

6.5. Datix Risk Register work flow 

6.5.1. The Datix work flow from initial risk logging, management / mitigation 
and ultimately the closure or acceptance of the risk is summarised 
below: 
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Figure 4: Datix Risk work flow 

6.5.2. There may be risks that impact on the organisation or are cross care 
Groups. It is recommended that a parent risk (or global) is identified 
and owned by the accountable service, however each impacted 
service should be informed of the risk so they can, in turn assess the 
applicability to their area (hotspots). 

6.6. Approval Process for Candidate Risks for the Corporate Risk 
Register (CRR) see figure 5 below. 

6.6.1. New Risks that would trigger onto the CRR (i.e. a risk rating of 15 or 
12 with Trust - wide implications): 

• The new risk should be accepted by the Care Group through their 
Governance Board. 

• The risk should then be discussed with the Executive Lead and 
accepted by them. 

• The risk will then be presented to the Audit and Executive Risk 
Group for approval onto the CRR. 

Please see flowchart on next page. 
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Figure 5: CRR Approval Process 
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6.7. Review and Escalation 

6.7.1. Risk review 

The Trust recognises that risk management should be embedded within 
all that the Trust does. The review of risk should be an on-going 
iterative process which is part of day-to-day work. As part of the 
assurance process the Trust requires that risks should be reviewed in 
accordance with the required review date by the risk owner in order to: 

• Enable key controls to be reviewed for effectiveness. 

• Identify at an early stage that the current risk score is increasing by 
monitoring key indicators within impacts/ effects. 

• Implement action mitigation plans and additional action plans to be 
put in place if appropriate. 

• Enable opportunity for escalation so that the Trust is aware of its risk 
profile and its total exposure to risk. 

• Monitor implementation dates on action plans to assess if work 
planned is on target. 

• Review risk score to determine whether a risk has been successfully 
reduced or requires a change in scoring. 

• Monitor the overall ongoing progress towards risk reduction. 

6.7.2. Frequency of risk reviews 

Risks should be reviewed on a basis proportionate to the current risk 
rating. All risks should be reviewed by the risk owner and discussed at 
the appropriate governance meetings. The review should encompass 
the risk descriptor, scoring, action plan progress and updates. 

Figure 5: Risk review frequency guide. 

Risk Rating Review Frequency 

Risks that have been closed but 
have a recurring theme. 

Annually. 

Risks that have been accepted 
and are not in the “Live risk” 
status. 

Green / low risks (risks that score 
below 4). 

Six monthly. 

Amber / high risks and Yellow / 
moderate risks (risks that score 
between 4 and 12). 

Quarterly. 
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Red/ extreme risks (risks that 
score 15 or above). 

Monthly. 

In addition, Risks should be further reviewed when there is a planned 
change; when there has been significant change to statutory duty, 
policy, procedure, or national/local guidance or when there has been a 
significant change in conditions for example (staffing, layout etc.). 

6.7.3. Risk Escalation and de-escalation of risks 

The consequences of some risks, or the action needed to mitigate 
them, can be such that it is necessary to escalate the risk to a higher 
management level, for example from a Ward Risk Register to a Care 
Group Risk Register. Risks will be escalated or de-escalated via the risk 
reporting tiers (figure 1) and risks will be reviewed at the appropriate 
committee with the authority to act for each level (as set out in figure 2). 
The diagram below sets out the flow of escalation: 

 

 

 

 

Where responsibility * lies for risk with scores of 

Following the implementation of all actions that are possible and 
practical, there may also be on occasion, the need to report a risk by 
escalating it to the next level of management as outlined in the risk 
reporting tiers (figure 1): 

 

Current Risk 
Score <12 

Current Risk 
Score 12-15 

Current Risk 
Score >15 
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Risks that fall into the areas outlined in the diagram below, need to be 
considered at the appropriate risk forum for escalation up the risk 
reporting tiers (figure 1) and via the appropriate committee (figure 2) for 
potential inclusion onto the corporate risk register: 
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6.8. Risk Acceptance or Closure 

6.8.1. Risks are accepted if the risk is below the residual score, where all 
reasonable actions have been carried out and the risk cannot be 
practically reduced any further. A clear rationale for accepting the risk 
should be added to the risk register entry on Datix. Risks which have 
been accepted should be reviewed by the relevant team on an annual 
basis (Figure 5: Risk review frequency guide). 

6.8.2. Where risks have been agreed for removal from the Risk Register or 
are covered by an existing risk, the risk can be closed on Datix. All 
actions should be completed, and a date of closure should be included 
along with the rationale for closure of the risk. It is good practice to log 
on Datix the risk forum that agreed for the risk to be closed. Risks 
should not be closed if the score does not meet the residual score. 

6.8.3. Risks which are closed but have a reoccurring theme, should be given 
a review date of one year later. 

6.9. Board Assurance Framework (BAF) 

6.9.1. The Board Assurance Framework identifies: 

• The principal risks to achievement of the Trust’s strategic objectives. 

• The components of the system of internal control in place to manage 
the risk. 

• The assurance sources on which the Trust Board rely on relating to 
the effectiveness of such controls. 

• The RAG (red, amber, green) rating relating to the level of assurance 
available from the assurance sources. 

• Records the actions taken to address identified gaps in control and 
assurance. 

• Assurance about the effectiveness of those controls. 

6.9.2. The Board assurance framework will be reviewed by the Board, with 
further scrutiny around risks controls and assurance being provided by 
the appropriate committee outlined in figure 2. 

6.10. Risk Appetite 

6.10.1. Risk appetite is ‘the amount and type of risk that an organisation is 
willing to take in order to meet its strategic objectives.’ No organisation 
can achieve its objectives without taking and accepting some risk. The 
level of risk the Trust is prepared to accept or be exposed to will vary 
according to the nature of the risk, the context within which the Trust is 
operating and regulatory or legislative constraints. The Board therefore 
needs to be prepared to take comparatively large risks in some areas 
and tolerate very little risk in other areas.  
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6.10.2. The Trust’s risk appetite statements have been written to cover several 
scenarios, setting out where the organisation may accept a greater 
tolerance of risk in certain situations. It is though not possible to set out 
all possible scenarios that might impact on risk appetite; as such it is 
expected that the Board, its committees, the executive team, and 
managers will actively consider the stated risk appetite e.g. for safe, 
high-quality care, and identify if or how a flexible risk tolerance needs 
to be applied in a unique circumstance. Any such deviation from the 
risk appetite as a result of situation not already covered below, should 
be formally recorded for transparency. 

6.10.3. The Trust’s risk appetite is mapped to the elements of its Board 
Assurance Framework, plus an additional, specific risk appetite 
statement on reputation. The current statement of risk appetite by risk 
type, including a guide to the level of risk that may be considered as 
tolerable, is summarised by the below table: 

Category 
Number 

Risk Type and Guide Risk Appetite 

1 Safe and high-quality care 

The Trust has a low tolerance for risk which compromises 
patient safety and jeopardises compliance with our 
statutory duties for quality and safety.  

In order to achieve safe, high-quality care, the Trust 
accepts that there may be times when a higher level of 
tolerance for patient safety must be accepted, particularly 
when under prolonged, significant operational pressure or 
staffing challenges over the short term. A higher tolerance 
for risk may also be accepted when supporting patients 
through clinical trials. When such occasions arise, 
management will support staff to work develop appropriate 
and safe care plans and/or dynamic risk assessments. 

The Trust has a medium appetite for risk related to 
innovations in new models of care designed to improve 
quality of care, subject to appropriate and managed risk 
assessments to protect patient safety. 

The Trust is prepared to accept managed risks to our 
compliance with performance standards where they relate 
to patient safety and quality improvements as long as 
patient safety, quality of care and effective outcomes are 
prioritised. However, we recognise there may be 
unprecedented operational challenges which may result in 
lower performance levels and unsustainable service 
delivery for periods of time; these would need to be 
reported to the Board or the relevant Committee via the 
Integrated Performance Report or other appropriate 
mechanism. 

 

1 – Minimal  

 

 

 

 

 

 

 

3 - Open 
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Category 
Number 

Risk Type and Guide Risk Appetite 

2 Sustainable workforce 

The Trust is committed to ensuring our staff feel valued and 
supported to do their jobs well as reflected in one of our 
core strategic objectives.  

The Trust has a low tolerance for risks related to workforce 
decisions where they would negatively impact staff 
wellbeing or staff safety but, given recognised workforce 
shortages, may accept a higher tolerance at times of 
significant, short-term operational pressure, subject to 
appropriate risk assessments of staff wellbeing/safety. 

The Trust has a medium tolerance for risks associated with 
the implementation of innovative new models of working / 
changes transformation in patient pathways and in the 
working arrangements of staff where these are expected to 
enhance or improve patient safety, quality of care, staff 
experience and wellbeing, workforce sustainability or 
service delivery. 
 

 

 

 

1 to 2 –
Minimal to 
cautious 

 

 

 

3 - Open 

3 Integrated health services 

The Trust is open to developing and maintaining 
partnerships with organisations that have an aligned set of 
values, enable us to promote and support safe, high-quality 
care, enhance the reputation and effectiveness of the NHS 
in the county, and maintain the required level of compliance 
with our statutory duties.  

The Trust values its partnerships within the county, wider 
region and nationally and is committed to pursuing the 
objectives of the Integrated Care System to improve the 
quality of care for patients.  

The Trust has a high tolerance for risks associated with 
research and innovation and partnership with academia in 
order to realise the provision of new models of care, new 
service delivery options, new technologies, efficiency gains 
and improvements in clinical practice.  The Trust will only 
take such risks where it has the capacity to manage them 
and is confident there will be no adverse impact on the 
safety and quality of the services provided. 

3 – Open  

(ICS 
partnerships) 

 

 

 

 

 

 

4 – Seek 
(academic 
partnerships 
and research) 
 

4 Financial recovery 

The Trust has a medium tolerance to risks to financial 
sustainability, acknowledging however the balance required 
to meet statutory financial duties, including the Trust’s 
financial duties as part of the Cornwall and Isles of Scilly 
health system, and to mitigate risks to patient and staff 
safety, where such related investments are required.  

The Trust strives to deliver its services within the revenue 

2 – Cautious 
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Category 
Number 

Risk Type and Guide Risk Appetite 

budgets set out in our financial plans and will only consider 
accepting or taking financial risks where this is required to 
mitigate significant risks to workforce, patient safety or 
quality of care. The Trust will ensure that all such financial 
responses deliver optimal value for money. 

The Trust will prioritise on the basis of risk assessments its 
finite capital resources and have a low tolerance to 
breaching its duties in relation to meeting its capital 
resource limit. On that basis, the Trust will prioritise capital 
investments, on a risk assessed basis, that are required to 
meet or address statutory compliance/safety requirements, 
with business cases for quality-of-care improvements as 
the second tier of priority. 

Where the Trust can apply for external funding to pump 
prime or drive improvement and innovation opportunities, 
the Board will accept a medium tolerance, subject to any 
resultant oncosts to the Trust being sustainable from 
resultant savings or resource reallocation. 

The Trust has no tolerance for accepting or pursuing risks 
that would leave the organisation open to fraud or breaches 
of Standing Financial Instructions/Scheme of Delegation.  

5 Digital infrastructure 

The Trust has no tolerance to actions or decisions that may 
weaken the Trust’s cyber security or that may threaten its 
critical digital infrastructure. 

The Trust has a medium tolerance for innovation risks 
relating to pursuing new technologies to enhance the 
quality of care and safety, accepting the possibility of failure 
in pursuing such innovations. 

0 – Avoid  

(cyber 
security) 

 

3 – Open  

(digital 
innovation) 

6 Physical infrastructure and supply chain 

The Trust has a low tolerance for risks which may 
compromise health and safety of our staff, patients, and 
visitors to our sites. The Trust is committed to ensuring that 
our services are provided in buildings that are fit for 
purpose, are compliant with legislation and regulator 
expectations and do not represent a health and safety risk 

2 - Cautious 

 

7 Reputation 

The Trust aims to demonstrate its values by maintaining 
high standards of transparency, accountability, and 
professionalism at all times; in doing so, the Trust aims to 
protect the reputation of the organisation and the NHS. 

However, the Trust has a medium tolerance for risks 
related to reputation as sometimes, particularly when under 

3 - Open 



 

Risk Assessment and Management Strategy and Policy V9.3 

Page 29 of 49 

Category 
Number 

Risk Type and Guide Risk Appetite 

significant operational pressure, decisions may need to be 
taken which might have a negative impact, such as 
restricted visiting or cancellation of elective activity. In such 
instances, the Trust will take a proactive approach to 
management of the Trust’s reputation through clear 
communication and engagement with 
stakeholders/regulators.  

6.10.4. The Trust’s risk appetite is reviewed at least annually by the Board via 
its Board Strategy and development sessions; any recommended 
amendments are taken through the Trust’s formal governance 
structure for approval and enacted by a change to this policy. 

6.10.5. Definitions: 

• Risk appetite: The amount of risk that the Trust Board is prepared to 
tolerate or accept. This reflects the Trust values, policies, and 
objectives. Risk appetite is the aggregate level and types of risk that 
the Trust’s executive management and Board is willing to assume 
within its risk capacity to achieve business objectives. 

• Risk tolerance: Risk tolerance determines the maximum risk the 
Trust is willing to take for a particular activity / objective, or category 
of risk. It is subtly different to risk appetite in that it reflects the 
boundaries within which the executive management are willing to 
allow the true day-to-day risk profile of the organisation to fluctuate 
while they are executing strategic objectives in accordance with the 
board’s strategy and risk appetite. It is the level of residual risk within 
which the board expects committees to operate and management to 
manage. Breaching the tolerance requires escalation to the board for 
consideration of the impact on other objectives, competing 
resources, and timescales. 

6.10.6. Definitions for levels of risk appetite are set out in the below. These 
have been adopted from the Good Governance Institute’s Risk 
Appetite for NHS Organisations Matrix  

https://www.good-governance.org.uk/wp-content/uploads/2017/04/Risk-Appetite-for-NHS-Organisations.pdf
https://www.good-governance.org.uk/wp-content/uploads/2017/04/Risk-Appetite-for-NHS-Organisations.pdf
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6.10.7. Definitions for risk tolerance. The Trust uses the National Patient 
Safety Agency (NPSA) risk matrix (likelihood by consequence) which 
is set out at Appendix 3 [of the policy]. In summary, they are: 

• Low: score of 1-3. 

• Medium: score of 4-8. 

• High: score of 8-15. 

• Extreme: score of 15-25. 

The articulated risk tolerance within the risk appetite statements can 
therefore be used to determine whether the actual risk scores are 
higher or lower than the tolerance; this would inform any escalations to 
other governance bodies in the Trust as required. 

7. Dissemination and Implementation 

7.1. Following Board approval, this document is disseminated to staff via the 
management structure. Staff will be notified via the Daily Bulletin when the 
policy is made available on the Document Library: They will be made aware of 
its contents during relevant risk management training during Induction and in 
line with the Training Needs Analysis as outlined in the RCHT Core Training 
Policy. 

7.2. General “risk management” awareness training will be included in the Trust 
Induction package. Risk management and assessment refresher training will be 
available in the Trust’s training programme. 

7.3. Specific risk management training will be delivered for senior managers 
according to need. The provision and arrangements for training will be reviewed 
and revised as necessary. 
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8. Monitoring compliance and effectiveness 

The Trust’s risk management arrangements will be subject to an annual audit on their 
effectiveness, which will be reported to the Audit and Risk Assurance Committee. 

Information 
Category 

Detail of process and methodology for monitoring 
compliance 

Element to be 
monitored 

Risk Management Strategy. 

Lead Director of Integrated Governance. 

Tool 
Annual Internal audit of risk management arrangements monitored 
as part of the ongoing audit process on a Word or Excel template 
specific to the topic. 

Frequency Annual. 

Reporting 
arrangements 

Audit and Risk Committee will receive the results of the internal 
audit. 

Acting on 
recommendations 
and Lead(s) 

Integrated Governance / Risk and Compliance Team. 

Change in practice 
and lessons to be 
shared 

Audit and Risk Committee will receive the results of the internal 
audit. 

9. Updating and Review 

The Risk Management Strategy will be reviewed on an annual basis and updated. 

10. Equality and Diversity 

10.1 This document complies with the Royal Cornwall Hospitals NHS Trust service 
Equality and Diversity statement which can be found in the Equality Diversity 
And Inclusion Policy or the Equality and Diversity website. 

10.2 Equality Impact Assessment 

The Initial Equality Impact Assessment Screening Form is at Appendix 2. 
  

https://doclibrary-rcht.cornwall.nhs.uk/DocumentsLibrary/RoyalCornwallHospitalsTrust/HumanResources/EqualityDiversityAndInclusionPolicy.pdf
https://doclibrary-rcht.cornwall.nhs.uk/DocumentsLibrary/RoyalCornwallHospitalsTrust/HumanResources/EqualityDiversityAndInclusionPolicy.pdf
http://intranet-rcht.cornwall.nhs.uk/shelf/equality-and-diversity/
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Appendix 1. Governance Information 

Information Category Detailed Information 

Document Title: 
Risk Assessment and Management Strategy and 
Policy V9.3 

This document replaces (exact 
title of previous version): 

Risk Assessment and Management Strategy and 
Policy V9.2 

Date Issued/Approved: 6 April 2023 

Date Valid From: April 2023 

Date Valid To: April 2023 

Directorate / Department 
responsible (author/owner): 

Bernadette George, Director of Integrated 
Governance 

Liz Trew, Head of Safety, Risk and Patient 
Experience 

Contact details: 01872 258578 

Brief summary of contents: 
Policy outlines the Risk Management Strategy for the 
organisation 

Suggested Keywords: 

Working environment - Occupational health and 
safety - Preventive measures - Accident prevention - 
Safety measures - Hazards - Risks - Assessment - 
Management - Risk management - Risk assessment 

Target Audience: 

RCHT:  Yes 

CFT: No 

CIOS ICB:  No 

Executive Director responsible 
for Policy: 

Chief Nursing Officer 

Approval route for consultation 
and ratification: 

Audit and Risk Assurance Committee Care  

Trust Board of Directors 

General Manager confirming 
approval processes: 

Not applicable 

Name of Governance Lead 
confirming approval by 
specialty and care group 
management meetings: 

Samantha Chalmers, Risk Manager 

Links to key external standards: Care Quality Commission 
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Information Category Detailed Information 

Related Documents: 

• Incident and Serious Incident Reporting 
policy 

• Health and Safety General policy 

• Complaints and Compliments policy 

• Fire Safety Policy 

• Statutory and Mandatory Training Policy 

• ISO 31000:2015 Risk Management 
Principles and Guidelines 

• NPSA (2004) Seven Steps to Patient 
Safety. NPSA Risk Assessment 
Programme Overview (2006) 

Training Need Identified? Yes 

Publication Location (refer to 
Policy on Policies – Approvals 
and Ratification): 

Internet and Intranet 

Document Library Folder/Sub 
Folder: 

Chief Executive / Corporate Governance 

Version Control Table 

Date 
Version 
Number 

Summary of Changes 
Changes Made 
by 

26.08.04 V1 
Final amendments approved; EIA 
Completed; document published 

Chris Iremonger 
Governance 

Manager 

15.02.07 V1.1 
Full review required; updates on 
coversheet and in body of policy 
regarding processes 

Debby Blease 
Deputy Director 
of Nursing 

1.10.08 V2 

Annual review required, updates on 

coversheet and in body of policy 
regarding processes 

Debby Blease 
Deputy Director 
of Nursing 

01.07.09 V3 
Annual review required; updates on 
coversheet and in body of policy 
regarding processes 

Debby Blease 
Deputy Director 
of Nursing 

06.09.10 V4 Full annual review and consultation 
Teresa Anderson 
Risk and 
Complaints 
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Date 
Version 
Number 

Summary of Changes 
Changes Made 
by 

07.03.12 V5 Full annual review and consultation 
Teresa Anderson 
Risk and 
Complaints 

09.11.12 V5.2 Training and Education section added. 
Joan Shirley 

Risk Co-ordinator 

30.05.14 V6.1 Full annual review and consultation 

Joan Shirley 

Risk 
Management 
Specialist 

14.11.16 V7 
Combined Risk Assessment Policy with 
Risk Management Strategy 

Ceri Evans Risk 
Manager 

07.06.18 V8 
Full review and consultation. Update of 
risk governing levels, escalation 
processes and review frequencies 

Thomas Lafferty 
Director of 
Corporate Affairs 

26.11.19 V9 
Full review and consultation aligned to 
new care group structure and committee 
infrastructure 

Bernadette 
George, Director 
of Integrated 

Governance 

02.07.20 V9.1 
Review of risk appetite and strategic 
pledges due to Covid-19 

Samantha 
Chalmers 

Risk Manager 

03.11.22 V9.2 
Update to responsible officer for the 
Board Assurance Framework 

Sian Millard, 
Company 
Secretary 

06.04.23 V9.3 
Updated section 6.10 to reflect new risk 
appetite statements. 

Sian Millard, 
Company 
Secretary 

All or part of this document can be released under the Freedom of Information Act 
2000 

All Policies, Strategies and Operating Procedures, including Business Plans, are 
to be kept for the lifetime of the organisation plus 6 years. 

This document is only valid on the day of printing. 

Controlled Document 

This document has been created following the Royal Cornwall Hospitals NHS Trust The 
Policy on Policies (Development and Management of Knowledge Procedural and Web 
Documents Policy). It should not be altered in any way without the express permission of 
the author or their Line Manager. 

  

https://doclibrary-rcht.cornwall.nhs.uk/DocumentsLibrary/RoyalCornwallHospitalsTrust/HealthInformatics/CorporateAndHealthRecords/ThePolicyOnPoliciesDevelopmentAndManagementOfKnowledgeProceduralAndWebDocumentsPolicy.pdf
https://doclibrary-rcht.cornwall.nhs.uk/DocumentsLibrary/RoyalCornwallHospitalsTrust/HealthInformatics/CorporateAndHealthRecords/ThePolicyOnPoliciesDevelopmentAndManagementOfKnowledgeProceduralAndWebDocumentsPolicy.pdf
https://doclibrary-rcht.cornwall.nhs.uk/DocumentsLibrary/RoyalCornwallHospitalsTrust/HealthInformatics/CorporateAndHealthRecords/ThePolicyOnPoliciesDevelopmentAndManagementOfKnowledgeProceduralAndWebDocumentsPolicy.pdf
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Appendix 2. Equality Impact Assessment 

Section 1: Equality Impact Assessment (EIA) Form  

The EIA process allows the Trust to identify where a policy or service may have a negative 
impact on an individual or particular group of people. 

For guidance please refer to the Equality Impact Assessment Policy (available from the 
document library) or contact the Equality, Diversity, and Inclusion Team 
rcht.inclusion@nhs.net  
 

Information Category Detailed Information 

Name of the strategy / policy / proposal / 
service function to be assessed: 

Risk Assessment and Management Strategy 
and Policy V9.3 

Directorate and service area: Corporate, Integrated Governance 

Is this a new or existing Policy? Existing 

Name of individual completing EIA 
(Should be completed by an individual with 
a good understanding of the Service/Policy): 

Samantha Chalmers 

Contact details: 01872 253033 

 

Information Category Detailed Information 

1. Policy Aim - Who is the 
Policy aimed at? 

(The Policy is the 
Strategy, Policy, 
Proposal or Service 
Change to be assessed) 

The Strategy sets out the key aims and objectives for the 
identification, assessment, management assurance of risks 
in the Royal Cornwall Hospitals NHS Trust. 

2. Policy Objectives To set out the Risk Management Strategy of the Trust in 
order to achieve the Trust’s strategic aims and objectives. 

3. Policy Intended 
Outcomes 

To provide a consistent approach to risk management and 
mitigation within the Trust. 

4. How will you measure 
each outcome? 

Risks managed effectively. 

5. Who is intended to 
benefit from the policy? 

All patients, staff, and visitors to the Trust 

mailto:rcht.inclusion@nhs.net
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Information Category Detailed Information 

6a. Who did you consult 
with? 

(Please select Yes or No 
for each category) 

• Workforce:  Yes 

• Patients/ visitors: No 

• Local groups/ system partners: No 

• External organisations: No 

• Other: No 

6b. Please list the 
individuals/groups who 
have been consulted 
about this policy. 

Please record specific names of individuals/ groups: 

Chief Executive 

Chief Nursing Officer 

Director of Integrated Governance 

Audit and Risk Assurance Committee 

Trust Board of Directors 

6c. What was the outcome 
of the consultation?  

Approval of the amendments to the Policy 

6d. Have you used any of 
the following to assist 
your assessment? 

National or local statistics, audits, activity reports, 
process maps, complaints, staff, or patient surveys:  

No 

 

7. The Impact 
Following consultation with key groups, has a negative impact been identified for any 
protected characteristic? Please note that a rationale is required for each one. 
 
Where a negative impact is identified without rationale, the key groups will need to be 
consulted again. 

 

Protected Characteristic (Yes or No) Rationale 

Age No 

There is an equity risk domain which 
ensures that risks pertaining to equality are 
identified and reviewed by the appropriate 
staff 

Sex (male or female)  No 

There is an equity risk domain which 
ensures that risks pertaining to equality are 
identified and reviewed by the appropriate 
staff 

Gender reassignment 
(Transgender, non-binary, 
gender fluid etc.) 

No 

There is an equity risk domain which 
ensures that risks pertaining to equality are 
identified and reviewed by the appropriate 
staff 



 

Risk Assessment and Management Strategy and Policy V9.3 

Page 37 of 49 

Protected Characteristic (Yes or No) Rationale 

Race No 

There is an equity risk domain which 
ensures that risks pertaining to equality are 
identified and reviewed by the appropriate 
staff 

Disability (e.g. physical or 
cognitive impairment, mental 
health, long term conditions 
etc.) 

No 

There is an equity risk domain which 
ensures that risks pertaining to equality are 
identified and reviewed by the appropriate 
staff 

Religion or belief No 

There is an equity risk domain which 
ensures that risks pertaining to equality are 
identified and reviewed by the appropriate 
staff 

Marriage and civil 
partnership 

No 

There is an equity risk domain which 
ensures that risks pertaining to equality are 
identified and reviewed by the appropriate 
staff 

Pregnancy and maternity No 

There is an equity risk domain which 
ensures that risks pertaining to equality are 
identified and reviewed by the appropriate 
staff 

Sexual orientation (e.g. gay, 
straight, bisexual, lesbian etc.) 

No 

There is an equity risk domain which 
ensures that risks pertaining to equality are 
identified and reviewed by the appropriate 
staff 

A robust rationale must be in place for all protected characteristics. If a negative 
impact has been identified, please complete section 2. If no negative impact has been 
identified and if this is not a major service change, you can end the assessment here. 

I am confident that section 2 of this EIA does not need completing as there are no 
highlighted risks of negative impact occurring because of this policy. 

Name of person confirming result of initial impact assessment: Samantha Chalmers, Risk 
Manager. 

If a negative impact has been identified above OR this is a major service change, 
you will need to complete section 2 of the EIA form available here: 
Section 2. Full Equality Analysis 

  

http://doclibrary-rcht-intranet.cornwall.nhs.uk/DocumentsLibrary/RoyalCornwallHospitalsTrust/ChiefExecutive/Templates/Section2FullEqualityAnalysis.docx
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Appendix 3. Instructions for Scoring Risks 

To calculate the risk placement on the matrix, it is necessary to consider both the 
consequence of it is happening and the likelihood of the risk happening. 

The Trust uses the National Patient Safety Agency (NPSA) risk matrix which is set 
out below: 

Table 1 – Risk Matrix for Risk Managers 

 

NPSA. 2008.Risk Matrix for Risk Managers. 

For example, if you assess a risk as moderate consequence with a possible 
likelihood, the overall risk would sit at X on the above table, i.e. moderate 
consequence (3) and possible likelihood (3): 

Consequence and Likelihood 

The consequence of a risk and the likelihood of that consequence occurring 
is always a question of judgement. 

Table 2 – Likelihood guide 

Consequence is the term given to the resulting loss, injury, disadvantage or gain if a risk 
materialises. When considering how severe the consequence would be of the risk, 
consider the likely of this consequence to occur. 

* Contains public sector information licensed under the Open Government Licence v3.0 
http://webarchive.nationalarchives.gov.uk/20171030130225/http://www.nrls.npsa.nhs.uk/resources/?entr 
yid45=59833andq=0%c2%acrisk%c2%acandp=1 

 

http://www.nationalarchives.gov.uk/doc/open-government-licence/version/3/
http://www.nrls.npsa.nhs.uk/resources/?entr
http://www.nrls.npsa.nhs.uk/resources/?entr
http://www.nrls.npsa.nhs.uk/resources/?entr
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Table 3 - Consequence Guidance 

Descriptor Negligible  
1 

Minor  
2 

Moderate  
3 

Major  
4 

Catastrophic 
 5 

Staff/ Patient/ 
Visitor Injury 
(Physical/ 
Psychological) 

Adverse event 
requiring 
no/minimal 
intervention or 
treatment 
Impact prevented 
– any patient 
safety incident 
that had the 
potential to cause 
harm but was 
prevented, 
resulting in no 
harm 
Impact not 
prevented – any 
patient safety 
incident that ran 
to completion, but 
no harm occurred 

Minor injury or 
illness, requiring 
minor 
intervention– first 
aid treatment 
needed 
 
Health 
associated 
infection which 
may/did result in 
semi-permanent 
harm 
 
Affects 1-2 people 
 
Any patient safety 
incident that 
required extra 
observation or 
minor treatment w 
and caused 
minimal harm to 
one or more 
persons 
 
Increase in 
Length of Stay by 
1-3 days 
 

Moderate injury or 
illness requiring 
professional 
intervention 
 
No staff attending 
mandatory/key 
training 
 
RIDDOR/Agency 
reportable incident 
(4-14 days lost) 
Adverse event 
which impacts on a 
small number of 
patients 
 
Affects 3-15 people 
 
Any patient safety 
incident that 
resulted in a 
moderate increase 
in treatment x and 
which caused 
significant but not 
permanent harm to 
one or more persons 
 

Major injury/long 
term 
incapacity/disability 
(e.g. loss of limb) 
 
14 days off work 
 
Affects 16 – 50 
people 
 
Any patient safety 
incident that 
appears to have 
resulted in 
permanent harm y 
to one or more 
persons 

Fatalities 
 
Multiple permanent 
injuries or 
irreversible health 
effects 
 
An event affecting 
more than 50 people 
 
Any patient safety 
incident that directly 
resulted in the death 
z of one or more 
persons 

Equipment No Harm to 
patient 

 

Single device not 
available- minimal 
disruption to 

Moderate disruption 
to patient care or 
service delivery 

 

Severe disruption 
to patient care 

Severe delays 
to transfers or 

Statutory non 
compliance 
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Descriptor Negligible  
1 

Minor  
2 

Moderate  
3 

Major  
4 

Catastrophic 
 5 

No disruption to 
service delivery 

 
No delay in 
transfers or 
discharges due to 
lack of equipment 

patient care or 
service delivery 

 
Faulty low risk 
equipment failure 
causing minimal 
harm 

Moderate harm to 
patient 

discharges due 
to unavailability 
of equipment 

Faulty high-risk 
equipment leading 
to major injuries to 
patients 

Single or multiple 
device unavailability 
leading to loss of 
service 

 
Catastrophic patient 
harm 

Patient Experience Reduced level of 
patient 
experience which 
is not due to 
delivery of clinical 
care 

Unsatisfactory 
patient experience 
directly due to 
clinical care – 
readily resolvable 

Unsatisfactory 
management of 
patient care – 
local resolution 
(with potential to 
go to 
independent review) 
 

Unsatisfactory 
management of 
patient care with 
long term effects 
 
Significant result 
of 
misdiagnosis 

Incident leading to 
death 

Environmental 
Impact 

Minor onsite 
release of 
substance 
 
Not directly 
coming into 
contact with 
patients, staff, or 
members of the 
public 

Onsite release of 
substance 
contained 
 
Minor damage to 
Trust Property – 
easily remedied 
 
£10K 

On site release no 
detrimental effect 
 
Moderate damage 
to Trust property – 
remedied by Trust 
staff/ replacement of 
items required £10k 
- 
£50k 

Offsite release with 
no detrimental 
effect/ on-site 
release with 
potential for 
detrimental effect 
 
Major damage to 
Trust property – 
external 
organisations 
required to remedy 
– associated costs 
More than £50,000 
 

Onsite/Offsite release 
with realised 
detrimental/ 
catastrophic effects 
 
Loss of 
building/major piece 
of equipment vital to 
the Trusts business 
continuity 
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Descriptor Negligible  
1 

Minor  
2 

Moderate  
3 

Major  
4 

Catastrophic 
 5 

Staffing and 
Competence 

Short term low 
staffing level (less 
than one  
day) – temporary 

disruption to 
patient care 
 
Minor 
competency 
related failure 
reduces service 
quality, one day 
 
Low staff morale 
affecting one 
person 

On-going low 
staffing level  
minor reduction in 
quality of patient 
care 
 
Unresolved trend 
relating to 
competency 
reducing service 
quality 
 
75% - 95% staff 
attendance at 
mandatory/key 
training 
 
Low staff morale 
(1% - 25% of staff) 

Late delivery of key 
objectives/ service 
due to lack of staff 
 
Less than 50% - 75% 
staff 
attendance at 
mandatory/key 
training 
 
Unsafe staffing level 
 
Error due to 
ineffective 
training/ competency 
 
Low staff morale 
(25% - 50% of staff) 

Uncertain delivery of 
key objective/service 
due to lack of staff 
 
Less than 25% - 
50% staff 
attendance at 
mandatory/key 
training 
 
Unsafe staffing level 
less than five days 
 
Serious error due to 
ineffective training 
and / or competency 
 
Very low staff 
morale (50% - 75% 
of 
staff) 

Non-delivery of 
key objective/ service 
due to lack of staff 
 
On-going unsafe 
staffing levels 
 
Loss of several key 
staff 
 
Clinical error due to 
lack of staff or 
insufficient training 
and / or 
competency 
 
Less than 25% 
attendance at 
mandatory / key 
training on an on-
going basis 
 
Very low staff 
moral (>75% of 
staff) 

Complaints/Claims Informal/ locally 
resolved 
complaint 
 
Potential for 
settlement/  
litigation <5K 

Overall 
treatment/ service 
substandard 
 
Formal justified 
complaint 
 
Minor implication 
for patient safety if 
unresolved 
 
Claim <£10K 

Justified complaint 
involving lack of 
appropriate care 
 
Claim(s) between 
£10K-£100K 
 
Major implications 
for patient safety if 
unresolved 

Multiple justified 
complaints 
 
Independent review 
 
Claim(s) between 
£100K-£1M 
 
Non-compliance 
with national 
standards with 
significant risk to 
patients if 
unresolved 

Multiple justified 
complaints 
 
Single major claim 
 
Inquest/  
Ombudsman inquiry 
 
Claim >£1M 
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Descriptor Negligible  
1 

Minor  
2 

Moderate  
3 

Major  
4 

Catastrophic 
 5 

Financial Small loss Risk 
of claim remote 

 
Insignificant cost 
increase/ 
schedule 
slippage (e.g. 
below 
£400k) 

Loss of 0.1–0.25 
per cent of 
budget (e.g. 
between £400k 
and 
£1 million) 

Loss of 0.25–0.5 
per cent of budget 
(e.g. between £1 
million and £2 
million) 

 
Uninsured Claim(s) 
between £10,000 
and 
£100,000 

Uncertain delivery 
of key 
objective/Loss of 
0.5–1.0 per cent of 
budget (e.g. 
between 
£2 million and 
4 million) 

Uninsured 
Claim(s) 
between 
£100,000 and £1 
million 

Non-delivery of key 
objective/ Loss of 
>1 per cent of 
budget (e.g. over £4 
million) 

 
Uninsured Claim(s) 
>£1 million 

Objectives/Projects Insignificant 
(<5%) 
objective/ project 
slippage (finance, 
schedule, KPIs). 
Will not impact 
on ability to 
deliver 
objective/ project. 

Minor (5%) 
objective/project 
slippage (finance, 
schedule, KPIs). 
Will 
not impact 
significantly on 
ability to deliver 
objective/project 

Moderate (5-10%) 
objective/ project 
slippage (finance, 
schedule, KPIs). May 
impact on ability to 
deliver 
objective/project if 
management action 
not taken to resolve 
slippage. Escalation 
to senior 
management 
required for 
guidance. 

Significant (10-25%) 
objective/ project 
slippage (finance, 
schedule, KPIs). Will 
impact on ability to 
deliver 
objective/project. 
Mitigation plans 
required. Escalation 
to relevant 
committees 
required. 

Major (>25%) 
objective/project 
slippage (finance, 
schedule, KPIs). Will 
significantly impact on 
the ability to deliver 
objective/project 
 
Immediate 
mitigation plans 
required. Escalation 
to relevant 
committees 
required. 



 

Risk Assessment and Management Strategy and Policy V9.3 

Page 43 of 49 

Descriptor Negligible  
1 

Minor  
2 

Moderate  
3 

Major  
4 

Catastrophic 
 5 

Business/ 
Service 
Interruption 

Loss/interruption 
of less than one 
hour, no impact 
on delivery of 
patient 
care/ability to 
provide services 

Short term 
disruption, of 
less than eight 
hours, with 
minor impact 

Loss/ interruption of 
less than one day 
 
Disruption causes 
unacceptable 
impact on patient 
care 
 
Non-permanent loss 
of ability to provide 
service 

Loss/ interruption of 
less than one week 
 
Sustained loss of 
service which has 
serious impact on 
delivery of patient 
care resulting in 
major contingency 
plans being 
invoked 
 
Temporary service 
Closure 
 

Permanent loss of 
core service/ facility 
 
Disruption to 
facility leading to 
significant ‘knock- 
on’ affect across 
local health 
economy 
 
Extended service 
closure 

Inspection/ 
Statutory Duty 

Small number of 
recommendation 
s which focus on 
minor quality 
improvement 
issues 
 
No or minimal 
impact or breach 
of guidance/ 
statutory duty 
 
Minor non- 
compliance with 
standards 

Minor 
recommendations 
which can be 
implemented by 
low level of 
management 
action 
 
Breach of 
statutory 
legislation 
 
No audit trail to 
demonstrate that 
objectives are 
being met (NICE; 
HSE etc.) 

Challenging 
recommendations 
which can be 
addressed with 
appropriate 
action plans 
 
Single breach of 
statutory duty 
 
Non-compliance 
with core 
standards 
 
Less than 50% of 
objectives within 
standards met 
 

Enforcement action 
 
Multiple breaches 
of statutory duty 
 
Improvement notice 
 
Critical Report 
 
Low 
performance 
rating 
 
Major non- 
compliance with 
core standards 

Multiple breaches 
of statutory duty 
 
Prosecution 
 
Severely critical 
report 
 
Zero performance 
rating 
 
Complete systems 
change required 
 
No objectives/ 
standards being 
met 
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Descriptor Negligible  
1 

Minor  
2 

Moderate  
3 

Major  
4 

Catastrophic 
 5 

Adverse Publicity 
/ Reputation 

Rumours 
 
Potential for 
public concern 

Local Media – 
short term- minor 
effect on public 
attitudes/staff 
morale 
 
Elements of 
public 
expectation not 
being met 

Local media – long 
term – Moderate 
effect – impact on 
public perception 
of Trust and staff 
morale 

National media 
less than three 
days – public 
confidence in 
organisation 
undermined – use 
of services 
affected 

National / 
international adverse 
publicity 
Greater than three 
days 
 
MP concerned 
(questions In the 
House) 
 
Total loss of public 
confidence 
 

Fire Safety 
/ General Security 

Minor short 
term (<1 day) 
shortfall in fire 
safety system 
 
Security incident 
with no adverse 
outcome 

Temporary (<1 
month) shortfall 
in fire safety 
system/single 
detector etc (non- 
patient area) 
 
Security 
incident 
managed 
locally 
 
Controlled drug 
discrepancy – 
accounted for 
 

Fire code non- 
compliance/lack 
of single detector 
– patient area etc. 
 
Security incident 
leading to 
compromised 
staff/patient safety 
 
Controlled drug 
discrepancy – 
not 
accounted for 
 

Significant failure of 
critical component 
of fire safety system 
(patient area) 
 
Serious 
compromise of 
staff/patient safety 

Failure of multiple 
critical components 
of fire safety system 
(high risk patient 
area) 
 
Infant/young 
person abduction 
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Descriptor Negligible  
1 

Minor  
2 

Moderate  
3 

Major  
4 

Catastrophic 
 5 

Information 
Governance/ IT 
Security/ Cyber 

Breach of 
confidentiality – 
no adverse 
outcome 
 
Unplanned loss 
of IT facilities < 
half a day 
 
Health records/ 
documentation 
incident – no 
adverse outcome 
 
Cyber-security 
incident 
– no adverse 
outcome 
 
Loss/interruption 
of > 1 hour, no 
impact on delivery 
of patient 
care/ability to 
provide services 

Minor breach of 
confidentiality – 
readily resolvable 
 
Unplanned loss of 
IT Facilities < 1 
day 
 
Health records 
incident/ 
documentation 
incident – readily 
resolvable 
 
Cyber-security 
incident – readily 
resolvable 
Short term 
disruption, of > 8 
hours, with minor 
impact 

 
No audit trail to 
demonstrate that 
objectives are 
being met (DSPT, 
NISD, 
> etc.) 
 
 
 

Moderate breach of 
confidentiality – 
complaint initiated 
 
Loss/interruption of 
>one day 
 
Health records 
documentation 
incident – patient 
care affected with 
short term 
consequence 
> Cyber-security 
incident - patient 
care affected with 
short term 
consequence 
 
Non-compliance 
with DSPT, NISD, 
etc, 
 
50% of objectives 
within standards met 

Serious breach of 
confidentiality – 
more than one 
person 
 
Unplanned loss of 
IT facilities > 1 day 
but less than one 
week 
 
Health records / 
documentation 
incident - patient 
care affected with 
major 
consequence 
 
Cyber-security 
incident - patient 
care affected with 
major 
consequence 
Temporary service 
closure 
 
Enforcement 
action 
Improvement 
notice Critical 
Report 
Major 
noncompliance with 
DSPT, NISD, etc. 

Serious breach of 
confidentiality – 
large numbers 
 
Unplanned loss of IT 
facilities > 1 week 
 
Health records/ 
documentation 
incident – 
catastrophic 
consequence 
 
Cyber-security 
incident - 
Catastrophic 
consequence 
 
Permanent loss of 
core service/facility 
Disruption to facility 
leading to 
significant ‘knock- 
on’ affect across 
local health 
economy Extended 
service closure 
 
Severely critical 
report Complete 
systems change 
required 
No DSPT, NISD 
objectives/standards 
being met 
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w = minor treatment is defined as first aid, additional therapy, and additional 
medication. It does not include any re admission into hospital, any extra time as 
an outpatient or continued treatment over and above the treatment already 
planned. 

x = moderate increase in treatment is defined as a return to surgery, an un-planned 
re-admission, a prolonged episode of care, extra time as an outpatient, 
cancelling of treatment or transfer into hospital as a result of the incident 

y =    Permanent harm directly related to the incident and not the natural course of the 
patients illness or underlying condition is defined as permanent lessening or 
bodily functions, sensory, motor, physiologic or intellectual 

z =   The death must relate to the incident rather than to the natural course of that 
patients illness or underlying condition 

Risk scoring = Likelihood x consequence (L x C) 

 Likelihood 

Consequence 

score 

1 2 3 4 5 

 Rare Unlikely Possible Likely Almost 
certain 

5 Catastrophic 5 10 15 20 25 

4 Major 4 8 12 16 20 

3 Moderate 3 6 9 12 15 

2 Minor 2 4 6 8 10 

1 Negligible 1 2 3 4 5 

For grading risk, the scores obtained from the risk matrix are assigned grades as follows 

Score Risk 

1 - 3 Low risk 

4 - 6 Moderate risk 

8 - 12 High risk 

15 - 25 Extreme risk 

Contains public sector information licensed under the Open Government Licence v3.0 
http://webarchive.nationalarchives.gov.uk/20171030130225/http://www.nrls.npsa.nhs.uk/re
sources/?entr yid45=59833andq=0%c2%acrisk%c2%acandp=1 

http://www.nationalarchives.gov.uk/doc/open-government-licence/version/3/
http://www.nrls.npsa.nhs.uk/resources/?entr
http://www.nrls.npsa.nhs.uk/resources/?entr
http://www.nrls.npsa.nhs.uk/resources/?entr
http://www.nrls.npsa.nhs.uk/resources/?entr

